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OWASP Mobile Top Ten

OWASP Mobile Top 10 Risks

M1 — Weak Server
Side Controls

MS - Poor
Authorization and
Authentication
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M2 - Insecure
Data Storage

M6 - Broken
Cryptography

M3 - Insufficient
Transport Layer
Protection

M7 - Client Side
Injection

M9 - Improper
Session Handling

M10 - Lack of
Binary Protections

M4 - Unintended
Data Leakage

M8 - Security
Decisions Via
Untrusted Inputs
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AEC Mobile Top Eleven

OWASP Mobile Top 10 Risks

M1 — Weak Server M2 — Insecure M3 - Insufficient M4 - Unintended

Side Controls Data Storage SERNSPONE -Layer Data Leakage
Protection

Mo oo M6 - Broken M?7 - Client Side B aRCELY,
Authorization and Decisions Via

Authentication Cryptography HYSEHOn Untrusted Inputs

M9 - Improper M10 - Lack of Al - Business
Session Handling Binary Protections Logic
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Statistiky za rok 2014

Oblasti testovanych aplikaci
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Celkovy pocet aplikaci: 81
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Statistiky za rok 2014

Zranitelnosti dle rizika
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655 zranitelnosti
81 aplikaci
V prlmeéru 8 zranitelnosti na aplikaci
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Statistiky za rok 2014

Rozdéleni dle kategorii
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Statistiky za rok 2014

Rozdéleni dle kategorii

350
200 287 Insufficient Transport Layer Protection 44%  3,5/8
- Unintended Data Leakage 13%  1,0/8
Lack of Binary Protections 16% 1,3/8
200
73%  5,8/8
150
104
100 84
>0 32 - 27 23 > 16
N E - m - N -
& 2 S 2 s N} Q & ) o oo
(_,O&So \0@% @,\\0 e’S@% n\"&\o o°<§®é\ é\q”&o b\QQ& @“&\Q xe&oo 9‘7\9%
¥ 'b'b QQ‘O %\”b\, ‘(\QS\ \\Q& . 6Q’\ ‘—}'z . 00\2\ QJ\O ‘.—)\QQJ
S Y & S & & & & & Q °
& N 2 € > & & ° & ° N
@ & & & * K ) 2 & & v
¥ N S e & 3 o e o8
. \$e, é\, ,\@0 . X {\,\3‘}' N S O‘}o \&Q \:bc,
. X : )
"')0 oo‘ C)«
N (OQ Q)Q/
K K 8

18. Unora 2015 SECURITY 2015 :::



Insufficient Transport Layer Protection

Spatna konfigurace serveru
= Unik informaci (HTTP Headers, Error Pages, ...)
= Zastaralé verze technologii

Spatna konfigurace SSL/TLS
= Verze, certifikaty, algoritmy, klice
= Certificate Pinning :
= SSL Strip (HSTS)

trust issues are ignored: C ‘
[ ] [ ]
I l I Visit our page for more il i i guides, and books. Known issues are documented here.
II eC Oll N This server" below f il

vy This server is vulnerable to the POODLE attack. if possible, disable SSL 3 to mitigate. Grade capped to C. MORE INFO »
. S Ql / This server does not mitigate the CRIME attack. Grade capped to B.
-
Certificate uses a weak signature. When renewing, ensure you upgrade to SHA2. MORE INFO »
1
B X M L/XX I \ Lf y & The server supports only older protocols, but not the current best TLS 1.2. Grade capped to B.
\
! | This server accepts the RC4 cipher, which is weak. Grade capped to B, MORE INFO »
The server does not support Forward Secrecy with the reference browsers. MORE INFO »
This server's certificate chain is incomplete. Grade capped to B.
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D/ArDaemon(13@29
[D-ArDaemon<13@29>:

5 7 0 G cos———— | converted-dump.hprof &3
i (_?:Hl "“Q;!»;.‘"%’ QE~a~| o

i Overview ) default_report org.eclipse.... Jil Histogram | [#) list_objects [selection of '... T dominator_tree
Class Name
4 mContentContainer android.widget.LinearLayout @ 0x42398b10
[ mParentFragment CEEESEEEtEt S —_—— O 042412¢70
|_J edtlpid android.widget EditText @ 0x42547683
4 [} edtPassword android.widget EdnText @ 042660168
de) <class> class android.widget EditText @ Oxd1abdb28 System Class
[ty mDrawableState int[3] @ 0x41a2¢720
|4 mEditableFactory android.text.EditableSFactory @ 0xd12e6950
|4 mTextDir android.text. TextDirectionHeuristics$ TextDirectionHeuristicinternal @ Oxd1aecbc8
|4 mSpannableFactory android.tet.SpannableSFactory @ 0xd1af1040
|4 mBufferType android.widget. TextViewSBufferType @ 0xd1b54b20
|4 mHintTextColor android.content.res.ColorStatelist @ (x41bb3b28
\‘ mTextColor android.content.res.ColorStatelist @ Oxd1bfffc)
|4 mResources android.content.res.Resources @ 0x42169658
|4 mHighlightPaint android.graphics.Paint @ 0x42196338
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Lack of Binary Protections

. Zd rOj OVé kédy public class EmailSender extends Authenticator
{

= Obfuskace kodu private String mailhost = "GyEEEEEEEES";

private String password " " ;

[ | HardCOdEd |nf0rmace private Session sessiocn;

private String user = "4ER";
. v s ’
= Aplikacni balik
| ‘ | Selected Method: - {void) performAuthentication;

7 . /7
FBPageProductUniikelutat E
[ | N a Stave n I ko l I l p I I ato r u gFB::Frt :;E:‘ G ) - (void) addRecursiveDescriptionToString:(idjarg0 indentLevel: (int)arg1
eedFetc ige

i
@ FBResctonProficGalery daph ) - (id) URLRequestGenerator;
M : 4 4 @ FEFNFriendsLocationsFecdUniHelper - (id) initWithURLRequestGenerator:(id)arg0;
u C I t I I Ve te St Ova C I S O u b O ry @ sDWebimageDownloader 0 - (void) setUsemamePasswordHandler: (idjarg0:
e FBAPIPerfProfieQptions - (id) usemamePasswordHandler;
@ FBFesdUnitHeaderTitlehixin ) - [void) submitUsername:(id)arg0 credential:{idjarg1

. A n t i _ta m p e r t e C h n i ky gi::f::::::;ﬁ:;m ) - (void) authenticationHandler: (idjarg0 isReady:(booljarg1

) - (void) authenticationHandler: (idjarg0 didFailWithError:(id)arg1;
@ soimagecache () - (void) authenticationHandler: (idjarg0 didAuthenticateWithResponse:(idjarg1:

. .
= Debuggers Restrictin ket S s i e
@ researchContactBuider ) - [void) setAvallableAuthenticationMethods: id)arg0;
OFBUrpnanF\leRemcwer . e .
- [void) setAuthenticationMethodsForUsers: (id)arg0;
(void) setAuthenticationMethodsForUsers: (id)argd
[ e FBMNetworkImageSpecifier
[ | I ra C e ‘ h e C kl n g @ FBPusarUserPagetiutation ) - (bool) isDeviceBasedLoginEnabled:
@ FBReactionPopularienultems Attachments Adapter - (void) fetchDeviceBasedAccounts:
. . . . e FBPulsarLeavelutation - (id) ssoHandler;
= Binaries Stri PPINE s S
|

Integrity Checks (checksums, signatures)
= Root/Jailbreak detekce
= Vlastni klavesnice
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Z ceho chyby nejcasteji plynou?
= Rychlost uvedeni produktu na trh

* Neznalost bezpecnostnich specifik
= jednotlivych jazyk(
= SDK
= platforem ¢i novych verzi OS

= Neexistence, Spatna kvalita nebo nedodrzovani metodik pro bezpecny
VYVOj

= Mylny predpoklad, ze mobilni OS nese plnou odpovédnost za bezpecnost
= Qutsourcing vyvoje — kontrola treti strany

= Nizsi budget pro vyvoj/bezpecnost mobilnich aplikaci

Vyuziti frameworkd, které nedbaji na bezpecénost
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Jak to tedy vylepsit?

= Zahrnuti bezpecnostnich specialistU jiz do navrhu

Pen-testing is overrated

* Metodiky pro bezpecny vyvoj
= Vytvoreni / aktualizace
= Vynucovani jejich dodrzovani

= Vzdélavani vyvojaru
= Skoleni

“ Penetracni testy
= Quick Scan v prubéhu vyvoje?

* Source Code Review
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Budoucnost?
= 7 |

SMART HOUSE
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Dékuji za pozornost.

Lukas Blaha

AEC, spol. s r.o.

lukas.blaha@aec.cz




