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" Backed solely by the authority of a governing
body and the trust of the public

“ Currently, the main payment method in
almost every country
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First decentralized cryptocurrency

What is the difference between bitcoin and
the other existing payment systems?
= Independent from fiat money
= Independent from user’s country
= Decentralized
= Low transaction fees (0.5 CZK)
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Who accepts bitcoin?
amazon.com M

@WORDPRESS

And many more...
VICTORIA’S
SECRET
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Unique identifier of transaction recipient
based on ECDSA public and private key pair

Abstraction of bank account

It is possible to generate unlimited amount of
bitcoin addresses

An example of bitcoin address:
3J9BL1WPpEZ73CNmQviecrnylWrngRhWNLy
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Address

Public Key to Bitcoin Address

Public Key

SHA256
“Double Hash”

< > or

HASH160
RIPEMD160

Public Key Hash
(20 bytes/160 bits)

Base58Check Encode
with 0x00 version prefix

Bitcoin Address
(Base58Check Encoded Public Key Hash)
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Transaction

* Transfer of bitcoins from a bitcoin address to
another address

Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public key Public key Public key
Hash Hash Hash
Owner 0's A Owner 1's A Owner 2's
Signature 7 Signhature B Signature
Owner 1's Owner 2's Owner 3's
Private Key Private Key Private Key
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Block chain

Winner of proof of work lottery is allowed to
add new block of transactions to the block
chain and get a reward in a form of bitcoins

4 N [ N N [ N
Block 51 Block 52 Block 53 Block 54
Proof of work: Proof of work: Proof of work: Proof of work:
DOOOOOSBETWY Q00000zzxvERS DOO0O0E0bA 1 bx  w Q00000 3xgaS

“+ Previous block: \\ ~ Previous block: \\‘ ~ Previous block: \\‘ ~ Previous block:
00000043 2grzan QO0DO0SBST WY DO0000Z=xvZXS Q000000 1hx
Transacion [ Transacton Transacion - Transacton
k54 ifux ddSg31bm Odlxcv14 5551bjd12
Transacion | i Transacton | r Transacion | i Transacton
09345w1d 22qsx087 abb g bn24xal2i
Transacton | I Transacton | . Transacton |
VoA 23232 001hk009 340iug8a Alics -> Eoh
S 7 S A v A 4
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Proof of work

= Find x such that hash(c||x) < target

= Let ¢ = "Hello, world!" and target = 2%%%,
then:

"Hello, world!0" — 1312afl178c253£84028d480abadcle2be8. ..
"Hello, world!1l" - e%afcd424b7%e4£f6ab42d99c81156d3al7/2...
"Hello, world!2" - ae37343a357a8297591625e7134cbeal22f. ..

"Hello, world!4248" — 6e110d98b388e77e9cof042acobd97c. ..
"Hello, world!4249" — c004190b822f1669cac8dc37e76lcb7...
"Hello, world!4250" — 0000c3af42fc31103f1fdc0151fa747...

x = 4250
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Every block creates 50 BTC. This value halves
every 210 000 blocks. Therefore, maximal
amount of available bitcoins is the sum of the
geometric series :

1-0.5

=210 000 - 50 1-0
Z = — 210 000 - 50 - — 21 000 000 BTC
n=0

~ 13 840 400 BTC =77 703 404 802 CZK have
been mined until today

18. Unora 2015 SECURITY 2015 :::



2

Total Bitcoins over time
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today

Year

aME 207 20ME 20M8 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2060 2034 2052 2033
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.- P2P network
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Volatility

lw  1m 3m 1y Al Jul 18,2010 | to | Jan 24,2015
$1000
$750
$500
$250
% R -

£ www.coindesk.com
CoinDesk BPI in effact
I
2011 2012 2013 2014 2015

@ 2011 2012 2015 2014 2@1
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: What about security?
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Pseudonymity

Joh Doe 1 Joh Doe 2

5 BTC
El:IEE

14gZfnEn8X. .. 19ngVyAav9JL. ..

e

Blockchain
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Donate buttons

» Reveals overall sum of donated bitcoins

» Reveals all donor’s addresses

" Reveals all payments from the donation
wallet

~ Donate Bitcoins

Khan Academy also accepts donations via Bitcoin.

You need to log in or sign up before donating. That
way we can send you a receipt (and something

extra)!
@ Donate Bitcoins
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Blockchain analysis

BLOCKCHAIN Home  Charts Stats Markets APl  Wallet

info

WikiLeaks Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions
Address THBSXMLmzFV|8AL|EmBsbifRoDdmiY 36v Mo. Transactions 2863 ol
Hash 160 b1659f2b0b866db05500b93a5d 763451 18d3afb24 Total Received 3,338.21395536 BTC dln
Tools Taint Analysis - Related Tags - Unspent Outputs Final Balance 6.3632373 BTC dln
Request Payment Donation Button
Transactions (Cldest First) Y Filter ~
Public Note: Donation frem @Capitalistdlife
7aba31bfE0bBebed2c3e8c76c73c022d1e7d4027eT03135122dfa9538/57cd 2015-02-02 23:53:38
1AeqQ221yNdZ|WQpBABGUWSKbETReTA sp * WikiLeaks & 0.00125892 BTC
0.00125892 BTC
4dad50B8abec1effed93a7314615b7a11b8b87b20b%ac%e034e8e7cb64291aa62 2015-02-02 23:49:12
1AeqQ221yNdZ|WQpBABGUWSKbSTRoTAsp » WikiLeaks & 0.00104853 BTC

0.00104853 BTC
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Mixing service

Alice Who owns wallet “X”?

O E =
Bob

1 BTC

1 BTC

Carol

o =

1 BTC
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Tor

“ The most used anonymity network
“ Can hide identity of the client and the server

Ef) How Tor Works €2 Tornode TH¢ Hidden Services: 2 @ roretous
-« o unencryptod link L
——p oncrypted link AT Tor circuit
Intreduction points
Mlca m m Public key
/_\ Step 2: Bob advertises —
+* - - his hidden service - One-time secrat
— — == — XY Z.onion -- at the
R ':-_-& :- 2 i database. ke - Rendezvous point
Alice's Tor client

picks a random path to
destination server. Green - - -
links are encrypted, red el -
links are in the clear. Jane
[ —
Alice
- - " -u:r_u:-
l: - Bob
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Malware that encrypts HDD and demands ransom in
bitcoins in exchange for decryption key

Communicates with C&C server over Tor

Your documents, photos, databases and other imgortant files have beve cacrypted with
strongeal encryption and wnigue kiy, generated for this competcr

Private decrypt oy s stored om & sooret In ot server and nod doorypt your
Ties untsl you pay and cbtain the private key

1 you see the madn locker window, Tollow the kestructions on the locker, Overwine, it's
e that o your anthvnus ¢ od the locker program. Now you have the st chance
1o docrypt your fies

1. Type the address Mig: [ [torpeojectong in your Taternet browser. Il opers the Tor site

| . 2. Prews Download Tor', Uhen press DOWNLOAD Tor Browser Bandle’, lostall and cun it

Now you have Tor Browser, In the Tor Browser open the M
Note that this server s available via Tor Browsey only

4. Wieite in the lollowing public key in the lnpot form 00 sorver. Avold misspriots.

5, Tollow the inslractions on the sorver

These instrictions ace also saved o file samed DocryptAIl Bes. txt in Documonts fodder. You
Can open It and wse Copy paste for address and ey
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One-factor bitcoin authentication

Network

Password g Protocol @

Wallet private key

Malware zone
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BadUSB

Video
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Two-factor bitcoin authentication

Alice HW wallet

8 Password Prq:‘tocol
I |

1

1

1

1

1

| 1
1

Wallet private key |
1

1

1

1

) =

Network

g Protocol @
M

r

Malware zone
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“ Private key never leaves the HW wallet
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Payment URL

payment address = rpc call(
method='getnewaddress',
params=['eshop']
)

current client.order.set address(payment address)

client link = 'bitcoin:' + payment address + '7amount=' + amount

<a href="bitcoin:1CHn. . .3tH?amount=2.47">Pay By Bitcoin</a>
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Payment URL

“ Merchant’s address and amount are not signed

f{B»:: Send Bitcoins

i ~ A
Pay to

File  Setti Hel
ile ings elp type address or name

&% overview @ Receive coins Transactions ) Address Book |~ | Export
Available for spending
PayTo: 1CHn¥DdHigwEThrfkFZePwwpgohoRsUstH |E| BTC0.4985
Label:  Bluetreehost \ Pay ment Amount to pay
amunt: 2400000 e (2] (81€_] Address BTC0.40 =

\ I nVOICe Fee (optional) ;
Amount BTC 0.0005 a

™ Add redpient...l l = Clear all ] Balance:
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Payment request

## Request creation time

details.time = int(time()) ## Current epoch (Unix) time

## Request expiration time

details.expires = int(time()) + 60 * 10 ## 10 minutes from now

## PaymentDetails is complete; serialize it and store it in
PaymentRequest

request.serialized payment details = details.SerializeToString()

## Serialized certificate chain

request.pki data = x509.SerializeToString()

## Initialize signature field so we can sign the full
PaymentRequest

request.signature = "%

## Sign PaymentRequest

request.signature = sign(private key,
request.SerializeToString(), "sha2b6")
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Payment request

Merchant’s address and amount are signed by
domain SSL certificate

File Settings Help

l ﬁMMEw [-D Send @F‘.eceive Transar.tinns

Pay To: example.com El

Memeo: Flowers &amp; chocolates

Amount: |0.10000000 = i LA

@ Are you sure you want to send?

0.10 BTC to example.com

0.0001 BTC added as transaction fee

Total Amount 0.1001 BTC (= 100.10 mBTC or 100100.00 pBTC)

5 Send | == Clear ﬁlll = Add Recipient | Balance: 0.8985 BTC

v,
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Summary

Advantages
= Cheap international payments
= Secure (does not depend of third party)

= Very easy to use for the merchants and the
customers

Disadvantages
= Privacy issues if used in a wrong way
= High volatility of value

= Unsettled legal status (some use cases lay in gray
area)
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References

Bitcoin community website
https://bitcoin.org/en/

Mastering Bitcoin (book)
http://chimera.labs.oreilly.com/books/1234000001802/

BadUSB (tools)
https://github.com/adamcaudill/Psychson

CTB locker
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information

Tor community website
https://www.torproject.org

Handbook of Peer-to-Peer Networking (book)
http://www.springer.com/gp/book/9780387097503

18. Unora 2015 SECURITY 2015 :::


https://bitcoin.org/en/
https://bitcoin.org/en/
http://chimera.labs.oreilly.com/books/1234000001802/
http://chimera.labs.oreilly.com/books/1234000001802/
https://github.com/adamcaudill/Psychson
https://github.com/adamcaudill/Psychson
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
http://www.bleepingcomputer.com/virus-removal/ctb-locker-ransomware-information
https://www.torproject.org/
https://www.torproject.org/
http://www.springer.com/gp/book/9780387097503
http://www.springer.com/gp/book/9780387097503

SECURITY 2015

23. rocnik konference o bezpecnosti v ICT

Dekujeme za pozornost.

Ing. Adam Brunai
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