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Cim se v noci budi CISO?
Prizkum SANS 2014 pro prumyslova IT prostredi (ICS)

Které tfi vektory hrozeb povazujete za nejnebezpecnéjsi?
External threats (hacktivism, nation states)
Malware

Insider exploits

Email phishing attacks

Attacks coming from within the internal network

Cybersecurity policy violations

Industrial espionage

Other

Extortion or other financially motivated crimes

0% 5% 10% 15% 20% 25% 30%
Percent Respondents

m First mSecond = Third
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Pokrocilé cilené hrozby (APT)

Norway Oil & Gas Attacks

E \ Socialni inzenyrstvi: spearphishing, watering hole

=  Cil: krddez dusevniho vlastnictvi ???

= Socialni inzenyrstvi: vyménna média
ETUHNE]— = ZneuZiti zero-day zranitelnosti (Windows, Siemens)

= Sifeni/zkoumani b&Znych aplikaci a typ(i soubord

= Cil: narusit program obohacovani uranu

Energetic Bear
= Socialni inZenyrstvi: spearphishing, watering
hole, trojsky kun v ICS Software

= Zjisténi OPC assets (ICS protokol!)

= Cil: krddez duSevniho vlastnictvi a zrejmé i proof
of concept utoku na ICS
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Utok typu Malicious Insider

= Cistirna odpadnich vod v Maroochy Shire,
Queensland, Australie

* Nespokojeny zameéstnanec dodavatele ICS se
pomstil na zakaznikovi a zameéstnavateli

= Svych znalosti prostredi zneuzil k ziskani pristupu
a zpusobil skodu

*  Dopad

= Do mistnich parkd, reky a na pozemky hotelu se
rozlilo 800,000 litrd splaskd

= Poskozeni zivotniho prostredi, zdravotni rizika,
uhyn moftskych Zivocich(

Zdroj: Applied Control Solutions
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Kyberneticke incidenty z nedbalosti

Tézarskou platformu sdili hlavni provozovatel a =  Application Visibility and Risk Report
partnerské firmy provedeny v energetické spolecnosti ve

= Ptes jednu partnerskou sit se celd plosina vychodni Evropé

nakazila cervem SQL Slammer ) 5 . L
=  Vedeni spolecnosti bylo presvédcené o

= Havdrie pracovnich stanic a SCADA server( : o
izolaci od internetu

=  Po restartu se nespustily OS

= Obnova prostfedi SCADA a navrat k produkci =V siti prostifedi SCADA byl objeveny
trval 8 hodin neschvéleny pfistupovy bod s internetem a
= Dasledky rizikové webové aplikace
= Okamzita ztrata informaci o vrtech = Wuala (storage), eMule (P2P), DAV (Collaboration)

= Vypadek v produkci vSech 4 hlavnich vrt{

; , T ,
- Celkové ztraty > $1.2M Otazniky okolo mozného uniku informaci,

dostupnosti sité a zaneseni skodlivého

kédu SECURITY 2015 :::
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Novy pohled na duvéru v ICS

PLCs/RTUs
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Standardy ISA99 a ISA/IEC

ISA/IEC 62443 je sada standardd
Na vyvoji se podili 3 skupiny
— ISA99 - ANSI/ISA-62443

— IECTC65/WG10 - IEC 62443
— ISO/IEC JTC1/SC27 > I1SO/IEC 2700x
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Nikomu se neda veérit
= Kritické je nasazeni mikrosegmentace
Je dulezité detailné rozumét provozu
= Aplikace, uzivatelé, obsah
= Sdileni kontextu
Bez bezpecnosti na koncovych bodech to nejde
= Hrozby startuji z koncovych bodu a Sifi se siti
Skutecna a potencialné vysoka rizika spojena s
kybernetickymi incidenty

= Samotna detekce nestaci, utoky je nutné okamzité zastavovat
(detekce vs. prevence)

Pokrocilé utoky pouziji “zero-day” zranitelnosti
= Je tfeba rychle nachazet a zastavit neznamé hrozby
= Pomuze automaticka analyza hrozeb a sdileni informacil

SECURITY 2015 :::
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Limity tradicni architektury

Firewal se stavovou
kontrolou

Pfidavné moduly

)

Tradicni
bezpecnost
koncového bodu

M

AV

Princip fungovani

= Zakladem je kontrola stavu spojeni
o Pravidla na Cisla portu a IP adresy
o BezrozliSeni typu provozu

Proxy

Sandbox

Souvisejici omezeni

Omezeny prehled o provozu a rizicich v ICS

Hrubé mozZnosti nastaveni pfistupu; bez
uzivatelskych roli

= Firewal je doplnény o pridavné moduly pro
zvyseni bezpecnosti

Oddélena sila nekorelovanych informaci, pomalé
vysetrovani

Narocna sprava; pokles vykonu pfi zapojeni
bezpeclnostnich funkci

= Nalezeni a zastaveni hrozeb se omezuje na jiz
znamé hrozby (ne ty zero-day)

Snadno podlehne cilenym Utokdm

Ochrany sité a konc. bodu nespolupracuji
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Informace o hrozbach v cloud-u

= PFijem potencialnich novych hrozeb
ze sité a od klientd

= Analyza a korelace informaci o
fungovani hrozeb

= Distribuce informaci o hrozbach do
sité a na koncové klienty/servery

Platforma zamérena
na prevenci

\iy, \\11/;
My, R
P a8z
S = =
z > - E ~ S
S % &
IS 27T\
Next-Generation bezpeénost sité Pokroéila ochrana konc. bodu
7 WCIMERNE Gl = Inspects all processes and files
" ZES BN e e = Prevents both known & unknown exploits
" Odesilani neznameho do cloud-u = Integrates with cloud to prevent known &

= Roz§ifeni i pro mobilni a virtualni sité unknown malware
Wik W W INT T T &I :
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Systematicky pristup k bezpecnosti

Nasazeni novych ochran pro
zamezeni budoucich utokd

| S

1 ) 3
Nastaveni pravidel Zastaveni znamych @l Nalezeni neznamych
pro zadouci provoz hrozeb hrozeb

Lepsi prehled o tom, co se v siti déje, granularita provozu

SECURITY 2015 :::
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Klasifikacni technologie

Modbus

e cop
LLLL LA § R

~ |EEE C37.118

OPC

App-ID

Identifikace aplikaci a protokolii

User-ID

Identifikace uzZivateli

Content-ID

Prohledavani obsahu
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Identifikace pro SCADA a ICS

Research Center ) paloalto

BLOG APPLIPEDIA THREAT VAULT TOOLS REPORTS ABOUT

Search: 1672 Applications (Clear fiters)

CATEGORY SUBCATEGORY TECHNOLOGY “ CHARACTERISTIC

business-systems audio-streaming [612 browser-based 593 Evasive

442 collaboration | 1‘5 auth-service 721 client-server 399 507 Excessive Bandwidth

276 generakinternet 18  database 220 network-protocol 372 [ 287 Prone to Misuse

223  media 66  email || 119 peer-to-peer ] 786 Transfers Files

377 networking 42 encrypted-tunnel | 301 275 Tunnels Other Apps
23 erp-crm 134 272 Used by Malware
203 file-sharing 939  Vulnerabilties

| 56 gaming 1067 Widely Used

| B2 generalbusiness
| 57 infrastructure
1113 inetant.maccanina

SUBCATEGORY TECHNOLOGY

| idpr-cmtp _ networking routing network-protocol

| idrp networking routing network-protocol

‘ iec-60870-5-104 business-systems management client-server

‘ ieee-c37.118-synchrophasor business-systems management client-server
Protokol / aplikace Protokol / aplikace Protokol / aplikace

B Modbus base B ICCP (IEC 60870-6/ TASE.2) B CIP Ethernet/IP

B Modbus function control B Cygnet B Synchrophasor (IEEE C.37.118)
H DNP3 B  Elcom 90 B Foundation Fieldbus
B |EC 60870-5-104 base B FactoryLink B Profinet 10

B |[EC 60870-5-104 function control B MQTT B OPC

B OSlsoft Pl Systems B  BACnet

SECURITY 2015
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Identifikace funkci aplikace

Modbus-base

Zaznam v Applipedia pro App-ID Modbus-base

Description

Modbus is a serial communications protocol published by Modicon in 1872 for use with its programmable
logic controllers (PLCs). It has become a de facto standard communications protocol in industry, and is now
thie most commaonly available means of connecting industrial electronic devices.

Modbus-write-multiple-coils
Modbus-write-file-record

Modbus-read-write-register

Modbus-write-single-coil Reference
. . . Wikipedia Google Yahoo!
Modbus-write-single-register
Characteristics
Modbus-write-multiple-registers Category business-systems Evasiva no
Subcategory management Excessive Bandwidth no
Modbus-read-input-registers Risk Prons to Misuse no
Standard Ports top/S02 Capable of File Transfer no
MOdbus'encapSUIated'tranSport Technology network-protocol Tunnels Other Applications yes

Used by Malware no
Has Known Vulnerabilities yes
Widely Used no

Modbus-read-coils
Modbus-read-discrete-inputs
Modbus-mask-write-registers
Modbus-read-fifo-queue

Modbus-read-file-record

Modbus-read-holding-registers

SECURITY 2015 :::
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Ukazka provozu v GUI firewallu

A https://17219.05/#monitor wsyslimonitor/logs/traffic (4 - (?f‘;:-._;:'r

#2 paloalto

NETWORXS Dashboard | Monitor Policies Network Device

Logs
[i’. Traffic
@ Threat | Application
[3 URL Filtering i I I | ]
a WidFre
[_{\3 Data Fitering
(5 110 Match
% Configuration
Q System
[i Alarms
Packet Capture
3@ App scope
Summary
%% Change Monitor
m Threat Monitor
ﬁThreat Map
(38 Network Monitor
: QTraf")c Map
48 Session Browser
ﬁ Botnet
= | @ P0F Reports
Manage PDF Summary

madbus-writemultipie re

Y v

madbus-read-nput-registers
modbus-write-multiple regsters
modbus-read-input-registers
madbus-write multiple registers
modbus-read-nput registers

madbus-write-muitiple regsters

noa-syn-ip

Koo

unnown-p

non-syn-tcp

modbus-read-input-registers
madbus-writemultipls regsters
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%Report Groups
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Je vidét protokol, pripadné i funkce
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Systematicky pristup k bezpecnosti

Nasazeni novych ochran pro
zamezeni budoucich utokd

¢

1
Nastaveni pravidel J

pro zadouci provoz
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Moznosti segmentace

HW zafizeni pracujici s ruznymi zonami, v souladu s
doporucenimi ramce |[EC 62443

Protocol (Modbus)

Protocol Functions (Modbus Write Coil)
Applications (OsiSoft Pi)

SSL / SSH

Unknown Traffic

User

User Group

Content

URL

Country

Physical / VWIRE
Layer 2

Layer 3

VLAN

VPN

Temporal

Virtual Machines
Virtual Systems
Port/Service

IP Address
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Rizeni pristupu pomoci roli

= Klicova je identifikace uzivatelu
" Prosazeni pravidel na zakladé uzivatell a skupin

' [reremeer ] ' t'
' lin Captive  GlobalProtect = |
Y Propmg  Feral : Terminol S
N Domain i Service Wireles E{
! +  Controller ‘- ‘- Agent H a2
eDirectory . i A -~
f— : : USER AUTHENTICATION i roxy -
Exchange : : § :
: : : i : MAL
L ¥ ¥ ¥ ¥ ¥
ENTICAT ML A

O\ -

' Joe's Devices
il 11.11.11.011
12121212

=

- o - Joe’s Roles/Groups |
IT Admins -— W

HQ Empl
pRaymas Directories

. Active Directory
l LOAR
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Segmentace aplikaci a uzivatelu

& E

: Server Zone
Business

Zone

User Zone

Uzivatel s pfistupem k aplikaci Historian, napr. Pi

“ Process
20ne

: ) :
Sr. Engineer smi pouzit Modbus Write, SSH

el
Remote/
Support
Zone

User Zone

aam
Cizi aplikace lze pouzit pouze prostrednictvim

serveru
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Systematicky pristup k bezpecnosti

Nasazeni novych ochran pro
zamezeni budoucich utoku

g

QO :
Zastaveni znamych J

hrozeb
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IPS sighatury specifické pro ICS

= Specialni SW produkty

ID Name Severity CVE
i 35008 Scadatec Limited Procyon Buffer Overflow Vulnerability High CVE-2011-3322
> 35907 Interactive Graphical SCADA System Directory Traversal Vulnerability Low CVE-2011-1565
i 35868 ScadaTEC ModbusTagServer and ScadaPhone Buffer Overflow Vulnerability High CVE-2011-4535
[ 35789 Advantech WebAccess HMI and SCADA Software Cross-Site Scripting Vulnerability High CVE-2012-0233
> 35650 Schneider Electric Interactive Graphical SCADA Buffer Overflow Vulnerability High CVE-2013-0657
) 35262 DATAC RealWin SCADA Server SCPC_INITIALIZE Buffer Overflow Vulnerability High CVE-2010-4142

= Rizikové prikazy v protokolech

1D Name
1D Name
> 31668 SCADA Modbus Write Request to a PLC Attempt
5> 31666 SCADA DNP3 Write Request to a PLC Atetmpt
[ 31667 SCADA Modbus Read Request to a PLC Atternpt
[ 31665 SCADA DNP3 Miscellaneous Request to a PLC Atetmpt
[ 316562 SCADA Modbus Overlong Request Packet Abnormal
[0 31664 SCADA DNP3 Disable Unsolicited Response Attempt
[ 31651 SCADA Modbus Server Information Fetch Attempt
[ 31663 SCADA DNP3 Warm Restart Attempt
(3> 31650 SCADA Modbus TCP server Communications Power Cycle Attempt
[ 31662 SCADA DNP3 Broadcast Request Attempt
[ 31648 SCADA Modbus Device Identification Read Attempt
[ 31661 SCADA DNP3 Read Request to a PLC Atterpt
[ 31648 SCADA Modbus Invalid Protocol Header
[0 31660 SCADA DNP3 Stop Application Attempt
[ 31647 SCADA Modbus Counters and Diagnostic Registers Clear Attempt
[ 31658 SCADA DNP3 Cold Restart Attempt
D 31646 SCADA Modbus PLC Force Into Listen Only Mode Attempt

DNP3 Modbus
SECURITY 2015
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V 4

Bézné IT zranitelnosti funguiji i tady

N
A

= HMI a dalsi aplikace Casto = VICS se hodné pouzivaji platformy
vyuzivaji prohlizece XP & Server (starsi)
= Zranitelnosti se objevuji porad = Podpora pro XP a starsi serverové

platformy skoncila

Df\
openSSL.

= Nékolik vyrobc ICS vydalo
doporuceni v reakci na HeartBleed

T SECURITY 2015 :::



Antivir a AntiSpyware

THREAT VAULT

Search

Search by id, name, CVE

Database reflects antivirus version 1370 and threats version 454.

Type
Vius -
Vulnerability

Virus(s) Listing

[i> 3080347 TrojanDownloader/Win32.karagany.

Spﬁare

(5> 2095023 Trojan/Win32.stuxnet.dnf

Spyware(s) Listing
(32 13488 Havex.Gen Command And Control Traffic

Critical

[i> 13051 Stuxnet.Gen Command and Control Traffic

Critical
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Systematicky pristup k bezpecnosti

Nasazeni novych ochran pro
zamezeni budoucich utokd

hrozeb

O 3
J Nalezeni neznamych
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Detekce a prevence zero-day kodu

Exfiltration
uf sensitive data

Command
and control

2 i
2 rmf“ y

Adds to threat signature
research database

Duwnluad
of additional
malware

WildFire Cloud
Observes and detects 100+
malicious behaviors to identify malware

PATTERN DE

v

SINGLE PASS PATTERN MATCH

v
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Zastavujeme neznamé

Zastaveni hlavnich utocnych technik — a ne konkrétniho kodu

* Zneuziti zranitelnosti software '!’ Techniky napadeni
©)

Tisice novych zranitelnosti a zptisob Kazdy rok se objevi maximalné
jejich zneuZiti objevené kaZdoro¢né 2-4 nové techniky napadeni

Skodlivy kéd % Principy fungovani skodlivého kédu

Milidny kust nového 3kodlivého kédu Desitky az stovky novych zptsob
kazdy rok fungovani Skodlivého kodu kazdy rok

Na prostredky nenarocény klient pro bézné OS Windows: XP SP3 a novéjsi (i server), 25
MB RAM, 60 MB HDD, 0.1% CPU SECURITY 2015 :::
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Prumyslova IT prostredi potrebuji bezpecnost nové generace
Navrzenou jako platforma...

= Sit, koncové body, cloud
Zamérenou na prevenci

= Zastavi pokrocilé utoky vs. oznameni, ze k utoku dochazi
Sit

= Umozni granularni viditelnost a segmentaci

= Viditelnost protokolU, pravidla vdzana na uzivatele

= Zastavi znamé i neznamé

Koncové body
= Zastavi utocné techniky vs. hledani pomoci signatur

Zjistovani hrozeb pomoci cloud-u
= Automaticka analyza a korelace
= Spoluprace se siti i s koncovymi body

SECURITY 2015 :::
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Dalsi kroky

e Dalsi informace o bezpecnosti pro prostfedi SCADA/ICS

Stahnéte si a prectéte SCADA/ICS Solution Brief
go.secure.paloaltonetworks.com/secureics

Pripojte se na Live Online Demo:
http://events.paloaltonetworks.com/?event_type=632

Zjistéte sami, co se déje ve vasi ridici siti a jaké tam mohou byt hrozby

Pozadejte o vytvoreni Application Visibility and Risk Report (AVR) - zdarma:
http://connect.paloaltonetworks.com/AVR

B ﬁ W
e
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SECURITY 2015

23. ro¢nik konference o bezpecnosti v ICT

Dekujeme za pozornost.

Jakub Jiricek, CISSP, CNSE
Palo Alto Networks

jjiricek@paloaltonetworks.com
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Panelova diskuse

SCADA security
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