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Internetové fraudy ocami
retailovej banky
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bankovnictvo samo
= Zlodej musel prist do banky

= Zobral najviac to, co v banke bolo

Co sa zmenilo v online svete? o
= Utoénik je hocikde na svete
= Utoky st vedené voti klietnom
= Jurisdikcia nie je jasna
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Cyber Crime

Co rozumieme pod pojmom Cyber Crime?

= Cyber-dependent crime — kriminalita ktora by
neexistovala, pokial by tu neboli pocitace

= Cyber-enabled crime — rozsah kriminality je vacsi z
dévodu existencie pocitaco
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Klientela banky

“ Sme najma mass-market retailova banka
“ Sme clenmi skupiny Erste Group
= 900.000 klientov internetoveho bankovnictva
= Nasi klienti
= SU rozni
= Nechcu sa starat o bezpecénost
= |m sa to predsa stat nemoze...
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Typy utokov

= Phishing
= Man-in-the-browser

“ Vishing — voice phishing
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Typ utoku - Phishing
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Ochrana Bankovnictva
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Chcete nainstalovat tuto aplikaciu?

Povolit tejto aplikacii:
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alterschwede
HE NPOBEPEH

Permcrpauma: 28.12.2014
Coobwenwid: 11

DM RUR: 0.00
Aenozut: 0
Coenok 4yepes
FTAPAHTA: O

Kde sa ten malware berie?

L_ Anapona bor. OTAHYHO NOAXOOWT ONA CNWBA CYETOB,

MpueecTeyw. Mpoaakw aHapona boTa.
OcHOBHOW dyHKUMOHaN:!

Mepexsat CMC 1 oTnpaeka nx B NaHensb
Bnokupoeka exoaswmx CMC
MonyyeHue exoaawmx CMC

¢ Paccbinka CMC no KOHTakTaM XepTEbl
¢ McxoAsWniA BbI30B Ha noboi HoMep

ECTe ele Ky4a pa3Hbix Bo3MoxHocTel. NMogpobHee B xabe unum JIC.

WaeanbHo noaxoauT ana cnuea 6anancos 3MNC, 6aHKOBCKMX U CUM KapT.

Mpoaakw BMECTe C MCXOAHUKAMMU.
LleHa: 7000 py6.

FoToOB NPOWTU NpPOBEpKYy u_paﬁo‘raTh Yyepes rapaHr.
Tak e ectb BECIUJIATHbBIWN TecT.

CeAsb:
Xaba: alterschwede@exploit.im
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Otnpaska CMC Ha nioboii HoMep ¢ NbbiM TEKCTOM He3aMeTHO ANA XepTebl
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Kde sa ten malware berie?

Hello. | sell android bot.

Basic functions:

* Interception of SMS and sending them to the panel

* Blocking incoming SMS, Receiving incoming SMS

* Sending SMS to any number with any text unnoticed for
the victim

* Outgoing call to any number, ...

* There are a lot of different opportunities.

It’s ideal solution for stealing money from Electronic

payment systems, bank cards and sim cards.

| sell it together with source codes.

Price: 7000 RUB (93 eur, 2.500 CZK)
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Typ utoku - Vishing

1. Overenie pravosti udajov
2. Obnova uctu

4. Overenie transakcie
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Co proti tomu moze banka robit

Vzdelavat svojich klientov
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Co proti tomu moze banka robit

= Hl'adat spojencov a zdiel'at s nimi informacie
= DalSie banky (v rdmci krajiny, regidnu, skupiny)
= Tvorcov AV rieSeni, zaujmove skupiny

w
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= Komercné sluzby
= Média




Co proti tomu moze banka robit

= Implementovat aktivne ochrany
= Adaptivna autorizacia
= Verifikacia konzistencie stranky
= Verifikacia podozrivych transakcii

= Odlisit sa od vacsiny

= Nové autentifikacné/autorizacné metoo
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Dobré rady na zaver

Pre (financné) institucie
= Zdielajte informacie a komunikujte otvorene
= QOdliste sa od vacsiny

Pre pouzivatelov bankovych sluzieb
= Pouzivajte zdravy rozum
= Ak sa vam nieco nezda, vzdy kontaktujte banku

Pre tych c¢o chcu vediet viac
= jOCTA - Internet Organised Crime Threat Assessment
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SECURITY 2015

23. roCnik konference o bezpecnosti v ICT

Dekujeme za pozornost.

Jan Adamovsky
Slovenska sporitelna, a.s.

adamovsky.jan@slsp.sk




