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Utok v raznych podobach

“ DNS DDoS

“ NTP DDoS

= Slowloris/HTTP POST DoS
* WordPress DDoS
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Prehled pojmu

“ DoS vs. DDoS
= 4.vs. 7. vrstva modelu ISO/OSI
= Pad vs. nedostupnost systému

“ DNS
= TCP
= UDP

“ Botnet
= C&C (hnizdo)
= Zombie
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Prehled pojmu

= Amplifikator
= Amplifikacni efekt
= Reflektor (DRDoS)
= Bezstavovy UDP protokol
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DNS DDoS

“ Malé dotazy generuji velké odpovédi
* Open Resolvers

“ Source IP Spoofing (Reflection)
“ Botnety
“ EDNSO (Ampdlification)
= Odpovédi > 512 bytu
“ DNSSEC
= ANY, TXT, PRSIG, DNSKEY, ...
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DNS DDoS

BOTNET Authorative name
Controlled by attacker server

¢ To: Name server * To: Victim
From; Spoofed victim’s IP e From: Name server
Request record from $domain.com e Bigrecord set (TXT,ANY,RRSIG) from
zone Sdomain.com

* Small request * Big response

Victim

Response is 50 times larger then
request

*  Amplification ratio 50:1

25KB/s*50 = 1,25MB/s
100 bots*1,25MB/s = 125MB/s
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DNS DDoS - Obrana

“ Vymyceni Open Resolveru

= Zamezeni IP Spoofingu (URPF)
“ Response Rate Limiting (RRL)
= IPS

19. Unora 2014 SECURITY 2014 :::



BOTNET DNS SERVERS

Controlled by attacker

Victim

DD PRI/

¢ To: Name server + To: Victim
* From: Spoofed victim’'s IP + From: Name server
» Different responses
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DNS DDoS - Praxe

“ DNS Open Resolvers

= Open Resolver Project

= Utilita zmap

= Distribuované sekvencni prochazeni IP rozsah
= Source IP Spoofing — napr. Scapy
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http://openresolverproject.org/
http://openresolverproject.org/
http://openresolverproject.org/
http://openresolverproject.org/

: Source IP Spoofing - Scapy

send(IP(dst=dnsserver, src=target)/
UDP(dport=",sport=RandShort() )/
DNS( gd=DNSQR( gname=dnsquery,qclass=,qtype=dnstype) )

19. Unora 2014 SECURITY 2014 :::



. NTP DDoS

Network Time Protocol
UDP/123
Prikaz monlist

= 600 poslednich klientu daného NTP serveru

ntpdc -n -c monlist 192.168.21.14

Obrana /etc/ntp.conf

= disable monitor
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Slowloris
O ApaChe <=2.2.14
= Timeout 300s (5 minut!)

Jslowloris.pl -dns aec.pentest.cz -port 80 -test

Jslowloris.pl -dns aec.pentest.cz -port 80 -timeout 300 -num 500 -tcpto 5

Obrana

= Snizit Timeout

= Upgrade nebo moduly

= Pfedsazeni proxy/balanceru
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. HTTP POST DoS

POST hlavicka Content-Length

Posilani dat byte po byte kazdych 100 vterin
Nachylny libovolny webovy server s POST

1S 6.0 k padu nepotrebuje ani POST formular
HTTP/1.1 nema hlavicku Content-Length

= Utok je snazsi, neni nijak limitovan

Obrana

= Moduly
= Omezit velikost POST
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WordPress DDoS

“ WordPress
= Pingback (Trackbacks) technologie
= XML-RPC na /xmlrpc.php

“ tvorba seznamu

= prochazeni domén (.cz, .sk, .com, .net, .info)
= detekce WordPress

= detekce ¢lanku (/feed)
“ Cilova URL

= NarocCna na databazové zdroje
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WordPress DDoS

Abusing WP Pingback for HTTP DDoS Attack

Attacker distributes XMLRPC
pingback requests with
victims’ address
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WordPress DDoS - Praxe

= Cilova URL (obét)
“ WordPress URL
“ Min 1 ¢lanek pro Pingback
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WordPress — XML RPC

1. €<?xml version="1.8" encoding="1is0-8859-1"?2>

<methodCall>

(]

Ll

<methodMame>pingback.ping</methodName:>

4, Lparams

(W3]

{param:

o

fvaluer
<string*http://target.tld/</string>»

Livaluelr

ca

[Nu]

< /param:

[us]

Lparam:
11. fvalues

¢stringshttp://wordpress.tld/</string>

=
(]
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14, </param>
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15. < /params>

</methodCall>
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Rekapitulace

“ Snadné vybudovani DDoS site

“ Efektivita botnetu

“ Nulové naklady

“ Minimalni programatorské vedomosti
= Legalni hledisko

" Vysoka anonymita

= Komplikovana obrana
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Dekujeme za pozornost.
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