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Vyzkumny projekt automatizovaného
zpracovani utoku
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“ Vyzkumny projekt
= Zameéreni a cile projektu
“ Popis detekénich metod

“ Coanoacone...
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Projekt AIPS

= 2009-2013 AEC + VUT
= Zameéreni na bezpecnostni technologie

= Cilem:
= Prizkum stavu detekénich technologii
= Navrh a vyvoj vlastnich detekcnich metod
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* Dozvédeét se vice o malware
= Buffer-Overflow Exploits

= Misconfiguration Exploits
= C&C, APT, RAT (Remote Access Trojan)

= Otestovat detekcni metody

= Virtualizace (dynamicka analyza kodu)
= Sandbox
= Shadow Honeypot

= Analyza sitového chovani (NBA, NBAD)

= Navrh vlastniho reseni
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Pokrocilé utoky
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Vlastnosti pokrocilého malware

Zakladni popis

= Odchazeni béznych detekénich mechanizm

= Specifické urceni
Vyuzivané vlastnosti
= Buffer-Overflow Exploits

= Misconfiguration Exploits
= Maskovani za jiné aplikace

Detekcni vlastnosti
= Zména systémovych parametru

= Zdroj anomalniho chovani (systém, sit)
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C&C Trojan PC framework  #1

Tabulka s vybérem aktualné a dostupnych C&C frameworku:

Nazev | Cena kit | Urteni | cvetor |Lokace |info

KradeZe karet SSL email Japonsko,
. Weblnject do prohlizece (Yahoo UAE,
Cltadel (tj. podvrZeni autent. Hotmail, = Rakousko
formulare) GMAIL) Turecko
Kradez autentizacnich
Beta Bot Udaji na vybrané SSL C2  USA
bankovni aplikace
P Cilen na sandbox
Weblnjecting, SSLC2, :
Shylock PFima krade? dat Skype  Cr USA A AR
Symantec
Weblnject Mobil platforma(CarMo
Ca rbe rp VNC & (+ S multifaktorova utentizace)
services) Unikl zdrojovy kad (5,7GB)

boot sector
Ceska Republika,

Kradee karet a G&td Recko ..
’ ] '
HesperbOt webinject do prohlizece SSLC2 Portugalsko, Nevychazi ze Zea!
UK
ZEUS Zaklad vétsiny A——

modernich mwr
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C&C Trojan PC framework  #2

KR Banker, Ice IX (1800S), TDL, Hiloti, SpyEye,
Athena, DoS Pro, VOLK BotNet, BlackOut,...

Menu % SpyEye Builder v1.3.45 []
b Main I | | oDas SEttingsl _ ! passwords  Logs | 4 User Chat | ! Builder I 7 Settir
[MEW] - > 7:25:40 PM - §4.72.139,147: New Zombie Infected @ Spy Eye oy,
[MEW] -= 72542 PM - 71.176.17. 167 Mew Zombie Infected
[MEW] -= 7:25:43 PM - §4,251,35.62; Mew Zombie Infected
[MEW] -= 7:25:43 PM - 99,239,580, 246; Mew Zombie Infected Encryption key (for cenfic): [23mysmithkey |
[MEW] -= 7:25:44 PM - 77,170.26,91: Mew Zombie Infected _ PR st Rosport:
[NEW] - 7:25:44 PM - 217,208,57, 103 New Zombie Infected e E Sp——-
[MEW] -= 7:25:46 PM - 76.127.221.8: Mew Zombie Infected e T - () overa Formaratber B
[ME'W] - = 7:25:47 PM - 0. 167,74, 106: Mew Zombie Infected I e omersiionn P
[NEW] S TEG S PM -0 AT S 488 M T b T Bk — .
MEW] - 7:25:45 PM -| 85 Project Blackout V2 - Mass Auto-Spreader - FREE - Made By: MOD3RN H4X3R 2™ on HackForums | %= |
[MEW]
[MEW] - = 7:25:49 PM -
[MEW] - 3> 7:25:49 PM - General: Build options
[ME'W] - 7:25:50 PM - _ _ _ .
[NEWW] - = 7125153 PM - File to Mass Spread:  www.example.com/MY_VIRUS exs Block AntiVins stes Enable Email Spread Enable Artis Enable HTML Spread
Emgm :::: ;ggg: m 1) mutex 1 GG A @ Disable AntiVirus update{] Enable P2P Spread Enable MSN Spread [7] Add to startup
[MEW] -> 7:25:55 PM -| | piutex 2- DTas s EE sss Enable LAN Spread Enable Skype Spread (7] Enable USB Spread [] Cypt allinfo
[ME'W] - 7:25:56 PM -
MEW] - = 7125157 PM -
ENEW% - F125:57 PM - Mass Email Spread Settings Mass P2P Spread Settings
%NEW% > Ti26:01 PM - Email Usemame: example @gmail. com Mass P2P Application list:  www.example.com/list_to_spread_as b
MEW] -= 7i20:01 PM - !
[MEW] -= 7:26:02 PM - Email Password: Limewirs Frostwire eMule Kazaa eDonkey grokster
Socket Status: 85.89.78 SMTP Server: smtp.googlemail com ICQ StreamCast ¥ Mopheus
Email Spoof: support @google.com
I N Skype and MSM Spread Settings
Emai List: example.com/BIG_ASS_EMAIL_LIST o Message: Look at this MW2 video: www example com/MY_VIRLS exe
Subject: You are infected!

Thiz is google support. We have detected that your PC may be infected. To remove
this infection please
1 9 u r download and run this program: wew .example.com/my_virus exe

Mass spread to saved contacts Crypt email info
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C&C Trojan Mobile framework

= ZitMo, SpitMo, CitMo, CarbMo, Perkele, Pincer,...

80%
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40%
20%

|::|.'|7‘,.E| -_.

Android i0s
BlackBerry OS Linux (in
B a1, 2012
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F TrUStGG r Building trust online

Dear Customer!

Trusteeris glad to announce the new mobile app which protects your phone while working with online
banking, receiving and sending SMS and making calls.

Over 22 millions customers, banks and financial instututions use our programm software to make
payments, transfers and other operations securely. If you're working with our software, your security is
protected by professionals.

Please chose your phone's operating system:

10S (iPhone)
BlackBerry

DRSNS

Android
Symbian (Nokia)
Other

Corﬁuu'
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Sitové detekéni metody

VIRTUALIZACE

ANALYZA SITOVEHO CHOVANI
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Virtualizace: SANDBOXING

Sandboxing

= Sbér souboru a jejich sledovani ve virtualnim
prostredi

= Sledovani zmén operacniho systému a aplikace
(registry, knihovny, ...)

= Monitoring chovani souboru (PDF, DOC, SWF,...)
= Nutnost verzovani prostredi
= OpenSource: Cuckoo sandbox
= http, smtp,
Vyhody
= Detekce neznamych a cilenych malware
= Jasny prehled o tom co se délo
= Zero false positive detekce ©
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Virtualizace: SANDBOXING

“ Nevyhody
“ Nedostatky detekce

— Casové bomby
— Logické bomby
— Interakce s uzZivatelem

* Nutnost verzovani (Acrobat Reader v1, v2, v3, ...)
“ Na co si dat pozor?

* Podporované aplikace (Acrobat Reader, MS Office, ...), lze
pridavat vlastni?

* Podporované operacni systémy (Microsoft, Android, iOS)
* Podpora komunikacnich protokol(
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Virtualizace: SHADOW HONEYPOT

Taint analyza

= Detekce napadeni typu buffer overflow u vnéjsich
sluzeb (smb, netbios, ntp, rdp, pop3, smtp, http... )

= Typ buffer overflow only
= Virtualizace HW registru (procesoru a pameéti)
= QEMU, ARGOS

Vyhody

= Detekce neznamych buffer overflow zranitelnosti v
externich sluzbach

= Vyuziti v projektu (zdroj expertnich znalosti)
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Behavioralni analyza (NBA, NBAD)

Analyza sitového chovani
= Filosofie: ,,Pritomnost malware se projevi na siti“.
= Nestandardni, anomalni komunikace.
= RUzné pristupy a vystupy

Detekované udalosti
= portscan, [amani hesel, unik dat, poruseni pravidla
= predikovatelna komunikace

OpenSource:

= BRO IDS
= nfdump + nfsen + moduly pro specifickou analyzu
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Behavioralni analyza (NBA, NBAD)

“ Vyhody
= Detekce neznamych a bolestivych utoku
= Prehled nad chovanim sité a uzivateld
= Network troubleshooting
= Siroké moznosti vyuZiti

“ Nevyhody
= False positive detekce
= Omezené moznosti detekce
= Casové naro¢na analyza
= Neefektivni uzivatelské rozhrani
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Behavioralni analyza

= Zdroj dat (detekéni mnoziny)
= NetFlow (+DPI) 9 - 20 parametru
= Network stream

= Jiné detekcni mnoziny

= Moores’ discriminants (2005) — 280 parametru (offline)
= ASNM (2012) - 800/60 parametrt (online)

— Session based

— Frekvencni charakteristika spojeni
— Prodlevy a peaky uvnitr flow

— L4-L7 header informace

— Kontext tokU a udalosti
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Behavioralni analyza

“ Analyza dat
= Co detekovat (anomalie, podobnost, pravidla, ..)
= Jak detekovat
= Pravidla
= Umeéla inteligence: MINDS (2004) -kNN, SVM, ...
= Pokrocilé metody

= Model sité, zarizeni a sluzeb

= Predikovatelné chovani ¢ i

= Podobnost chovani o /o0 ,
o , e O Y .

= Fuze vice metod o ° %
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Behavioralni analyza

“ Prezentace vysledk
= Preddefinovaneé filtry
= Primé filtrovani
= Manazerské vystupy

= Korelace dat
= ystupy dalSich aplikaci
= SNMP, IDS, Antivirus, proces monitor, ...

= Dalsi vyuziti
= Fraud detection
= Application/Network Perforamance monitoring
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End Point detekce

= Virtualizace
= Bromium

= |zolace potencialné skodlivého kodu

“ Behavioralni analyza

= Analyza chovani systémovych volani
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SECURITY 2014

22. rocnik konference o bezpecnosti v ICT

Dekujeme za pozornost.

Michal Drozd
TrustPort a.s.

michal.drozd@trustport.com




