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Sifrovanie pevnych diskov
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Preco sifrovat?

Priklad: Notebook s neSifrovanym HDD

= Kradez

= Strata zariadenia

= Volny pristup k zariadeniu (pracovisko, hotel atd’)
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Preco sifrovat?
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Preco sifrovat?

Hiren's BootCD 13.2 GRUB4D0S0.4.5b20110327 639K-Z254M
Boot From Hard Drive (Windows Uistas? or Xp)

Dos Programs
Mini Windows Xp
Mini Linux

Windows Memory Diagnostic

MemTest86+

Offline NT-2000-XP-Vistar? Password Changer
Kon-Boot

Seagate DiscWizard (Powered by fAcronis Trueimage)
PLoP Boot Manager

Smart Boot Manager 3.7.1

Fix "NTLDR is Missing"”

Darik’s Boot and Nuke (Hard Disk Eraser)

Custom Menu... (Use HBCDCustomizer to add your files)
More. ..
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Pristup k datam

Suborové opravnenia su heprenosné v ramci
iného OS - neobmedzeny pristup k datam

adam@adam-NTB: /mediafadam/9A38A3B638A39035
adam@adam-NTB: /media/adam/9A3BA3B63BA30035% uname -mrs

adam@adam-NTB: /media/adam/9A38A3B638A39035% 1s -1 | grep drwx
adam adam 4096 Jan 17 21:53 Config.Msi
adam adam 40960 Jan 12 00:22 Downloads
adam adam @ Feb 18 2013 found.Bee
adam adam @ Nov 15 21:19 found.@8l
adam adam 8192 Jan 17 21:48 ProgramData
adam adam 12288 Jan 17 21:46 Program Files
adam adam 12288 Jan 17 22:23 Program Files (x86)
adam adam 4096 Aug 1 2012 Python27
adam adam 4096 Sep 11 2812 Python32
adam adam 8 Jun 17 2812 Recovery
adam adam 8 Jun 25 2012 $Recycle.Bin
adam adam 8192 Jan 18 10:86 System Volume Information
adam adam 4096 Oct 31 18:39 Tor Browser
adam adam 4096 Nov 7 23:32 Users
adam adam 16384 Jan 17 21:31 Windows
adam@adam-NTB: /media/adam/9A38A3B638A390355% |
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Ziskanie uzivatel'skych hesiel

C:\windows\system32\config\SAM
Nastroje:

= Ophcrack

= Offline NT Password & Registry Editor

= Kali Linux

chntpu Edit User Info & Passwords ====

Username i AdmMin? - Lock? ——:
i A1fd | AdHinistrator i ADMIN | dis~lock |
i B3e8 | geek i ADMIN | =BLANE= |
1 B1f5 | Guest : i dis~lock |

Select: ?' - guit, . - list users, Bx{RID> - User with RID (hex)
or =imply enter the usermame to change: [Administrator] geek_
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OK, chceme disk Sifrovat

= Ako na to?

“ BitLocker

= Proprietarny software zahrnuty vo vyssich ediciach
Windows

= Pouziva TPM chip
= AES-CBC

“ TrueCrypt
= Dostupny zdrojovy kod
= Nepouziva TPM chip
= AES-XTS, Serpent, Twofish a ich kombinacie
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Trusted Platform Module (TPM)

Standardizovany kryptoprocesor
(ISO/IEC 11889)

Endorsement Key (EK
random number Y (EK)

generator

Storage Root
Key (SRK)

RSA key generator

Platform Configuration
Registers (PCR)
SHA-1 hash generator
Attestation Identity
Keys (AIK)

encryption-decryption-
signature engine

storage keys
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Trusted Platform Module (TPM)

= Kontrola integrity HW a SW
“ Heslo vs. PIN
“ Vyvo;j:

= AMD

= Microsoft
* Intel

= NSA?
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Pre-boot autentizacia (SW)

RAM

Hesl Klac (k
k
Sifrované
data

Sifrovany OS
1110
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Pre-boot autentizacia (TPM)

etKey(PIN) Klac (k)
& Y RAM
PIN Klac (k
Ziskanie ltiéa 1l &
k
Sifrované
data

Sifrovany OS
1110
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Metody autentizacie

TPM *
TPM + PIN * %
Heslo (bez TPM) * *
TPM + USB flash disk Y %
TPM + USB flash disk + PIN Y % %
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.- DMA attack

Zneuzitie rozhrania IEEE 1394 SBP-2 k ziskaniu
pristupu do pamate RAM

Poziadavky (pocitac obete):

= FireWire, Thunderbolt, ExpressCard port

= 4 alebo menej GiB pamate

= Rezim spanku, alebo TPM bez autentizacie
Poziadavky (pocita€ utocCnika):

= Linux s nainstalovanou utilitou inception

Authentication bypass
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DMA attack

Video ukazka
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DMA attack

Co sa skryva pod kapotou?

msv1_0.dll - signatura
754EE920 . FF15 88114E75

754EE926
754EE929
754EE92B
754EE92D
754EE930
754EE931

msv1_0.dll - zaplata (patch)
FF15 88114E75

754EE920
754EE926
754EE929
754EE92A
754EE92B
754EE92D
754EE930
754EE931

. 83F8 10
75 13

> BO 01

> 8B4D FC
5F
5E

8B4D FC
5F
S5E
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DWORD PTR DS:[<&ntdl1.Rtl1CompareMemory>] ntdl1.RtlComp3
EAX, 10

SHORT msv1_0.754EE93E
AL,1

ECX,

EDTI

EST

<-- fix this!

DWORD PTR DS:[<&ntdl1.RtlCompareMemory>] ntdll.Rt]1Comp3
EAX, 10
<-- done

AL,1
ECX,
EDI
EST
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DMA attack

* Pouzitelné taktiez na kazdom zariadeni
s PCle mini slotom
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Cold boot attack

DRAM uchovava data pri velmi nizkych
teplotach i niekolko minut po odpojeni
napajania

Pamat obsahuje Sifrovacie kltice k disku
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nalyza dat na zbernici
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200 2h
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Operacnd pamat je slaby clanok bezpecnosti
Sifrovania pevného disku.

Vieme s tym nieco spravit?
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.- Evil maid attack
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Evil maid attack

g Utoénik nahradi bootloader modifikovanou verziou

Autentizdcia legitimneho Heslo je ulozené na
uZivatela nesifrovanu cast HDD
! i

Uto¢nik ziska heslo ulozené na HDD
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Evil maid attack

Kompromitacia systému vyzaduje aspon jednu
z nasledujucich podmienok:

a) Moznosti nabootovat OS z externého média

b) Umiestnit do zariadenia HW keylogger

Je utok mozny aj pri pouziti TPM?

BIOS
Device Configuration
Diagnostics
1(R) Management Engine BIOS Extension (MEBx)

Inte
«Change Boot Mode Settings
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Utok hrubou silou na Truecrypt

Predpokladajme heslo s dizkou 8 znakov, zlozené s malych a velkych pismen, éislic
a $pecialnych znakov. Dalej predpokladajme, Ze Utoénik poZije k Utoku paralelné
vypocty prostrednictvom grafickej karty (technoldgia CUDA).

Rychlost takéhoto utoku na beznom PC je priblizne r = 300 hesiel za sekundu.
Pre pocet vSetkych moznych hesiel C plati:

C = S! [hesiel]

Kde S je pocet vietkych povolenych znakov v hesle a / je dizka hesla. V nasom
pripade S = 26 + 26 + 10 4+ 32 = 94 a [ = 8. Teoreticky ¢as t potrebny k Utoku
(polovica maximalneho ¢asu) vypocitame ako:

. C

= [s]

<.y st 9438

Cizet =—= = 10159482 309018 s = 322 155 rokov
21 2:300
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.- Ako sa branit?

V pripade pouzitia hesla volit silné hesl3
Pouzivat viac faktorovu autentizaciu
Zakazat DMA pre externé zariadenia

Zakazat quick boot a nastavit heslo na BIOS

Pouzivat Secure Boot ak je to mozné

Pouzivat hiberndciu namiesto rezimu spanku
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Pokles vykonu (5-20%)

SSD performance (desktop system):
unencrypted vs. AES-encrypted

@Intel Postville G2 | desktop | encrypted (AES) M Intel Postville G2 | desktop | unencrypted
Random Write (4k)

Random Read (4k)

Random Write (512k)

Random Read (512k)

Seq. Write

5eq. Read
2579

0,0 50,0 100,0 150,0 200,0 250,0 300,0
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Self-encrypting drives (SED)

Zanedbatelna strata vykonu
Podporuje dual boot, nezavislost na OS, atd".

Pre-boot autentizaciu zabezpecuje read-only
software ulozeny na pevhom disku

Priblizne 2x tak drahé ako klasicky HDD
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Dalsie informacie

Lamanie/reset hesla k Windows (nesifrovany HDD)
- http://epyxforensics.com/node/34

- http://www.techrepublic.com/blog/windows-and-office/reset-lost-windows-passwords-with-
offline-registry-editor/639/

DMA attack (nastroj Inception)
- http://www.breaknenter.org/projects/inception/

Zablokovanie Firewire rozhrania
- http://support.microsoft.com/kb/2516445

Cold boot attack
- https://citp.princeton.edu/research/memory/

Evil maid attack (s TPM)
- http://testlab.sit.fraunhofer.de/bitlocker skimming/

Vykon
- http://www.7tutorials.com/what-performance-impact-system-encryption-truecrypt
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Dakujem za pozornost.

Adam Brunai

AEC, spol. s r.o.

adam.brunai@aec.cz




