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Prechodné obdobi

Timeline

Organisations “with ISO 27001”

 Transition to ISO 27001:2013 may be mandated by CB

Surveillance audit to ISO 27001:2005 available |
All 150 27001:2005 certificates to

150 27001:2013 have transitioned to 150 27001:2013
30" September 2016

L ]
2013 2014 2015 2016
L S I

30" September 2015

1% January 2014
[ ] Transition Assessments of CBs begin as Mo new 1SO 27001:2005 certificates
published part of the normal surveillance cycle to be issued

Organisations “seeking 1SO 27001"

Initial audit to 1ISO 27001:2005 available

Initial audit to ISO 27001:2013 available

Zdroj: www.itgovernance.co.uk
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Zmena rozsahu ISMS

ISO/IEC 27001:2005 ISO/IEC 27001:2013

11 14

Number of sections 1in Annex A Number of sections iIn Annex A

114

Number of controls in Annex A

133

Number of controls in Annex A
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ISO/IEC 27001:2005 ISO/IEC 27001:2013
0. Introduction 0. Introduction
1. Scope 1. Scope

2 Normative references 2. Normative references

3 Terms and definitions 3. Terms and definitions

5 Leadership

% ':'_%f:?xl[ 6 Planning

4.3 Documentation requirements

5 Management responsibility

19. Unora 2014 SECURITY 2014 :::



Co je nového

Foreword ~ e Q
@ Introduction Asset management
@ Scope .
@ Normative references = < O p e rat I O n S
eTerms and definitions 9
QStructure of this standard A
Bibliography e control security
) | :
Information | J ,
security policies (@ C © \ e
ryptography | 5
: A J @
) : ; Inf i uri
o Organization of @ PhYSiC al and Commum.catlons g rtn‘;:as;:r:et:t
information security : security ‘ :
\ /| environmental I
o security L
Human resources — ® s /
securit Systems acquisition, development :
Y and maintenance Com P' lance

19. Unora 2014 SECURITY 2014 :::



A.6.1.5 Information security in project management

A.12.6.2 Restrictions on software installation

A.14.2.1 ISecure development policy

A.14.2.5 ..Secure system engineering principles

A.14.2.6 Secure development environment

A.14.2.8 uSystem security testing

A.15.1.1 | Information Security policy for supplier relationships
A.15.1.3 Information & communication technology supply chain
A.l6.1.4 Assessment of and decision on information security events
A.16.1.5 ﬁResponse to Information Security incidents

Al7.2.1 ﬁAuaiIabiIity of information processing facilities

Zdroj: www.cyberintelligence.my
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Prehled bezpecnostnich politik

= Politika mobilnich zarizeni,

= Politika fizeni pristupu,

= Politika vyuzivani kryptografickych opatreni,
“ Politika prenosu informaci,

“ Politika bezpecného vyvoje,

= Politika bezpecnosti informaci pro vztahy s

dodavateli

(provéreni potencialnich dodavateld, identifikace rizik tfetich stran,
identifikace security opatreni, které se promitnou v kontraktu, jak se
bude prezkoumavat plnéni bezpecnosti ze strany dodavatele, fizeni
pristupovych prav pri vzdaleném pristupu dodavatele, atd.)
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Povinné dokumenty

Scope of the ISMS (4.3)

Information security policy and objectives (5.2, 6.2)

Risk assessment and risk treatment methodology (6.1.2)
Statement of Applicability (6.1.3 d))

Risk treatment plan (6.1.3 e), 6.2)

Risk assessment report (8.2)

Definition of security roles and responsibilities (A.7.1.2, A.13.2.4)
Inventory of assets (A.8.1.1)

Acceptable use of assets (A.8.1.3)

Access control policy (A.9.1.1)

Operating procedures for IT management (A.12.1.1)
Secure system engineering principles (A.14.2.5)

Supplier security policy (A.15.1.1)

Incident management procedure (A.16.1.5)

Business continuity procedures (A.17.1.2)

Legal, regulatory, and contractual requirements (A.18.1.1)
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Povinné zaznamy

“ Records of training, skills, experience and qualifications (7.2)
“ Monitoring and measurement results (9.1)

“ Internal audit program (9.2)

“ Results of internal audits (9.2)

“ Results of the management review (9.3)

“ Results of corrective actions (10.1)

“ Logs of user activities, exceptions, and security events
(A.12.4.1, A.12.4.3)
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Best practice dokumenty

Procedure for document control (7.5)

Controls for managing records (7.5)

Procedure for internal audit (9.2)

Procedure for corrective action (10.1)

Bring your own device (BYOD) policy (A.6.2.1)

Mobile device and teleworking policy (A.6.2.1)
Information classification policy (A.8.2.1, A.8.2.2, A.8.2.3)
Password policy (A.9.2.1, A.9.2.2, A.9.2.4, A.9.3.1, A.9.4.3)
Disposal and destruction policy (A.8.3.2, A.11.2.7)
Procedures for working in secure areas (A.11.1.5)

Clear desk and clear screen policy (A.11.2.9)

Change management policy (A.12.1.2, A.14.2.4)

Backup policy (A.12.3.1)

Information transfer policy (A.13.2.1, A.13.2.2, A.13.2.3)
Business impact analysis (A.17.1.1)

Exercising and testing plan (A.17.1.3)

Maintenance and review plan (A.17.1.3)

Business continuity strategy (A.17.2.1)
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