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NBA a sitova bezpecnost ve

statni sprave
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Pral jsem si NBA?




Narodni bezpecCnostni urad

Zneéelo zadani poridit behavioralni analyzu?
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Nase reseni
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Reporting I.
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Network Security Risk Report

Based on Network Behavior Analysis
Using Cogritie Analst

August, 2012
support @ cognitive-securty.com
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Reporting Il.

Discovered activities, ordered by highest priority first

Activity 1: Objemny datovy pfenos — Low risk

Activity 2: Pokus o navazani pojeni do Ciny — For information only

Activity 3: Pokus o komunikaci se stanicemi ze svéta — For information only

Activity 4: Multicastova komunikace v celé podsiti — Low risk

Activity 5: ZvySeni zatéze DNS serveru — Low risk

Activity 6: UZivatel ebay.com pfistupuje k nezname sluzbé na port 82 — For information only
Activity 7: FTP prenos bez moznosti identifikace na vnitini sondé — For infromation only
Activity 8: Pfesmérovani na neznamou sluzbu na portu 1003 - For information only
Activity 9: Pfesmérovani na port 4051 pro nesouvisejici adresy — For information only
Activity 10: Pfesmérovani na porty 8080, 8081 a 21 - For information only
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Reporting Ill.

Activity2:  Pokus o navazani pojeni do Giny— For information only

IP address: 192.168.4.128 | Mo revarsa ONS
Assat loentmeation: 192.168.4.0r24 — Windows stations subnat
Time span: 2082012 11:41:17 — 20.8.2012 11:41-47 (20 3800005}
BUSINa3s Impact: Uinike oat
BOOkmark: Link to M2 aciy
Facts

1. Uwahatsica stanios § IP 192 168 4.128 59 pokwssila navezat spajani na port 7024 53

starigemi za svala, napl:

17 79.92.41 | No =varsa DNS | China— Baijng
779,924 | No raversa DNS | CGhina — Baiing
130:417.190.216 | No ravarsa DNS | Unitad Siaies — Washingion
202177.215.233 | 233.195-254.216.77 202 in-andrama | Australia - Sydnay
58.113:165.86 | Ne: =varsa DNS | Uniod Stabs — Bronx
7914 21617 | ksn-msk-la-1 kasparsky-iahs com | RUssian Fadaration - Moscow
79:141 29619 | ksn-msi-$a-2 kasparsey-labs com | Russian Fadaraticn - Moscow

2.V obd koy do8in k pokusu o spojan sloZila stanica de infommack jsko poiusna stanica.

Komurika® Dyla Zasiavana na Orovni firowal, jaorna 59 proto pouze o Dokus 0
omunikaci,

Interpratation
1. Symplomy komunikaoe ukazygl na posUis aklivity naZacoucing softwan typu mawam.
D0%io 0 pokus © komunikad 5 vedaionymi stanicami umisanymi Sina. U i
lomunikace axisiuja vysokd riziko polencioninino nabarpa & znawkiti dat
2. Aklivita mizo byt dislodam wdoms aklvity agministrators, proteds stanice siouzila jako
PORUSNE.

Becommendations

1. Owalit bt & akivily provacang na stenici v dobd vyskyty anomainl komurikece tak, soy
Dylawylowdana modnd kOmpromitace Stanics naZacoucim sw.

2.V phipans, 28 53 jadnd o vadomou akiviu, dopanicusma ovalt, 2a ja pokusnd stanica
dostaletng izolvand od zbyla sl
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Flows
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Reporting IV.

Vijstup owdfeni aktivity
Po gvatani aklivity aoministratomm bylo Ziskno vadoma pousitl iestovacin notabooku § Iva GO

Kasparski. Doporucujama izalovat pocobnd pokusna skdvity od Zhytku sil . Riziko skdvity bylo po
VAN SniZano Z Hign risk na For intomation only.
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Reporting V.

Povinné vyporadani kazdého incidentu

Activity 2: Pokus o navazani pojeni do Ciny - High Risk

V dobé vyskytu udalosti se jednalo o testovaci notebook. Podle vyjadreni administratora bylo
testovano live CD kaspesrsky.

Z pohledu bezpecnosti se nejedna o bezpecnostni riziko. Tato udalost by se z dané stanice jiz
nemela opakovat.




Co dal?

(automaticky a v realném cCase)

« Utok nema vliv na provoz a praci uzivateld

« Jsme schopni odolavat vétSiné utoku
» Je vystavena robustni ochrana
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Proc tedy sledovat svou sit’, porovnavat a
vyhodnocovat?

 detallni prehled o deni v siti

« z toho plyne optimalizace provozu, struktury site,
konfiguraci serveru i stanic, instalaci,...

 |epSi detekce incidentu v siti
« posileni sledovani anomalii - moznost vysledovat i

LI W 4

sofistikovanéjsi utok ukryty do bézného provozu

« pro statni spravu a Kll bude v budoucnu povinnost
hlasit kyberneticke incidenty vliadnimu CERTu
(souCast NBU) - pripravovany zakon
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