SECURITY 2013 :::

21. rocnik konference o bezpecnosti v ICT

FlowMon ADS — praktické
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Monitoring site

SNMP (monitoring)

= pouze na Urovni zakladnich citacu, chybi detailni informace

Datové toky (next generation monitoring)

= detailni prehled o déni v siti

Paketova analyza

= velmi detailni, ale ¢asové velmi narocna

k SNMP ]_.q..

Flnwmonitoring] —=p | Paketova analyza]

- Kolik paket(, kolik dat - Kdo, s kym, co, jak dlouho - Detailni analyza

- Z&kladni troubleshooting - Efektivni Feseni problémd - Casové velmi naro¢na
- Optimalizace sité - Na konkrétnim misté
- Sledovani trendu, SLA -V konkrétnim case
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Datoveé toky

Analyzuji se pouze hlavicky paketl, obsah paketu
neni monitorovan ani uchovavan

Moderni metoda monitorovani siti

NetFlow jako nejrozsirenéjsi standard, podpora u
celé rady vyrobcu

i g Pocet paketd, bajta .............. (9, 75324)

Zacatek a delka toku .. (17:34:21, 298s)
VLANID ..o (161)
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Bezpecnostni nastroje

Firewall

IDS/IPS

Antivir

Network Behavior Analysis (NBA)
SIEM (log management)

]
7 N X

mear || oses | — -
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Bezpecnost - trendy

Obrana perimetru je nutna, nikoliv vsak postacujici

INTERNET
j;ﬁf DMZ i
J—. O ;f/"l
“‘V'
LAN
&
AN LN TN
A7 .

20. Unora 2013 SECURITY 2013 :::



Proc NBA?

Pocet napadenych
organizaci neustale
roste a tyto utoky
mivaji fatalni
nasledky

Nejedna se pouze
o utoky na velké
spolecnosti, ale ty
jsou nejvice videt
CR: statni sprava,
banky a pojistovny
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BUSINESS CENTER Jun 3, 2011 6:53 pm

Sony Hacked Again: How Not to Do
Network Security

DigiNotar Compromised, Removed as Trusted CA

Eptemoer i, £ < (O[O comments ._I EaVE @ COmmMEN
i September oth, 2011 o] s QL t

IT Security & Network Security News

Japan’'s Largest Defense Contractor Hit by Cyber-
Attackers

B uinkedin | [ Twitter| 5 [ @ Facebook| 3 [+7 | 0 EJsnare | &

By: Fahmida ¥. Rashid
2011-09-19
Article Rating:Tivasasess / 0
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Proc NBA?

Eurostat report, unor 2011

= 84% pocitacl v Evropé je chranéno anti-malware
programem

= 31% pocitacl v Evropé je nakazeno néjakym
typem malware

~
eurostati & release
S

21/2011 - 7 February 2011

8 February 2011: Safer Internet Day
Nearly one third of internet users in the EU27

caught a computer virus
84% of internet users use IT security software for protection
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Hlavni principy NBA

Technologie je flexibilni, vysoce skalovatelna a
jednoducha na nasazeni

Nevyzaduje zadné zasahy do infrastruktury

Behavior Signature -
detection detection

Network
level
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Hlavni principy NBA

Sledovani chovani a jeho zména v ¢ase
= Provozni problémy, malware, botnety, ...

Aplikace metod strojového uceni a heuristik
= Skype, TOR, Bittorent, ICQ, TeamViewer, ...
Aplikace rozhodovacich stromu pro sledovani
utoku v case
= SSH, RDP, Telnet, ...
Vyhledavani shlukl podobné se chovajicich
stanic a tzv. outlieru
= Nezadouci aplikace, malware, botnety, ...

20. unora 2013 SECURITY 2013 ::



TIME Techland

Mews and reviews about gadgets, gear, apps and the web

Home Gadgsts ADDs & Web MNews Reviews & Features Companias

SECURITY

DNSChanger: FBI Warns In
Computers Will Lose Web, E
Access in July

Bv MATT PECKHAM  @mattneckham  Abril 23. 2012 IER

Summary

DrEChangeris a trojan thatwill change the infected system's Domain Mam
traffic to unsolicited, and potentially illegal sites.

The trojan is usually a small file (about 1.5 kilobytes) that is designed to char
custom IP address. This IP address is usually encrypted in the hody of a trojs
computerwill contactthe newly assigned DMNS semver to resolve names of dil
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Connection-specific DNS Suffix

L rr——
Description : UIA Rhine II Faut Ethernet Adapter
Ph 1 Add:

H BB*BA —E4-A2-BF-4B

Default
DHCP Serv.
DNS Ser

179.254
Lca“t, Obtalned : Friday., Na) 18, 2812 9:55:22 AM
: Saturday, May 19 2012 9:55:22 AM

ONS Changer che : [B7]
File Edit View History Bookmarks Tools Hel
® Qualys BrowserCheck {io
o dns-ok.us f

5. Latest Headines { | Kontrolamalware DN... A% DSChanger-Check- ... @ Qualys BrowserCheck

DNS Changer Checl-Up

DNS Resolution = RED

Your computer is using the DN'S Changer nameservers and is

therefore probably infected.

It is extremely difficult to remove this particular malware from your system but we may be
able to help. For suggestions on how to fix this problem please visit http://fwww. dewg.org
i,
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PokroCily malware — priklad DNS Changer

Top 10 by priority

# Priority Event type Target

1 HIGH DNSANOMALY 10.0.1.54 213.109.64.1
2 MEDIUM HIGHTRANSF 10.0.1,54 204,160.120.126
3 LOW DIVCOM 10.0.1.54

Source

Aggregated view m By hosts

Source Event type Detail

Russian Federation i

Timestamp Net flow sourc:

4
I General event priorities j'
Event details U
Type: DNS Anomaly (DNSANOMALY)
Timestamp: 2012-05-18 13:29:04 IAY AND =
Event source: 10.0.1.54 213.109.64.1 W
RUSSIA : e
Event source host name: N/A SWEDEN
NetFlow source: localhost
Probability: 100 %
False positive: No
Detail: Use of unauthorized DNS server (connections: 93)
POLAND
coe JANY
100 KAZAKHSTAN
LA MONGOLIA
30
60 :
ITALY el KYRGYZSTAN
40 . < URKMENISTAN
TURKEY o
29 8 AFGHANISTAN,
i 5 5 4 6 (RN CHINA
53 505z 10127 15243 2017 25200 J0z229 EARSIEN ot
sl
LIBYA (
EGIET SAUDI ARABIA INDIA
# Source Destination IP Start Duration Pra
1 10.0.1.54 213.109.64,1  2012-05-18 13:29:04.362 0 um'—'wﬂg';'g
— 1 7s0m) YxoO!
2 213.109.64.1 10.0.1,54 2012-05-18 13:29:04,558 0 Ublp e @2010 NAVIEDAN ©2012 ¥ahoo! Inc,
3 10.0.1.54 213.109.64.1 2012-05-18 13:29:06.432 0 UuUDP 57612 53 99 1 0
4 10.0.1.54 213.109.64.1 2012-05-18 13:29:06.506 0 UDP 37463 53 54 1 0
5 213,109.64.1 10.0.1,54 2012-05-18 13:29:06,546 0 UDP 53 57612 126 1 0
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Uniky dat — malware/zaméstnanci

Malware from Peru Reportedly was sending AutoCAD Drawings
to China

by SUMITHBABU [OMLIME] o& JUME 26, 2012

ESET, one of the developer of security solutions for home 0
and corporate use, yesterday announced it has uncovered "
and helped thwart a worm that targets AutoCAD L EEE]

drawings. Tens of thousands of AutoCAD drawings,
primarily from users in Perw and a few other Spanish-speaking
rations, reportedly were leaking at the time of the discovery,

AutoCAD Malware

ACAD /Medre. A a Malware worm was stealing AutoCAD files from
infected computers and sending them to e-mail accounts in China, ESET worked with

Tencent, the owner of the domain that hosted the suspect e-mail addresses; the Chinese
Mational Computer Wirus Emergency Response Center; and ﬁkutodesk to stop the file

transmissions, the company reports, The e-mail accounts associated with the malware were
blocked, preventing further data leakage.
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Technologie NBA v praxi

Uniky dat — malware/zaméstnanci

Event details EANE)

Type: Behavior Profiling - Country reputation (PRFCOUNTRY)
Timestamp: 2013-01-25 14:43:23
Event source: B 192.168.3.149
Event source host NFAA
name:
MetFlow source: NC 7
Probability: 100 9o
False positive: No
Detail: Unusual communication to the country Israel {(device: upload:
1.01 MiB, download: 390.99 KiB, upload/download ratio: 2.63; network average:
upload: 137.72 KiB, download: 263.57 KiB, upload/download ratio: 0.52).

G CERESN Comments {0) Ewvent categories (D)

TE . 7198

Source Event type Detail Timestamp Met flow source Targets
10.1.1.84 UPLOAD Uplaaded: 25,83 MiB, downloaded: 0.57 MiB, ports: 50 2012-0%-10 11:43:34  localhost 958.136.145.156 ([¢5.ycpi.vip.acd.yahoo.net)
10.1.1.84 UPLOAD Uploaded: 243,45 MiB, downloaded: 4,07 MiB, ports; 20  2012-05-10 11:37:19  localhost 98,136.145.,156 ([r5.vcpivip.acd.yahoo.net)
10.1.,1.84 UPLOAD Uploaded: 199,97 MiB, downloaded: 4,49 MIiB, ports: 80  2012-05-10 11:32:47  localhost 98.135United Sta-tes B vip.acd.yahoo,net)
10.1.1.84 UPLOAD Uplaaded: 232,03 MiB, downloaded: 4,32 MiB, ports: 50  2012-05-10 11:25:32 localhost 98,136 190, Lo Lra yepnuip. acd.yahoo.net)

L
1
2
3
4
'S5 10,1184 UPLOAD  Uploaded: 197,11 MiB, downloaded: 3,74 MiB, ports: 80 2012-05-10 11:24:10 localhest
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Nezadouci aktivity, skryvani identity
= The Onion Router (TOR)

= Vhodné pro obchazeni politik a omezeni

Event details

Type: The Onion Router (TOR)
Timestamp: 2012-05-09 13:06:59
Event source: 10.0.1.25

Event source host name: NfA
NetFlow source: localhost
Probability: 75 %

False positive: No

Detail: Tor communication, unique onion routers: 51

MNet
# Source '?ET Detall Timestamp flows Targets
Ye source
- Tor communication 2012-05-09 3..31.74.162, 3B8.225.70.61, 46.165.196.73, 46.166.147.126, 50.7.240.10, 50.115.125.54
e unigue onlon rﬁuterrs: 51 13:06:59 R ¢ - g : ‘ '

£2.75.186.116, 62.220.136.253, 70.33.208.83, 74.125.232.246, , ...
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Technologie NBA v praxi

Utoky na sitové sluzby

Event details EANE

Type: RDP Dictionary Attacks (RDPDICT)
Timestamp: 2013-01-25 10:48:10
Event source: il 202.105.183.89

Event source hostW/A
name:

MetFlow source: localhost
Probability: 100 %o
False positive: No

Detail: Continuation of attack, total count of targets: 1, current
maximal transfer: 4.32 KiB, current count of attempts: 17. Part
of distributed attack.

G ELENES Comments {(0) Ewvent categories {0)

e . 224,172

Event MNet flow

# Source e Detail Timestamp cource Targets
End of attack [unsuccesszful), sumrary: Total count of
targets: 1, maximum transferred: 1,14 KiB, total count of 2013-01-20
3 [ )8R o SERBEY atternpts: 56, duration of attack: 274,57 seconds. Single 13:59:57 B | (=] IEEEETHAL
attack,.
Continuation of attack [unsuccessful), total count of targets: S012-01-20
z B 140,121.70,70 SSHODICT 1, current maximal transfer: 1,13 KiB, carrent count of Az COpi92.168.3.110
. 13:57 146
atternpts: 28, Single attack.,
3 B 140.121.70.70 SSHDICT Start of attack (unsuccessful), count of targets: 1, maximum 2013-01-20 SN O 192.168.3.110

transferred: 1,14 KiB, count of attermpts: 28, Single attack.. 13:55:27
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2

3

Mail count: 2181, network average: 593.50

4

&

Technologie NBA v praxi

SPAM, kde se bere?

Detail Times tamp

Mail count:

Mail count:

Mail count:

Source

Cip10.8.1.236

Op10.8.1.236

Clp 10.8.1.236

g 10.8.1.236

1270, network average: 414,50

1386, network average: 259,50

545, network average: 130.00

Event
type

SCANS

SCANS

SCANS

SCANS

Detail

chaotic TCP S¥HN scan (attempts with response: 0, attempis
without response: 169, targets: 56, port list: 443, 80, 13392,
1756, 3245, 5722, 7244, 11066, 11811, 13190, 13580,
14217, 14942, 19135, 20015, 20223, 20933, 21429, 22417,
)

chaotic TCP SYN scan (attempts with response: 0, attempts
without response: 403, targets: 121, port list: 443, 80, 12350,
13392, 1024, 16563, 1685, 2396, 4802, 5805, 6718, 6834,
7324, 7716, 8900, 10126, 11399, 12033, 12363, ...)

chaotic TCP SYN scan (attempts with response: 0, attempts
without response: 225, targets: 82, port list: 443, 12350,
2082, 3595, 5984, 6038, 7924, 7963, 8213, 9232, 10272,
11191, 14124, 14905, 15648, 17243, 17564, 17779, 18773,
)

chaotic TCP SYMN scan (attempts with response: 0, attempts
without response: 155, targets: 53, port list: 443, 12350, 80,
13392, 12351, 23033, 8023, 16321, 17247, 21823, 225320,
22584, 34117, 45127, 45129, 46878, 50218, 51613, 51876,

)
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2012-10-24 21:48:46

2012-10-24 21:38:52

2012-10-24 21:23:41

2012-10-24 21:18:40

Timestamp

2012-12-11
10:35:07

2012-12-11
10:20:04

2012-12-11
10:25:00

2012-12-11
10:21:432

et flow source Targets

Net flow
Source

lecalhost

lecalhost

lecalhaost

lecalhost

12.102.252. 75, 1T.172,36,33, 17.172.36.34,
24,71.223.11, 46,235.224.533, 64.8.71.15,
€4,12.90.65; 64.12.90,65, £€4.12.90.98,
64,12.138.181, , ...

12,102.252,75, 17.172.36,32, 24.71.223.11,
64,8, 71,15, 64.12.90.34, 64,12,90.65;
64.12.90.66, 64.12.90.97, 64.12.138.161,
64.18.5.10, , ...

12,102.252.75, 24.71.223,11, £4.8.71.15,
€4,12.90.1, 64.12.90.34, £4.12.90.97,
64,17 9N 98 A4 18,.5,11, 64.59.134.8,
&4.t Canada I#1

i 02 |
24,71.223.11, 38.102.228,17, 62.211.72.32,
64,8, 71,15, 64.12.90.1, 64.12.90.33,

Targets

Bl 1.82.88.72, B8 2.103.32.169, F 2.132.56.167,

= 31.46.161.145, T8 37.142.121.172,

T 46.119.207.231, g 46.191.203.63,

N 45.241.146.163, il 61.53.97.41, [l 61.142.42.167,

fm 5.79.180.249, fmm 5.166.175.130, @l 14.221.13.45,
B 24.1.97.218, B 24.134.171.191, = 31.218.245.94,
mm 37.110.10.36, @ 41.101.14.54, B 41.177.18.14,
Bl 42.119.66.224, ..,

W 2.134.82.95, B 5.5.138.154, @ 5.9.139.3,

B 14.220.221.3, 95 24.52.82.175, 98 31.11.80.167,
few 31.210.218.91, fmw 37.79.17.109, Tl 25.113.14.115,
B 41.97.111.203, ...

2l 5.152.5.33, 98 31.11.80.167, fmm 31.192.153.186,
&= 37.6.250.21, fmm 46.147.151.193, [l 46.152.68.35,
W 45.241.130.202, W5 50.142.79.70, ¥ 65.55.223.12,
Bl 77.238.195.68, ...
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Technologie NBA v praxi

Provozni problémy
= Nezjistitelné béznymi dohledovymi prostredky
= Vypadky, latence, Spatné konfigurace

Event details EINES

Type: Service not available {SRVNA)

Timestamp: 2012-08-31 06:54:48

Event source; 10.66,1.21

Event source host name: N/A

MetFlow source: localhost

Frobability: 100 %o

False positive: No

Detail: Unavailable services (TCP: 8888). Unsuccessful traffic - clients: 3,
rejected connections: 26, connections without response: 20, Successful
traffic - clients: 0, connections: 0.

G e ENE Comments (0)  Event categories (0)

10.65.5.117  10.66.2.36 10.66.2.47

12094 4

N TG N T TN ) o B, G R G K O N, R B b R G
M AN A - T S s 9y 9y Oy 'Oy 9y O v O Oy 0y Oy 9y G
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Technologie NBA v praxi

Anomalie zatizeni datové site
= Zahlceni pakety, toky, vytizeni linkyj, ...

20 K
15K
“
-
210K
=
=
o
(=
5K —<‘ I B 4
0
Jan 24 22:00 0:00 2:00 4:00 £:00 8:00 10:00 12:00 14:00 16:00 Jan 25

Color Start Time - first seen Duration Protocol  Any Port Flows Input Packets Input Bytes Packets per second Bits per second Bytes per package

B 01/26/2013 - 8:25:51 Ab 3h, Sm, 485 ariy 1016 80 [33.2%) 109.4 8 (90.1%)  101.53 GB (89.9%) 3605 TE583215 996
O1/26/2013 - Bi16:32 &M 3h, 45m any 881 90 (37.3%) 9.48 M [7.8%) 9.05 GB [8.0%) yo2 5768429 1024

01/25/2013 - 11:36:09 AM 10m, 48s any 1015 6 [2.5%) 1.73 M [1.4%) 1.6 GE [1.4%) 2669 21245977 994
[ 5 | O1/25/2013 - 715440 &M 21m, 37s any 798 10 (4.1%) B63.03 K [0.7%) 831,98 MB [0.7%) 665 53E0111 1010
[ 5 0172672013 - 7159113 &M 4h, 9s any  domain 9 (3.7%) 38 (0.0%) 2,32 KB [0.0%) 0 1 62
01/26/2013 - 8:120:29 Ak 5imi, 225 any  sunrpc 12 [5.0%) 33 [0.0%) 1.78 KB [0.0%) o 45 55
B 0172672013 - B116:17 AM 0z any 878 2 [0.8%) 32 (0.0%) 21,31 KB [0.0%) 63 344980 681
[ 9 | 01/26/2013 - 8:120:29 Ak 5iri, 225 any 935 12 (5.0%) 12 [0.0%) 1.05 KB [0.0%) o 26 a0
[ 10 | O1/25/2013 - Bi122:38 &M 1m, 44s any  F22 7 4 [1.7%) 10 (0.0%) 496 B [0.0%) 0 7 49
Flows 241 Bytes 113 GE Packets 121.47 M
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Technologie NBA v praxi

Skutecné chovani stanic v siti

= Poskytované a vyuzivane sluzby, servery, zmeny
chovani

Client/Server behavior - by days

Top 10 IPs by communication peers count

&0
Ml 1921682157
M 1521682138 20 ____———-—-"---_-
192,168,3,204
M 132165 3,148 o
Jan 28 Jan 29 Jdan 20 Jan 31 Feb 1 Feb 2

M 152.168.3.154
M 152.168.3.170
Ml 192.168.2.152
M 1921622121
M 152,168 2,208

Service details as pr;::r-vidred’b'-; servers

I
)

Protocal/port: TGP /902
Service name: vmware
Description: ¥MWare Authentication service | IDEAFARM-CHAT

# IP address Transferred (MiB) Custom service name
1 g 192.168.3.107 216,39 uwmware
2 g 192.168.3,106 5,52 wmware
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Moznosti nasazeni NBA

Sondy meérici zajmovy provoz a generujici
NetFlow na jeden nebo vice kolektoru.

Kompatibilni s NetFlow technologiemi tretich
stran (routery, kolektory).

.\". i Zobrazeni provozu £ ,
[ I - Analyzy sité %
el S

& Detekce anomalii g e
' Bezpefnost sité

MetFlow
Ty export

gy
@ . y * 2
@ @ - FlowMon

kolektor

W= Regeni problémi

Optimalizace sité ADS

LAM/WAN s FlowhMon sondami W= Upozornéni, reporty Eloweion AH5
a dalsimi MetFlow zdroji // Uétovani, Fakturace

225
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Zkusenosti s NBA

Ing. Robert Turcer, CIO, FERONA Slovakia:

= I[mplementacia sondy bola vykonana rychlo a bez
vplyvu na prevadzku nasich ICT systémov

= Na zdklade nasnimanych dat sa podarilo odhalit
niekolko nebezpecne sa spravajucich pocitacov v
nasom systéme

= Po overeni tychto informacii sme zistili, ze
zariadenia skuto¢ne vykazovali pritomnost
skodlivého softvéru, pripadne chybnu konfiguraciu

- SLOVAKIA
ol
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Zkusenosti s NBA

Jan Svatos, reditel IT, AVE CZ:

= Redeni FlowMon ndm poskytlo kompletni pfehled
o déni v nasi siti a umoznilo nam rozkryt veskeré
komunikace v redlném case, ale i fadu tydnu zpét.

= Diky témto klicovym informacim jsme objevili fadu
nezddoucich stav( v siti — at jiz v podobé chyby v
kancelarskem softwaru na néekolika stanicich nebo
chyby pri komunikaci s tiskovym serverem.

= Diky optimalizaci struktury provozu jsme vyrazné
snizili vytizeni predevsim MPLS sité. To nam
prinasi mésicni Usporu v radu desetitisict korun.

AVE]

20. unora 2013 SECURITY 2013 ::



Zkusenosti s NBA

Ing. Jaroslav Smid, GR HZS CR:

= Hlavni prednosti, kterou spatrujeme ve srovnani s
jinymi nastroji, je orientace na celkové chovani
aktivnich prvku, od serveru az po koncové
uzivatelské stanice na siti. To nam umoznuje

detekovat a reagovat na dosud neznamé nebo
specifické hrozby.

= Zarizeni Setri ¢as naSim spravcim pocitacovy siti

pri odhalovani a reSeni problému v siti.

20. unora 2013 SECURITY 2013 ::



Technologie NBA je celosvetovy trend
= Neni otazkou zda, ale kdy...

Gartner: , Pokud mate Firewall a IDS/IPS,
zvazte jako dalsi krok implementaci NBA.”

Uvedené priklady pouziti a pripadové studie
vychazi z nasazeni puvodniho reseni ¢eského
reseni FlowMon spolecnosti INVEA-TECH

Vyzkousejte si prinosy technologie NBA ve Vasi
vlastni datové siti
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21. rocnik konference o bezpecnosti v ICT

Dékujeme za pozornost.

PROSTOR

s PRO OTAZKY

Pavel Minarik
INVEA-TECH, a.s.
minarik@invea.cz




