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How it all started

From geeks to...

= IN SHORT:

Anti-malware

Data Privacy

PC Firewall

Social Engineering

Security Policies

Privacy Policy

Data Backup and Contingency

SECURITY 2013 :::



The beginning

Malware writers were known

Signatures in the code Malware was written mostly for fun to
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Mars Land, by Spanska
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You knew that you are infected.
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Inning

00

Q
O

Q
e
—

“ Hobbyists

Malware was destructive
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Malware writers started hiding

Malware started to be written for crime.
It infected quietly and attempted to
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Signatures were rare

And encrypted in the code.

Infection was hidden to keep the
infected computers running.
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Professionals

Malware was hidden

Professionals

Hobbyists
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What are we facing today

... Crime

= IN SHORT:

What we see as threats?
Where is this heading?
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Malware writing today is an industry

Malware operators want to mislead you!

money.
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Specialists

Malware industry

B Specialists

Profesional
Hobbyists
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devices
* Hactivists

Specialists

Malware has became an industry s

Not only new malware but reused malware
Software holes are exploited more and more
Malware offered as services
Banking Trojans sold as products
Ransom malware

Rouge software

Online game password stealers
Credit card frauds and services sold
Targeted attacks and phishing
Social network frauds and phishing
Malware for mobile phones and other mobile

* Attacks on infrastructure and governments
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Last year highlights

JAN FEB MAR APR MAY JUN Online
© Inthe news
© PCthreats
: : : © Mobile threats
Wordpress injectign attack Syria targeted attacks L. i
: : © Hacktivism & espionage

Olympics targeteci attacks

Facebook spam usfes Amazon cloud I MS512-020 expiloit toolkit released O Drive-by And %oid makware
Ransomware cém the rise
SOPA protesté Zeus botriet takedown Flame fou:nd
DDoS attack cé)n Poland Macstarg:eting NGOs
FEl conference call hacked Flashback hits the media US ‘cyberattacks leak
©Q Cryptome hacked ©Q Increase in Java exploits

Rogueware found on Tumblr
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2012 MOBILE LANDSCAPE CALENDAR

THREAT STATISTICS

JAN FEB MAR APR MAY JUN JuL AUG SEP Mew families fvariants on Android
o | amiliesfvariants on Symbian
Google Bouncer
introduced to Play Store NOTABLE EVENTS
0 i05 & and iFhane
5 launched O Android
O Elackberry
Drive-by malware o5
found an Andraid Android 4.1 O
{Jellybean) released 0
[ )
o] O indows Mabile
5 iar
FinSpy foundon o
Fidall faund multiple platfarmes
onios
SMS-trajans 6 3 E

o

Maokia halts almost all
Symbian development

0 found on JZME

Zitmo found on
Blackberry

¢

Symbian Belle
refresh rolls out
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This is a big problem for the future! B

Malware writers offer exploit kits

Hackers offer their services to configure kits
Competition between different malware kits
Malware kits reused and rebranded

Exploits even attacking “safe 0S” ©

« Install Flash Player

You will be guided through the steps necessary to
install this software:

Go Back . Continue )

277
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It Is @ crime wave

Sponsored and lead by criminals

Hosting providers offering “special services

And sometimes hosting providers decide to
clean up malicious websites but...

&

Social engineering techniques are used tog.
scare you into paying \

Malware has changed...
The motive for malware writing has changed

The only logical step is...
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The logical step
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What now about mobile?

Is it still safe?

= [N SHORT:
What is happening with this platform?
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Eventually, virus writers will
realize it's easier to make money
by infecting phones than by
infecting computers!

Guess what? The future is here!
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Mobile Security Landscape &
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Total amount of Mobile Malware

Total amount 7500 (February 2012)
Android now #2 OS after Win XP for viruses

Yearly new malware amounts by platform
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: One of the most known

Cabir outbreak in the 10th World
Championships in Athletics
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Easy to imagine a smartphone or a
tablet as a mobile device

What about...
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Fakeplayer

E oré.me.androidapplicat...
Fakeplayer variants are Android trojans that

pretend to be media player application

Do you want to install this
application?

On installation Android will ask for permissions e
. o A ervices that cost you mone
that include sending SMS messages s mesagss T

Upon start up Fakeplayer sends a premium rate A @ 11:56 AV

message Launch by default
H 4 No defaults set.
to a Russian short number, without country code

Controls

Unfortunately just about every Android app asks
for a ton of permissions so user will probably not react [

This application can access the following on

tO t h iS your phone:

When application is run it displays Russian text which
translates as "Wait, seeking access to video library...”
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Thread Tools w | Search this Thread w | Display Modes w

B 22nd March 2010, 08:52 &M

Join Date: Jan 2010
smudgelab & [OP] Fosts: 35

Member

& Phone dialled out internaionally without permission!

Really wierd one this, Last night, [ was woken by a repetitive voice telling me that
"International dialling 1= not currently permitted from this device”, As this was at
aprox’ 02.40 on Suday &AM, it fair shook me out of a deep sleep! On checking the
phone I found the following call histary:

+88213213214 @ 0244

+882123213214 @ 0236

+1{7671503-3611 @ 02 36

+1{7671503-3611 @ 02:36

+1{7671503-3611 @ 02:36

+88234a07 77 @ 02:35

I have absolutely no idea who or what these numbers are for (Google suggests
+882 may be something to do with satellite phones(1?) & +1767 appears to be 3
Dorminican country code(17??) but it was very unnerving to see my phone has
been trying to ring these without any input from me. T'll be anto Yirgin maobile
later to see if they can help but thought I'd try the collective wisdaom of yvou guys
first. Yirus / dialler maybe? Do these even exist for win mo phones? Any help wil
be very much appreciated. Thank you,
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Home Mew Software Updated Software Top Sellers Top Downloads special Offers

You are here: Home @ Games @ Adventure » 30 Anti-terrorist action WM20035E 1.0.1

Current Device ] _ _
No device selected 3D Anti-terrorist action WM2003SE 1.0.1 K
by Eeijing Huike Technology Co.,Lkd !
Add device '
w Compatible devices Ratings & Comments ‘
Short description for 3D Anti-terrorist action WMM20035E 1.0.1:
This is a classic 30 first person perspective shooking game.
- |Updated Software
- Top Sellers
# Top Downloads
+ Sperial OFfars Rating: Rake now - Recommend software
# Top Free Apps For: Shiow compatible devices =
)
) Diownloads: 272
Categories *
License: Cornmercial %
- Tools o
@ LT Y
s Games ! Ry Last updated: 10152009 %
== Product image For 30 Anti-terrarisk .
& Holiday action WHM20035E 1.0.1 Languages: I
i
® zammunications Zategory: Games = Adventure
i
#  rganization Games @ Ackion
i
# Show all categories Games » Other
i
Reqistration Key: will be delivered on purchase

Trial wersion: Diowwnload



A simple way to do it

. ¢
/\A \,‘a
Google Play ]
Malware developer

(ex Android Market)

Developer
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Mobile threats by type

Adware
Applocation
Monitoring tool
Riskware
Trojan
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Posing as security sof* -~ ___ S—

Android Security Suite Pramium.

Al @ 6:26 am Ml 8 5:23 am
dvanced Call Blocker

Sends SMS message
. . QB&OGA —

Data harvesting

com.android.gesture.builder

@Ml @ 806 am

Force stop

—  Be social ! plugin
*Q‘ 32.00KB s

% Example Wallpapers

1 . g Sample Soft Keyboard
And the interesting

is also the distribut
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Q&A

Ask if you want to know more

= I[N SHORT:
What do you want to talk about?
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.- UNFORTUNATE

We run out of time...

= IN SHORT:

Look me up later
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THANK YOU!

boris.cipot@f-secure .com

»
F-Secure.
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Déekujeme za pozornost.
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Boris Cipot
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