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How it all started 

 From geeks to… 

 

 IN SHORT: 

 Anti-malware 

 Data Privacy 

 PC Firewall 

 Social Engineering  

 Security Policies 

 Privacy Policy 

 Data Backup and Contingency 

 



The beginning 

 Malware writers were known 

 
 
Signatures in the code 
 
 
 
 
 
 
 
 
Visual logos or names written on display 

Malware was written mostly for fun to 
show off expertise in computer 

knowledge. 

 

 

 

 

 

 

 
You knew that you are infected. 



The beginning 

 Hobbyists 

 
 
Malware was destructive 
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Evolution 

 Malware writers started hiding 

 
 
Signatures were rare 
 
 
 
 
 
 
 
 
 
 
 
And encrypted in the code. 
 Infection was hidden to keep the 

infected computers running. 

Malware started to be written for crime. 
It infected quietly and attempted to 

maintain a low profile.  

 

 

 

 

 

 

 



Evolution 

 Professionals 

 
 
Malware was hidden 
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Professionals

Hobbyists



What are we facing today 

 … crime 

 

 IN SHORT: 

 What we see as threats? 

 Where is this heading? 

 



Malware writers today 

 Malware writing today is an industry 

 

 

 
 

Malware is distributed to gain 
money. 

Malware operators want to mislead you! 

 

 

 

 

 

 

 



Today 

 Specialists 

 
 
Malware industry 
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Specialists

Profesional

Hobbyists



Today 

 Specialists 

 
 
Malware has became an industry 
 
•  Not only new malware but reused malware 
•  Software holes are exploited more and more 
•  Malware offered as services 
•  Banking Trojans sold as products 
•  Ransom malware  
•  Rouge software 
•  Online game password stealers 
•  Credit card frauds and services sold 
•  Targeted attacks and phishing 
•  Social network frauds and phishing 
•  Malware for mobile phones and other mobile 
devices 
•  Hactivists 
•  Attacks on infrastructure and governments 
•  … 

  
 
 
 
 
 
 
 



Last year highlights 



Last year highlights 



Malware As A Service (MAAS) 

 Malware has became a service 

 
 
 
•  Malware writers offer exploit kits 
•  Hackers offer their services to configure kits 
•  Competition between different malware kits 
•  Malware kits reused and rebranded 
•  Exploits even attacking “safe OS”  
•  … 
 
 
 

This is a big problem for the future! 

  
 
 
 
 
 
 
 



It is a crime wave 

 
Sponsored and lead by criminals 
 
Hosting providers offering “special services” 
 
And sometimes hosting providers decide to 
clean up malicious websites but… 
 
Social engineering techniques are used to  
scare you into paying 
 
Malware has changed… 
The motive for malware writing has changed… 
 
The only logical step is… 
  
 
 
 
 
 
 
 



The logical step 



What now about mobile? 

 Is it still safe? 

 

 IN SHORT: 

 What is happening with this platform? 

 

 



In the future 

 

Eventually, virus writers will 
realize it's easier to make money 

by infecting phones than by 
infecting computers! 

 

Guess what? The future is here! 



Mobile Security Landscape 



Total amount of Mobile Malware 

 Total amount 7500 (February 2012) 

 Android now #2 OS after Win XP for viruses 
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And the trend continues 



One of the most known 

Cabir outbreak in the 10th World 
Championships in Athletics 



Case Skulls 

 Trojan for Symbian 

 Kills your apps 

 Very hard to get rid of 

 

*#7370# 



 
Skulls.D 



But… 

 

Easy to imagine a smartphone or a 
tablet as a mobile device 

 

What about… 



 



 



 



Fakeplayer 
 

 Fakeplayer variants are Android trojans that 
pretend to be media player application 

 On installation Android will ask for permissions 
that include sending SMS messages 

 Upon start up Fakeplayer sends a premium rate 
message 
to a Russian short number, without country code 

 Unfortunately just about every Android app asks 
for a ton of permissions so user will probably not react 
to this 

 When application is run it displays Russian text which 
translates as "Wait, seeking access to video library…“ 

 

 

 



 





 



A simple way to do it 

Developer 

Google Play 
(ex Android Market) Malware developer 

User 

€ 



Mobile threats by type 

 Adware 

 Applocation 

 Monitoring tool 

 Riskware 

 Trojan 

 



What do they do 

 Posing as security software 

 Sends SMS messages  

 Data harvesting 

 … 

 

And the interesting thing 

is also the distribution! 



Is this not interesting? 

 

In May 2012, the first Android malware to 
use the drive-by download method was 
spotted in the wild… A simple visit to a 

malicious website could render a device 
infected, if the device is configured to 

allow installations from unknown 
sources. 

 

 







 



 

 
 
 
  

 

 
 
 
  

Q&A 

 Ask if you want to know more 

 

 IN SHORT: 

 What do you want to talk about? 

 

 



 

 
 
 
   

 
 
 
  

UNFORTUNATE 

 We run out of time… 

 

 IN SHORT: 

 Look me up later 

 



THE END 

THANK YOU! 
boris.cipot@f-secure.com 
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