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Malware, zero days, smishing, ...
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Passcode
= bruteforce utok vs. realita?
PIN
= bruteforce utok cca 20 minut
= smudge utok

Gesto

= smudge Utok

Rozpoznani obliceje

= podvrzeni fotky (Android 4.0 ICS fail)
Hlas

= moznost podvrhnout

Kombinace
= uzivatelsky nepfrivétivé = redlné nepouzitelné

’

Pouziti akcelerometru/gyroskopu pro hadani pristupového
hesla/gesta

= Sedici uzivatel — uhadnuti PINu 43%, gesta 73%
= Jdouci uzivatel — uhadnuti PINu 20%, gesta 40%

Adam J. Aviv, Benjamin Sapp, Matt Blaze and Jonathan M. Smith - Practicality of Accelerometer Side Channels on Smartphones [2012]
Adam J. Aviv, Katherine Gibson, Evan Mossop, Matt Blaze, and Jonathan M. Smith - Smudge Attacks on Smartphone Touch Screens [2010]
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Juice Jacking

Pripojeni zarizeni na
verejné nabijecky
Zalozni baterie
,Chvilkové zapujéeni zafizeni”

Zakladni problém — povolené ADB
(USB Debugging, nezbytné pro
development)

Pristup k SD karté, fotkam, Google uctul, atd.
Moznost rootu zarizeni => kompletni pristup k systémul!
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Android ,,z druhé strany”

Google remote kill

= Vzdalené smazani ,malware” z vaseho zarizeni ©

Moznost vzdalené instalace aplikaci

= Pro uzivatele mulze byt uzite¢né, co kdyz se to ale

dostane do nespravnych rukou?
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Jak to funguje?

GTalkService (TCP/SSL, porty 5228 a 443)

= periodicky hartbeat
= REMOVE_ASSET ) e .

on in finally block.

= INSTALL_ASSET T s marems
tickle_id Fo '_ |
assetid '_ _ | flang/String;)1 //

er:()Landro

met

asset_name ik vrtial 16, vIo, La ’  cpenTnputStrean: (Landro
asset_type
asset_package
asset_blob_url
asset_signature <
asset_size

Jon Oberheide — Android Hax (SummerCon 2010)
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S AN

1. Vytvoreni
vlastni CA

5. SSL sniffing

2. Nahrani certifikata 3. Nastaveni IP

do mobilniho zafizeni forwardingu a iptables

(prerouting 5228 a 443
na jeden port)
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Android ,,z druhé strany”

1360582258 DEBUG sslsniff : Read from Server (mtalk.google.com) :
xBBOF84F1
google.com™SERVER_NOTIFICATION2do_not_collapse:n

NOTIFICATION_PAYLOADRCAEY5vOgyMwnlhoKFGNvbS5tZXRhbW9raS5BcXVhcGOWEAEYAyoKRn)1a
XQgUGIwITIUCGVudGVzdGFIYOBnbWFpbC5jb206IwilCRIedjl6Y29tLm1IdG...0tbWwtAEGHRIbbkpPe
FNtU3B3ZFVIVDd1alNPbXFvWFFGeDVBMgEz@J#0:1360582425130818%08605c67f9fd7ecd

1360582308 DEBUG sslsniff : Read from Client (*.google.com) :
POST /market/api/ApiRequest HTTP/1.1

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
User-Agent: Android-Market/2

X-Public-Android-Id: b8e432fb7c270da8

Content-Length: 2603

Host: android.clients.google.com

Connection: Keep-Alive

1360582308 DEBUG sslsniff : Read from Client (*.google.com) :

version=2&request=ColDCqACRFFBQUFNRUFBQUNIbTZJMFBCYWZEZIVzYOItYnZmWWIJYMUQwb1V
YYXIVUjMwMUZHTUg5em03cmb5seUZ...1YmU6MToOMjE2IAlon)idyMwnOhpjb20uzZ29vZ2xILmFuZH
JvaWQueW91dHViZUD4IBQTGh52Mjpjb20uz29vZ2xILmVhcnRoOJE6MTIZNTIXMDAgAiicmLjlzCc6EG
NvbS5nb29nbGUuUZWFydGhA5PTXxBRQTGh52Mjpjb20ubWV0OYW1va2kuQXF1YXBvcDoxOjEyMD
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Android ,,z druhé strany”

Jak se proti tomu branit?
=  Google:

Issue 36163: Allow disabling of remote application install
14 people starred this issue and may be notified of changes.

Status: New Reported by sillyga...@gmail.com, Aug 9, 2012

fowne = Google play allows users to install applications to their phone from a web-browser on another device.

IType-Enhancement

Priority-Medium I believe this option should be configurable on the device (e.g. disable automatic remote app pushing and updating of any kind; Not just

blocking the UI in the web-browser).

fidd a comment below My reasoning is, I believe that a user (Me in this case), should have 100% control over the data that they share through their phone.

In general, this is true, but if the device is allowed to install applications through requests pushed to the device, the feature can be used
in a few different ways, which infringes on the a user’'s choice for information disclosure:

1. A malicious developer could use this feature to push malware to devices which are controlled by a compromised google account.
2. Google could be compelled, for legal or other reasons to push software to the device, which could be used for information gathering.
3. Google could be compromised.

One example of this is political activism: A user who knows they are going to be a target, should have a way of protecting themselves.
http://www.bbc.co.uk/news/world-asia-pacific-11920616

#1 zar.. @gmail.com

Please get on this, Google. The current situation with regards to this is obnoxious.

=  Technologicky: pouze root zarizeni a instalace
aplikace, blokujici tyto pozadavky — neexistuje ©
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Fyzicke utoky - iOS

Keychains
SQLite databaze pro ukladani citlivych dat (prihlaSovaci udaje, RSA
klice, ...)

= K nalezeni ve /var/Keychains/keychain-2.db =

Keychain data jsou Sifrovana
= HW Sifrovacim klicem - nemuUzZe byt pfesunuto na jiné zafizeni
= UZivatelskym PINem/passcodem

Idea — vyvojari mohou pouzit keychains pro bezpecné ulozeni citlivych
dat

=  Problém pfi jailboreaku => Keychain Dumper, Keychain Viewer

Reseni
= Pokud uzivatel nastavi passcode, je ziskani dat slozZité, ne vSak nemozné
= Co kdyz ho uzivatel nenastavi?

= Nepouzivat pro ukladani citlivych informaci pri vyvoji aplikaci
= Vlastni feSeni kryptografickych moduld?
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