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Legal Disclaimer 

ALWAYS  G E T  P E RM IS S IO N IN  W RIT ING .  

• Performing “scans” against networked systems without permission is 

illegal. Password cracking too 

• You are responsible for your own actions!  

• If you go to jail because of this material it’s not my fault, although I would 

appreciate it if you dropped me a postcard. 

• This presentation references tools and URLs - use them at your own risk 

and with permission 

 



Accepted Security Principles 

 

 Confidentiality 

 

 Integrity 

 

 Availability 

 

 Accountability 

 

 Auditability 

 

However we have forgotten about it 

in a virtual world 



What a great world  

 



Welcome to the next Generation  

 1st  Age: Servers 
 Servers 
 FTP, Telnet, Mail, Web. 
 These were the things that consumed bytes from a bad guy 
 The hack left a foot print 

 2nd Age: Browsers: 
 Javascript, ActiveX, Java, Image Formats, DOMs 
 These are the things that are getting locked down – Slowly -  

Incompletely 

 3rd Age: Virtual Hacking: - Simplest and getting 
easier  

 Gaining someone's password is the skeleton key to their life 
and your business and there Data 

 Accessing data from  the virtual world can be simple  



Virtual Word – With Virtual Holes 

 

 Welcome to the Future 

 

 Cloud Computing  

 

 Virtual Environment  

 

 With Virtual Security holes 

 

 During the past 15 years with learnt nothing 



Password Attack via Device 
 

Welcome to the Future of Hacking  
 

 Attack channels: web, mail, open services 
 

 Targeted attacks against users and business 
and or premium resources 
 

 Totally invisible to the mobile users 
 

 Mobile devices are becoming an easy target 
for Advanced persistent threats (APT)   





 

http://www.slickhackers.com/password_hacking_services.html
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Lets Start 
vCenter servers directly connected to the web. . . . .WOW 



 

• Services running: 
 

• Update Manager 

• vCenter Orchestrator 

• Chargeback 

 

• Each Service has a web server running 

The Target 

V m w a r e  v C e n t e r  V e r s i o n  4 . 1  u p d a t e  1  . . . . . . 

W e b  A t t a c k  1 0 1   . . . . . . H i s t o r y  r e p e a t i n g   



Installed by default within vCenter is an very 
interesting file: 

 
 

 

 

 

The Attack  

v C e n t e r  O r c h e s t r a t o r  a t t a c k  v e c t o r  1 . . . . . . 

C : \ P r o g r a m f i l e s \ V M w a r e \ I n f r a s t r u c t u r e \ O r c h e s t r a t o r \ c o n f
i g u r a t i o n \ j e t t y \ e t c \ p a s s w d . p r o p e r t i e s  

 
T h i s   f i l e  c o n t a i n s  m d 5  p a s s w o r d s  a n d  c a n  e a s i l y  b e  
b r u t e f o r c e d  u s i n g  r a i n b o w  t a b l e s   



T h i s  m o d u l e  w i l l  l o g  i n t o  t h e  W e b  A P I  o f  V M W a r e  a n d  
t r y  t o  e n u m e r a t e  a l l  t h e  l o g i n  s e s s i o n s  

Point & Click 
Any one can do . . . . . . 

http://www.metasploit.com/


A Live Security  

Experiment 

Was Conducted Today   



Background 

 Wireless Networks are part of our life and are 
convenient. 
 

 However Wireless Hotspots are the single most 
dangerous technology for mobile and smart 
phone users 

 

 Whether you're connecting to a public Hotspot or 
a ROUGE AP – a Hackers Access Point 
 
 

 Welcome to the increasing unseen security threat 
facing you and your users  

 

 



Experiment 

 At 10:30hrs today a Rouge Wireless Access 
Point was activated, with the objective of 
seeing how many people would try to use the 
access point 
 

 The Name of the Wireless Access Point is  
 “Open Netwerk” (Have you tried ) 

 



Overview 

 

Users 

www 

Rouge Wireless 
 Access Point  



The results 

• During a period of 2 Hours a total of 43 people 
accessed the rouge wireless access point  
 

 

• All users could have been compromised 



 

For the ones who did 
Not use the  

Rouge AP 





Next Generation Password Hacking 

 





www 

Probe requests 

P
ro

b
e

 r
e

q
u

e
s
ts

 

Against a the Cloud  .                      . . . ARP Attack  

Live Attack 

 





Virtual World 
With Virtual access by any one ……. With only a click  



Y e s  G o o g l e  a s  H a c k i n g  T o o l … . .  





site:dropbox.com/gallery 



site:live.com "skydrive" ext:dmp 

http://www.google.com/


 

The Battle  
For the Virtual 
World  Has   
Begun 



The Solution 

 

Remote Users Internal people 3rd Party Access Branch Offices PDA Users 

Users and their workspaces 

Password Solution to password problem 
Two-factor authentication – a unique identity 

for every user, every time they log in, using: 

something they know + something they have 

Your Cloud 

Business processes, 

applications and company 

assets 



SafeNet Authentication - SAS 

 Provides  the ability to rapidly scale, deploy authentication 

 

 Simple, easy and low-cost, driving strong authentication into all 

markets 

 

 Offer a multi-tenant, multi-tier authentication platform that 

allows an almost infinite number of “virtual” authentication 

servers for Citi 

 

 

 



Overview  
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Online 
Storage 

Application 
Hosting 

SAML 

Tokens & Users 

Administrator 

Agent 

RADIUS 

API 

Private Networks 

Corporate 
Network 

Corporate 
Network 

Corporate 
Network 

Corporate 
Network 

LDAP / Active 
Directory 

LDAP / Active 
Directory 

LDAP / Active 
Directory 

LDAP / Active 
Directory 

Private Cloud 
Services 

Public Cloud 
Applications 

Collaboration 
Tools 

SAML 
SAML 



Token Choice 
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Choose the right token type for each user: 

 Phone based 

 Software 

 Multiple hard tokens  

 ‘Tokenless’ either SMS or Grid based  

 

Our Authenticators: 

 Don’t expire  

 Can be included in the service charge 

 Seed keys can be generated by the customer 

 Can be re-assigned to new users 

 Self enrollment options reduces administration 

 OTP & PIN complexity defined by the customer 

 

Provides the lowest overall total cost of ownership 

Supporting 3rd party tokens enables an orderly and 

cost effective migration 
OTP 

http://www.cryptocard.com/nl/authentication-products-blackshield-tokens/54-blackshield-tokens--kt-series-tokens
http://www.cryptocard.com/nl/authenticatieproducten/blackshield-tokens/52-blackshield-tokens--software-tokens
http://www.cryptocard.com/nl/authentication-products-blackshield-tokens/51-blackshield-tokens-usb-tokens
http://www.cryptocard.com/nl/authenticatieproducten/blackshield-tokens/55-blackshield-tokens--rb-series-tokens
http://www.cryptocard.com/nl/authenticatieproducten/blackshield-tokens/56-blackshield-tokens--display-tokens
http://www.cryptocard.com/nl/authentication-products-blackshield-tokens/54-blackshield-tokens--kt-series-tokens


Leader Meets Visionary 
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Moving Your Data to the Cloud 

 

Intellectual 

Property 
Sensitive 

Communications Critical data 

Customer data 
Payment info 

File Servers 

SharePoint 
Services 

Mail Servers 

Web Servers 

E-commerce 

App server 

 Sample Customer Goal: 

 Move e-commerce, 
internal apps and 
customer services to 
virtual environment 

 Increase performance 
and lower costs 

 

 Some Concerns: 

 How do I know when 
my data moves? 

 Who is accessing my 
data? 



 
 
 

Storage 

Hypervisor 

Hardware Layer 
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OS 
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Before  

Data Security  

OR 
Virtualization/Cloud 

© SafeNet Confidential and Proprietary 
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 Data Security 

AND  
Virtualization/Cloud 

Before  After  

Example  



Secure Breach 
Protect the Data by applying Confidentiality and 

Integrity 

 

We need to replace people with Data 

 

40 
© SafeNet Confidential 
and Proprietary 
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Protecting the Lifecycle of Sensitive Data 
S e n s i t i v e  D a t a  i s  E v e r y w h e r e  A n d  S o  A r e  W e  



SafeNet - Who We Are: 

Trusted to protect the world’s most sensitive data 
for the world’s most trusted brands. 

We protect the most 
money that moves in the 
world, $1 trillion daily. 

We protect the most digital 
identities in the world. 

We protect the most 
classified information 
in the world. 

FOUNDED 

1983 

REVENUE 

~500m 

EMPLOYEES 

+1,500 
In 25 countries 

OWENERSHIP 

Private 

GLOBAL FOOTPRINT 

+25,000 
Customers in 
100 countries 

ACCREDITED 

Products certified 

to the highest  
security standard  
 



 Over $1 Trillion a Day | #1 in Classified Data | #1 in Digital Identities   

 PCI | HIPAA | GLBA | SOX | FISMA | EU Data Privacy | Japan PIP | German GDPdU | Etc. 

The Data Protection Company  



The Data Protection Company 

Solutions for Cloud and 
Virtualization Security  

Solutions for Compliance and Data 
Governance 

Solutions for Identity and 
Transaction Security  

Protecting high  
value information  
in complex 
environments  

Persistently 
protecting 

information through  
its lifecycle 

From the Datacenter to the Cloud  

Crypto Foundation  



Authentication 



Thank you 
Jason Hart CISSP CISM 

VP Cloud Solutions 
 
J a s o n . H a r t @ S a f e n e t - i n c . c o m  
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