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Trendy utoku poslednich let

Kradeze strukturovanych dat Kradeze nestrukturovanych dat
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* pramyslové vzory
* adalsi.

= Zpenézovany jsou informace, ne jen data
= prodej informaci tisku, médiim, zajmovym skupinam, zpenézeni na burze

= Malware je velmi komplexni a jeho detailni analyza se stava casoveé i financné
neunosnou

= Malware je vytvaren organizovanymi skupinami lidi (vladou sponzorované organizace,
teroristické skupiny, cyber gangy)
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APT - Advanced Persistent Threat

= Advanced pouziti pokrocilych technik a nastroja
= Persistent dlouhotrvajici utok, obtizné odhalitelné
= Threat hrozba (existuje zamér i schopnosti)

Cover tracks
and remain At
undetected f Torget

Strengthen

Advanced
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Threat

credentials

connection
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Zdroj: secureworks.com SECURITY 2013 :::



Dalsi nespecifikované utoky pochazejici z Ciny:

= Nejvétsi (nejznaméjsi) APT utoky poslednich let

Operation Aurora (2009) — technologické, zbrojni a
bezpecnostni korporace napadeny 0-day chybou v IE

THE

Stuxnet (2010) — sabotazni malware Gtocici na SCADA
systémy Iranského jaderného programu ““NI

Duqu (2011) — nasledovnik Stuxnetu, napsany v neznamém Fon
high-level jazyce

Flame (2012) — modularni Spionazni toolkit utocici na RE“
strednim vychodé, extrémné rozsahly (20 MB)

Gauss (2012) — pokrocily malware zaméreny na kradeze ucIuBEH

hesel a bankovnich Gdaju na stfednim vychodé

Red October (2012/13) — utok na vladni diplomacie,
odhalen po 5 letech aktivniho ptisobeni

Wall Street Journal, New York Times
Twitter — 250 000 uctu resetovano



Metody utoku

= Spear Phishing

= Bouncer List Phishing — utok pouze pro zvané
= Watering Hole Attack

= Infikovana Media

= Server Hacking




Prubéeh utoku

@ 1% stage of attack

Spear phishing mail
attached file

P o — " - 1

CVE-2009-3129 CVE-2010-3333 CVE-2012-0158

User opened the file

MECERt Dropper
starter/remover HEUR:Trojan.Win32.Generic
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Motivace utocniku pro utoky na klientsky SW

= Servery jsou lépe chranény (services, FW, ...)
= Cileni na konkrétni osoby je snazsi (email, IM, s. sité)
= Utoky na klientsky SW jsou efektivni (DEP, ASLR byp.)

° ° V 4

= Skutecne citliva data jsou nejcastéji ulozena na klientskych stanicich
(kdo s kym a za kolik)

Java Setup - Progrez; R [ vk

«
= ORALCLE
java

Status:  Inastaling Java
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3 Billion Devices Run Java

ORACLE
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Nejcastéji zneuzivany klientsky SW

=  Prohlizece

= Zasuvné moduly a rozsifeni prohlizecu

= Univerzalni runtime prostredi (Java, .NET)
= Balik MS Office

= Adobe Reader — PDF soubory
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Figure 3 - Distribution of file types used over time

Zdroj: ZDNet
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CVE-2013-0030

Summary: The Vector Markup Language (VML) implementation in Microsoft Internet Explorer 6 through 10 does not p
arbitrary code via a crafted web site, aka "VML Memory Corruption Vulnerability."

Published: 02/13/2013
CVSS Severity: 9.3 (HIGH)

CVE-2013-0029

Summary: Use-after-free vulnerability in Microsoft Internet Explorer 6 through 9 allows remote attackers to execute
deleted object, aka "Internet Explorer CHTML Use After Free Vulnerability."

Published: 02/13/2013
CVSS Severity: 9.3 (HIGH)

CVE-2013-0028

Summary: Use-after-free vulnerability in Microsoft Internet Explorer & through @ allows remote attackers to execute
deleted object, aka "Internet Explorer CObjectElement Use After Free Vulnerability."

Published: 02/13/2013

CVSS Severity: 9.3 (HIGH)

CVE-2013-0027

Summary: Use-after-free vulnerability in Microsoft Internet Explorer 6 through 10 allows remote attackers to executs
deleted object, aka "Internet Explorer CPasteCommand Use After Free Vulnerability."

Published: 02/13/20132
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CVE-2013-1489

Summary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 7 Update
Firefox, Opera, and Google Chrome, allows remote attackers to bypass the "Very High" security level of the Java Co
user via unknown vectors, aka "Issue 53" and the "Java Secunty Slider" vulnerability.

Published: 01/31/2013
CVSS Severity: 10.0 (HIGH)

CVE-2013-0771

Summary: Heap-based buffer overflow in the gfxTextRun::ShrinkToLigatureBoundaries function in Mozilla Firefox bt
17.0.2, Thunderbird ESR 17.x before 17.0.1, and SeaMonkey before 2.15 allows remote attackers to execute arbitrz

Published: 01/13/2013

CVSS Severity: 9.3 (HIGH)

CVE-2013-0770

|

Summary: Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 18.0, Thunderbird befo
cause a denial of service (memory corruption and application crash) or possibly execute arbitrary code via unknown

Published: 01/13/2013
CVSS Severity: 10.0 (HIGH)

CVE-2013-0769

Summary: Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 18.0, Firefox ESR 10.x
Thunderbird ESR. 10.x before 10.0.12 and 17.x before 17.0.1, and SeaMonkey before 2.15 allow remote attackers to'
or possibly execute arbitrary code wvia unknown vectors.
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Search Results (Refine Search)
There are 66 matching records. Displaying matches 1 through 20.

CVE-2013-1489

Sumymary: Unspecified vulnerability in the Java Runtime Environment {JRE) component in Oracle Java SE 7 Upd
Firefox, Opera, and Google Chrome, allows remote attackers to bypass the "Wery High" security level of the Jawv:
user via unknown vectors, aka "Issue 53" and the "lava Security Slider" vulnerability.

Published: 01/31/20132
CVSS Severity: 10.0 (HIGH)

CVE-2013-0843

Summary: content/renderer/media/webrtc_audio_renderer.cc in Google Chrome before 24.0.1312.56 on Mac O
which allows remote attackers to cause a denial of service {memory corruption and application crash) or possibl
audio.

Published: 01/24/20132
CVSS Severity: 7.5 (HIGH)

CVE-2013-0842

Summary: Google Chrome before 24.0.1312.56 does not properly handle %00 characters in pathnames, which
Published: 01/24/2013

CVSS Severity: 10.0 (HIGH)

CVE-2013-0841

Summary: Array index error in the content-blocking functionality in Google Chrome before 24.0.1312.56 allows
unspecified other impact via unknown vectors.
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CVE-2013-1374

|
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|
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Summary: Use-after-free vulnerability in Adobe Flash Player before 10.3.183.63 and 11.x before 11.6.602.168 on Winc
0S X, before 10.3.1832.61 and 11.x before 11.2.202.270 on Linux, before 11.1.111.42 on Android 2.x and 2.x, and befon
\Adobe AIR SDK before 3.6.0.599 allows attackers to execute arbitrary code via unspecified vectors, a different vulneral

Published: 02/12/2013
CVSS Severity: 10.0 (HIGH)

CVE-2013-1373

I
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Summary: Buffer overflow in Adobe Flash Player before 10.3.183.63 and 11.x before 11.6.602.168 on Windows, before
10.2.1832.61 and 11.x before 11.2.202.270 on Linux, before 11.1.111.432 on Android 2.x and 3.x, and before 11.1.115.47
before 3.6.0.599 allows attackers to execute arbitrary code via unspecified vectors, a different vulnerability than CVE-:
CVE-2013-1367, CVE-2013-1368, CVE-2013-1369, CVE-2013-1370, and CVE-2013-1372.

Published: 02/12/2013
CVSS Severity: 10.0 (HIGH)

CVE-2013-1372

|
=
|
L

Summary: Buffer overflow in Adobe Flash Player before 10.3.183.63 and 11.x before 11.6.602.168 on Windows, before
10.3.183.61 and 11.x before 11.2.202.270 on Linux, before 11.1.111.43 on Android 2.x and 3.x, and before 11.1.115.47
before 3.6.0.599 allows attackers to execute arbitrary code via unspecified vectors, a different vulnerability than CVE-:
CVE-2013-1367, CVE-2013-1368, CVE-2013-1369, CVE-2013-1370, and CVE-2013-1373.

Published: 02/12/2013

CVSS Severity: 10.0 (HIGH)
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Checklists
US-CERT Alerts
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Search Results (Refine Search)
There are 98 matching records. Displaying matches 1 through 20.

CVE-2013-1624

Sunmmary: The TLS implementation in the Bouncy Castle Java library before 1.48 and C# library before 1.8 does nol
MAC check operation during the processing of malformed CBC padding, which allows remote attackers to conduct dis
analysis of timing data for crafted packets, a related issue to CWVE-2013-0169.

iPublished: 02/08/2013
CVSS Severity: 4.0 (MEDIUM)

CVE-20

13-1483

Summary: Unspecified vulnerability in the JavaFX component in Oracle Java SE JavaFX 2.2.4 and earlier allows rem
unknown vectors, a different vulnerability than other CVEs listed in the February 2013 CPU.

Published: 02/02/2013
CVSS Severity: 10.0 (HIGH)

CVE-2013-1482

Surrmmary: Unspecified vulnerability in the JavaFX component in Oracle Java SE JavaFX 2.2.4 and earlier allows rem
unknown vectors, a different vulnerability than other CVEs listed in the February 2013 CPU.

Published: 02/02/2013

CVSS Severity: 10.0 (HIGH)

CVE-2013-1481

Summary: Unspecified vulnerability in the Java Runtime Environment (JRE) component in Oracle Java SE 6 through |
remote attackers to affect confidentiality, integrity, and awvailability via unknown vectors related to Sound.

iPublished: 02/02/2013

CVSS Severity: 10.0 (HIGH)



= Vysvétleni pojmu

Exploit

je specidlni program, data nebo sekvence ptikazu, které vyuzivaji
programatorskou chybu, ktera zpusobi ptivodné nezamyslenou

cinnost software a umoznuje tak ziskat néjaky prospéch (ovladnuti
pocitace nebo nezadouci instalaci software)

= Payload

obsah dat prenasenych v ramci utoku. Obvykle obsahuje samotné
spustitelné télo viru nebo jinak nebezpecného kodu
= Shellcode

cast payloadu zodpovédna za otevieni Shellu po uspésném vykonani
payloadu

= Shell

Prikazovy radek systému, umoznuje interakci se systémem.
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Ukazka — utok na uzivatele

= Testovaci sit Internet
Server Otoénika (Web page) UzZivatel (Victim)
192.168.174.128 192.168.174.129
Distribuce

payloadu

3

Hacker
192.168.174.128
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A co mobilni zarizeni?

- Chytré mobilni telefony a tablety jsou vystaveny
stejnym problémuim jako desktopy

Pocet nové objevenych zranitelnosti se zvysuje umeérné
se zvySovanim poctu mobilnich zarizeni na trhu

., . o iPod = 1:29 PM =
alimave pridady:
Zeus trojan (multiplatformni mobilni malware) obchazi Ep—— e
dvoufaktorovou autentizaci u bankovnich aplikaci
To: | e —— )
Free iPhone bumper
Samsung and HTC Android remote wipe USSD: e e
Limited time offer, free iPhaone 4 bumpers,

just fill out the attached form!

<frame src="tel:*2767*3855%23" />

free bumper offer.pdf

Email
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Jak se branit?

Absolutni jistota neexistuje (0-day exploity)

Profesionalni audit + penetracni test sité vyrazneé snizuje riziko napadeni

- pouzivat antivir

- pouzivat neprivilegovany ucet

- nenavstévovat neduvéryhodné weby
- nepouzivat zbytecné mnoho pluginu

- chovat se obezretné!
- AKTUALIZOVAT,
- AKTUALIZOVAT,
- AKTUALIZOVAT!

-
@ Vase platba v ramci C50Bu nemuze byt dokonCena - Mozilla Firefox

PEET)

- - -
| @  https://mail.virg.cz9080 /webmail/index.php?desktop=mailView.php&folder=~ig | wL
,@ Odpovédét @ Odpovédét viem a Pieposlat l{j,. X + 3
Odesilatek igi@viry.cz
Komu: igi@viry.cz
Datum: 11,10,2012 09:32
Piedmét: Vase platba v ramci CS0Bu nemuze byt dokonCena
VazZeny kliente, -
obraci se na Vis slufba zpracovani plateb £S0B. "
VaZe Zadost o provedeni platby byla pfijata, ale bohuZel nemda €S0B v soufasné dobé .
moZnost ji zpracovat. |
Divod — nesprévné Odaje v platebnim piikazu. -
Prosim, zkontrolujte tdaje v podané Zadosti. y
Do té doby, neZ budou Gdaje opraveny, se budou finanéni prostiedky nachazet ve M
“«ZMrazengme stavu.
Po opraveni Gdajd v platebnim pfikazu budou finanéni prostfedky odeslany do 10 minut.
IS lctou
Sluzba zpracovani plateb £S0B E
1 | 1 k
x 95.168.205.43

e s R — A




Zdroje informaci

http://www.metasploit.com/

https://www.trustedsec.com/downloads/social-
engineer-toolkit/

http://www.oldapps.com/
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