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SIEM neni zbytecny luxus
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Najit jedno konkrétni stéblo ...

... ve vice ruznych kupkach
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Zpracovani logu

(

DNS jméno, Windows jméno, DalSi jména?
Whois info? Vlastnich organizace? Odkud IP
N . adresa pochazi (geolokace)? Co dalSiho se
ml_nut:acv;h/hod’ma’chv/dnech’? délo na tomto serveru? S jakymi dalSimi

V jake Casove zone? servery tato IP komunikovala?

\ - : \ _J
Co je to za sluzbu? Jaké dalSi logy
vygenerovala?

Na kterych dalSich systémech bézi?

Co jiného se délo v tento okamzik?
V poslednich nékolika

! |

Y

Mar 20 08:44:35 pex02 sshd[263] Accepted password for root from 216.101.197.234 port 56946 ssh2

L] i
Jaki—j\’j_e ”,3 adresa’ sevrv'eru? (Kdo je tento uzivatel? Jakou ma )
D,a.|S' Jmena’? umisteni v uroven opravnéni? Jake je
SItI/d-a.tacen.te’I;U? , skute¢né jméno, oddéleni, Co je to za port? Je to port
Kdo e aq?ln. Je system umisténi? pro sluzbu? K emu
Granltelny. -/ Existuji dalSi udalosti od tohoto dal$imu je tato sluzba
Uiivatele? -/ pouzita?

Co toto ¢islo znamena?

Je to nékde

dokumentovano?
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Interpretace

@ ' "= Authentication Events @ ' "= Event Distribution =)

~

128,775 (97.78%) | Bound to: Count - Account Management Sum... 128,775 (100%) | Bound to:'Authenti:ation Events 128,775 (100%)
WA u[i-_q 7,000 &
Agent 1,789 Weak password, too short 52,359 AT
CoreTrace Bouncer (CEF) I 236 Weak password, all lower case _ 38,336 000
Demao ADM _ 112,622 Flzin text password used cutside home... - 21,927 OaTE
Fs apM | 1,674 Linux S5H Invalid user [ 11347 = 000
GSE 1,131 FS_APM Username I 1,663 '
Informis I 281 PAM Cheack Passwaord I [3=E] 2000
tinux Client 1 [JJJ] 12,636 MSSQL - User added | 250 1,000
Local ESM I 5 Oracle - Privileges Granted I 2332 .
mssqL | e30 MSSQL - Privileges Grant=d | 280 10/10/11 10/12/11 10/14/11 10/16/11
10/10/2011 10/17/2011
Cracle I 691 ] Oraclel- User hddedl ! 271 c DD{UD{DU i‘ID:IDD:DD
[n@@ }} Page 1 ?][ﬂ@@ }) Page 1 =?‘l[lnbtar\.lal: 1 EE[‘?— 'III
"t Events @'
Bound to: Event Distribution
Last Time Source User Rule Message Application Event Count Severity First Time Dewvice Name
10/16/2011 23:43:14 tkpuryea Weak password, all lower case Post Office Protocol w3 (POP3) 10 W io0 10/16/2011 22:46:40 Demo ADM [_
10/16/2011 23:43:11 rschwar2 Weak password, too short Internet Mail Access Protocol (IM# 7 B 70 10/16/2011 22:13:08 Demo ADM
10/16/2011 23:42:29 asami F5_AFPM Username apd 36 W soo0 10/16/2011 17:50:26 F3 AFPM
10/16/2011 23:42:06 mesmall Weak password, too short Post Office Protocol w3 (PORZ) & M =0 10/16/2011 22:12:15 Demo ADM
10/16/2011 23:41:54 kebell Weak password, too short Post Office Protocol v3 (POR3) 8 M =0 10/16/2011 22:12:02 Demo ADM
10/16/2011 22:41:54 kabeall Weak password, all lower case Post Office Protocol w3 (PORPZ) a8 M =0 10/16/2011 22:12:02 Demo ADM
10/16/2011 22:40:16 MSSQL - Privileges Granted TSQL 1 B =0 10/16/2011 22:40:16  MSSQL
10/16/2011 23:40:16 MSSQL - Privileges Granted TSQL 1 W =0 10/16/2011 23:40:16 MSSQL
10/16/2011 23:40:15 MSSQL - User Added TSQL 1 W =0 10/16/2011 23:40:15 MSSQL
10/16/2011 23:40:15 MSSQL - User Added TSQL 1 W =0 10/16/2011 23:40:15 MSSQL
10/16/2011 23:35:28 gspeake Weak password, too short Post Office Protocol w3 (POP3) 32 W 320 10/16/2011 22:38:16 Demo ADM
10/16/2011 23:30:53 anonymous Plain text password used outside home network File Transfer Protocal (FTPF) z M =20 10/16/2011 22:34:21 Demo ADM
10/16/2011 23:30:53 anonymous Weak password, too short File Transfer Protocol (FTF) 2 M zo 10/16/2011 22:34:21 Demo ADM
10/16/2011 23:27:43 MSSQL - Privileges Granted TsqQL 1 M =0 10/16/2011 23:27:43 | MSSQL
10/16/2011 23:27:38 MSSQL - Privileges Granted TsqQL 1 M =0 10/16/2011 23:27:37 | MSSQL
10/16/2011 2212736 MSSQL - User Added TSQL 1 B =0 10/16/2011 22:27:36  MSSQL
10/16/2011 23127126 sdundis Weak oassword. too short Post Office Protocal w3 (POP3 4 W _an 10/16/2011 22:30:55  Demo ADM [_

[ I]@ @ » Page 1
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Komu SIEM slouzi?

RUzné logy jsou interpretovany jednotné a
Citelné riznym lidem na ruznych pozicich

Bezpecnostni manazer
IT oddéleni
Auditor

Helpdesk
Management
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SIEM je jiz ustalena a vyspéla technologie

= Stale se vyviji ale provozovatel neni pokusny kralik
RozSifuje se podpora zarizeni
Zvysuje se kvalita uzivatelského rozhrani
= Hmatatelné prinosy
Centralizovany log management
Rychlost feseni incidentu
Nalezeni dosud skrytych problému

Stale vice spolecnosti poptava SIEM reseni
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Vybér nejvhodneéjsiho reseni
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Kupa SIEMU ...

... a vsechny jsou jedinec¢né ©
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Komplikované na vyber

Nutna spoluprace s velkym mnozstvim zarizeni
= RUzné typy logl

= RUzné zpusoby doruceni, technologie a protokoly
= Logy proprietarnich aplikaci

RUzné vystupy

= Velmi odlisna graficka rozhrani

= RUzné pristupy k interpretaci dat
Nejednoznacné pozadavky na implementaci

= Velmi slozité odhadnout ¢casovou narocnost
= A narocnost nasledné udrzby?
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Jak si vybrat?

Dat dohromady zakladni pozadavky
= Co ma byt cilem nasazeni SIEMu’?

= Log management?

= Jaké korelace?

= Kolik pracovist?

= Jaké objemy logu? Jaka zarizeni?
Vybrat nékolik provérenych reseni
Poptat dodavatele

Vybrat dveé az tri reseni a provést Proof of
Concept
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Prubéh Proof of Concept
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Kvalitne a jasné naplanovat

Délka testovani

Rozsah testovani
= Jaka a kolik zarizeni budou do PoC zapojena

Soucinnost
= Ktera strana je odpovédna za jaké Cinnosti
= Kolik casu bude vyzadovano po administratorech
jakych reseni
Jasné definované scénare
= Lze vyhodnotit vhodnost SIEMu
= Zhodnoceni dodavatele
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Co overovat?

Jednotlivé predem odsouhlasené scénare
Narocnost GUI na zauceni novych uzivatelu

Rychlost nasazeni v rozsahu PoC - z té se da
usoudit rychlost kompletni implementace

Rychlost a kvalita customizace
Pristup a schopnosti integratora

Do jaké miry (jaké Cinnosti) jste schopni
provozovat reseni vlastnimi silami a kdy jiz
bude nutny zasah dodavatele?
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[1rreest

LI Mrlogihettn Dk Wedow Hen
o onan s Poserrd Corbbooed

Yod | i Aot Corbes

’2 soci/alert/alertviews/secondary/ism/ - Administration Conscle

File E¢

oAl
F o
o
ar

= Filters
Bi— " T .
Domain (= B9 27 & D & D H2AE P M B s Q)
v =
I 3}‘ v l‘l = =y — Contact_Name ¢F |
= Normalized Sub-Groups Contact Name 7 | or4a &
SR o sERTn e = Aeves 618,277 (100%) | |Bound to: Normalized Groups 618,277 (100%) | |Bound to: Hormalized Sub-Groups
; ;
*B (& ¢ Physical Display % wEd Destination IP
EEE 7 Local E5M avthenticstion [N =77.058 Login [N :5:.<20 McAfes FW_Ent Net traffic - Session end
— policy [ 53554 web policy [N 145134 An account was successfully logged on.
L (==EY EY ! vioss Destination Port
7/ Local Recaiver-ELM system [JI ©3.908 Logout 83,564 An account was logged off. _——————— =
£ % (Local Receiver-ELM) Uncategorizad [l 45.720 Service Status McAfea_FW_Ent Received a TCP connection atte... Protocol
/ =Palicy Orchestrator Suspicious Activity [] 24,234 Uncategorized Special privileges assigned to new logon.
[ McAfes Correlation Engine application [ 14,728 Misc Suspicious Activity unknovm evant
g Source MAC
/ McAfee Email Gatevay Recon | 2,378 Misc Policy Same User Logen from Different IP —_—
B Mchfee Firevall Entarprise Malvare | 745 Database [| 10.080 Same User Logon from Differant Host
Source 1P
[ McAfee Network Security Mz Access | 21 system Status || 6,753 Off-hours Events from a Local Host
Ty @ / MSSQLCRM Service Level Violation | 2,505 |~ McAfaa_FW_Ent Server traffic - and
—_— — Source Port
oz [ MS Windows Server 2008 | = K& @ ¥ Paget F |2 @ P Paget
@ / sAPE
® oorens Event Subtype
@ ubuntu.cgict.local = sowseebs 08
[Jeound to: Event Summary Bound to: Event Summary
(B 7 Moafee Ace "
¥E4 | Severity Rule Message Event Count Source IP Destination IP  |Protocol | Last Time Signature ID
27 Moties ADM 10.10.20.+ [ <+ .o5 ¢
= 15 MSSQL - Response Time Violation 10.10.20.46 10.10.20.5 mssqlistd:| 02/20/2013
EB /7 Mcafee DBM 10.10.20.5 | 1o00.358

M CRM non-business hours login

| <©CRM non-business hours login

()]

«|

Domair
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10.10.20.1 66,236

I ss.036
I <505
31,655

| B

10.10.20.66
192.168.100.27
10.10.20.51

10.10.30.7 3,183

[ € @ P Peget

| { Event Destination IPs

Bound to: Event Source IPs

LT

19z.168.1.1 | 55025
10.10.20.5 | +5-s¢7

10.80.0.141 [JIIER 30452
10.10.20.38 [ 16250

101020 15 BF 12 st

15 MSSQL - Successful Logouts 10.10.20.46 10.10.20.5 02/20/2013

i0 MSSQL - Select Statement 10.10.20.38 10.10.20.5 02/20/2012

10 MSSQL - Select Statement 10.10.20.38 10.10.20.5 02/20/2013 Wormalized 1D

10 MSSQL - Select Statement 10.10.20.38 10.10.20.5 02/20/2013

MSSQL - Successful Logouts 10.10.20.46 10.10.20.5 mssql:std:| 02/20/2013

MSSQL - Response Time Violation 10.10.20.46 10.10.20.5 mssqlirtd:| 02/20/2013

Average Severity

Details WWILMJILWILMWIW

Device: McAfee DEM - EPO

First Time: 02/20/2013 08:05:45 Last Time: 02/20/2013 08:05:45| Duration: Application:

00:00:00.000

Destination Zone

Source IP: 10.10.20.38 Dest. 1P: 10.10.20.5 Protocol: ms=ql:itds Host:

Source Port: | 34547 Dest. Port: 52326 Event Subtype: |informational Domain:

Source Network D...

Source 00:00:00:00:00:00 Dest. 00:00:00:00:00:00 VLAN: 255 Source Zone:

Source Dest. Total: 1 Dest. Zone:

Destination Netwo.

SECURITY 2013

Device Type

Source Zone

Session 1D




Vykon reseni - logy

Sbér logl — Ize porovnavat napr. pomér
cena/EPS

10’sof thousands
Collection per Receiver
10'sof thousands

Collection per ESM 100's of thousands

(using multiple Receivers) 10’s of thousands

Collection per Enterprise
(multiple ESMs & Receivers)

!  unknown
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Vykon reseni - reporting

Generovani reportu nad velkym mnozstvim
udalosti nebo za delsSi obdobi muze byt

zdlouhavy proces

< 1 minute
1 week
40 minutes

< 1 minute

1 month
2 hours

< 2 minutes

1 year

< 2 minutes

3 years
unable to complete test
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Ukazka moznosti

Novy zdroj logl
Vlastni dashboard
Priprava korelace
Drilldown
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Dékuji za pozornost.

PROSTOR

e PRO OTAZKY

Robert Sefr
COMGUARD a.s.
robert.sefr@comguard.cz




