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Ernst & Young Global Information Security Survey je ve svém 15.
rocniku jednim ze zajimavych zdroj vhledu do stavu informacni

bezpecnosti ve svété

Posledniho roéniku se 1,863 respondentu ze 64 zemi
reprezentujicich ty nejvyznamnéjsi globalni spolecnosti

a obsahuje informace od mnoha respektovanych expertt na tuto
oblast

Tato prezentace obsahuje vybér vysledkd prizkumu, véetné jejich
interpretace napric vsemi klicovymi odvétvimi, ve kterych
respondenti pusobi
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= Menici se tvar

rF informacni bezpecnosti 2006-2012

Pred rokem2006 byla
informacni bezpeénost
zejména vidéna jako cast fizeni
financnich rizik a dopadu
novych regulaci (napf. SOX 404)

Po roce 2006 musi informacni
bezpecénost:

* Chrénit organizace v SirSim
kontextu globalizovaného
svét

* Prokazovat jasnou navratnost
investic, coZ vyzaduje sladéni
fizeni rizik a vykonnosti

Na pozadi globalni financni krize

a zmén v konkurenénim prostredi

prerostla informacni bezpec€nost
rdmec pouhého fizeni souladu s
regulacemi.

V prostiedi narGstajicich hrozeb:

* Je primarnim hybatelem
ochrana znacky a reputace

* Do ohnisku pozornosti je lepsi
vyuziti technologii pro zvyseni
bezpecénosti

* Organizace musi konstantné
inovovat, restrukturalizovat se
a prepracovavat své koncepce,
aby uridily nové pozadavky a
naklady

Globalni ekonomika se stale
zotavuje, trvaji enormni tlaky na
naklady a je citelny nedostatek
zdroj(.

Spole¢nosti si uvédomily, Ze:
* S globalizaci jsou data vSude

* Tradi¢ni hranice a perimetry
mizi a zaméstnanci posilaji data
do Internetu, nebo prenaseni
na mobilnich zafizenich

* Zpracovani dat se presouva do
cloudu, cozZ nuti informacni
bezpecénost znacné
prepracovat metody jejich
ochrany

Impact on organizations

Rychlost a komplexita zmén se
zrychluje:

* Virtualizace, cloud, social
media, ,,zmobilnéni“ a dalsi
technologie oteviraji dvere
internim a externim hrozbam

* Nové trhy, ekonomicka
nestabilita, offshoring a zvysujici
se regulatorni pozadavky
pridavaji na komplexité

* Organizace, které nestihaji
drzet krok se ocitaji na kraji
rostouci bezpe€nostni mezery

Rychlost zmén

Komplexnost opatreni

2006-07
2008-09 m—

Zavazinost dopadu

2010-11

2012
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. - - Boj 0 zmenseni mezery- prehled prazkumu

Spolecnosti podnikly zasadni kroky;,
aby Celily bezpec¢nostnim hrozbam a
odstranuji zranitelnosti navysenim
zdroju, Skolenimi, zlepsenim IT
governance a vétsi integraci.

Nicméné mnozstvi a sofistikovanost
hrozeb také narostla, coz
predstavuje pro informacni
bezpeénost znacnou vyzvu

Vysledkem je zvétsujici se mezera
mezi tim, co je potreba aby
informacni bezpecnost ve
spolecnostech resila a tim, na co
staci

2006 2012
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-+ Snaha driet krok s narGstem rizik

Risk landscape:
2006-2011

Recognized threats impacting the crganization

Risk landscape:

2012 and beyond
More, greater and new threats, impacting more guickly

Pouze dobre promysleny a integrovany pristup k informacni bezpecnosti, ktery
maximalizuje prinosy spravné cilenych investic pom(zZe spole¢nostem pfinést
ujisténi, Ze dostatecné chrani sva data a Zivotné dllezité informace
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Hlavni vybrana zjisteni

Informacni bezpecnost nenaplniuje ocekavani
Jen 16% si mysli, Ze zcela pokryva jejich potreby
70% je toho nazoru, Ze pokryva potreby pouze ¢astecné

Incidenty a hrozby na vzestupu
31% vidi narlst bezpecnostnich incidentl a jen 10% zaznamenalo
pokles; V roce 2009, 41% vidélo narlst externich utokd. V roce 2012,
jejich podil vzrostl na 77%

Rekce na rizika spojena s cloudem je pomala
V roce 2010 jen 30% indikovalo (plan) vyuzit cloudovych sluzeb. V roce
2012 je toto Cislo dvojnasobné. Avsak 38% uvadi, ze neucinili zddné
kroky smérem k Fizeni rizik s cloudem spojenych s cloudem

Financni vyzvy
62% uvadi, Zze rozpoctova omezeni jsou hlavni brzdou efektivniho fizeni
informacni bezpecénosti

Governance ma vliv na vse
Okolo tretiny respondentt ladi strategii informacni bezpecnosti
s rizikovym apetitem organizace a s mirou tolerance rizika. Témér dvé
tretiny nemaiji definovany formalni ramce bezpecénostni architektury

of respondents indicate that
their information security
function only partially meets
organizational needs and
improvements are underway
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Hrozby a incidenty narustaji

V roce 2009 41% respondentll pozorovalo narUst externich utoku. Jejich pomér
vysplhal na 72% v roce 2011 a na77% v roce 2012.

Organizace pozoruji narUst internich zranitelnosti. V roce 2012 témér polovina
respondentll (46%) potvrzuje narlst za poslednich 12 mésicd.

Change in the risk environment in the last 12 months

Decreasing level of risk due to: Increasing level of risk due to:

46%
6% 18%

Increased internal Increased external

vulnerabilities threats
Decreased internal Decreased external

vulnerabilities threats
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Hrozby jsou castejsi a sofistikovanejsi

S narGstem mnoistvi a ,chytrosti” utoku roste také pocet bezpeénostnich incidentu.
Témér polovina respondentl uvedla, Ze zaznamenali v predchozim roce nejméné 100
incidentd.

Number of security-related incidents in the last 12 months

0 of respondents organizations have had up to
0 100 information security-related incidents
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Priority odrazeji nekteré soucasné bezpecnostni potreby

Business continuity, risk management a zasadni transformace informacni
bezpecnosti jsou na Zebricku priorit informacni bezpecnosti na prednich mistech

Which of the following information security areas are defined as ‘'top priorities' over the coming 12 months?

Business continuity/disaster recovery 51% 19% m 10% 8%
Information security transforma?ion S0 18% “ 215% 154
(fundamental redesign)
Data Ieakage!clat_a loss prevention 29% 250 15% 12%
technologies and processes
Implementing security standards 225 235 16% 515 18%

(e.g., ISO/IEC 27002:2005)

. Se?urlng ne.w technologl.es (e.q., clloud 17% 21% “ 21% 219
computing, virtualization and mobile computing)

Identity and access management 16% 20% “ 17% 16%
technologies and processes

Security operations (antivirus
IDS IPS patching encryption) ek 20% 21% 21% 22%

Security governance gnd management (e.g., metrics 16% 18% “ 19% 22,
and reporting architecture program management)

Privacy 15% 23% 16% 20% 25%
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,Stari znami

Problémy jako rozpoctova omezeni, organizacni zalezitosti a nedostatek spravnych zdrojl
stale brani organizacim zmensovat zminénou bezpecnostni mezeru

Key obstacles to information security effectiveness

Because respondents could select more than one option, data will not total 100%.

LS

62% 56% 43% 26% 20%

Budget constraints Organizational issues  Lack of skilled resources Lack of tools Lack of support
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Problémy sladeni

NarUstajici bezpe¢nostni mezera je dale rozSifovana problémy
se sladénim strategii, kdy si informacni bezpecnost konkuruje s
jinymi prioritami managementu

» Je potireba Sirsi sladéni: Informacni bezpecnost zlstava
oblasti tazenou prevazné z IT, nez aby se stavala SirsSi soucasti
obchodni strategie.

» Zodpovédnost za Governance a monitoring: Jen 38% ma
sladénu strategii informacni bezpecnosti
s rizikovym apetitem organizace a s mirou tolerance rizik; Jen
u 5% je zodpovédnost za informacni bezpecnost svérena do
kompetence CRO (chief risk officer)

* Neexistence SirSiho strategického ramce: Témér dvéma
tfetinam organizaci chybi formalni ramce bezpecnostni
architektury, a ani se jej nechystaji vytvorit

of respondents say their
information security strateqy is
aligned to their IT strategy

of respondents say that their
information security strateqy is
aligned to their business strategy

of respondents say their
information security strategy
is aligned to the organization's
risk appetite
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" ° " Investice narustaji, ale ne vzdy v kritickych oblastech

Financovani v dllezitych oblastech stale nedrzi krok s vyzvami, véetné fizeni hrozeb a
zranitelnosti a bezpecnostniho testovani

Compared to the previous year, does your organization plan to spend more, spend relatively the same amount or spend less
over the next year for the following activities?

Securing new technologies 55% 39% 6%
Business continuity/disaster recovery 47% 46% Th
Data leakage/data loss prevention 45Y% 49% 6%

technologies and processes
Identity and acc_ess management 42% 52% 6%
technologies and processes

Security awareness and training 38% 56% 6%
e lnformatlonse Cuntv rISk manag eme nt ,,,,,,,,,,,,,,,,,,,,,,,,,,, 36% ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 59% ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 5%
B PP Securlwmstmg ........................ 3 4%58% ............................................... 8%
e e e e e Securltvoperahons ,,,,,,,,,,,,,,,,,,,,,,, 34%59% ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ?%
ORI Secuntvgovemameandmanagement ....................... 3 2%62% ................................................ 6%
N T hreatandVumerablhtvmanaqement31%64% ................................................. 5%

technologies and processes

Utratime vice Utratime stejné Utratime méné
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Zranitelnosti na vzestupu

Smésice neintegrovanych, komplexnich a ¢asto nestabilnich obrannych mechanism
vytvari vyrazné bezpecnostni diry. Organizace maji vzristajici tendenci pouzivat
prechodna a nahradni feSeni. Prostredi a procesy jsou pak nekonzistentni, obtizné
testovatelné a slozité na provoz, udrzbu, aktualizaci a monitoring.

Témeér tretina respondent( uvadi, Ze mnozstvi hrozeb a zranitelnosti v jejich
bezpeénostni architekture v poslednim roce vzrostlo, zejména kvuli zastaralym
kontrolnim mechanismim

Number of attack and penetration tests conducted annually

56%

of respondents only of respondents
conduct between one don't conduct any
and ten attack and attack and penetration

penetratiolr: tests tests at all
annually
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" - Chybejici strategie informacni bezpecnosti

Mnoho organizaci uznava dullezitost informacni bezpecnosti a vénuje zdroje na
zlepSeni v této oblasti. Stale je ale dost také téch organizaci, které v tomto sméru
nevyvijeji zadné usili.

Vyraznd cast respondentll nemad vypracovanu strategii informacni bezpecnosti,
program sledovani hrozeb a Zddnou miru ujisténi o zplsobu fizeni informacni
bezpecnosti u svych dodavatell

Information security strategies
0 of respondents do not have an
1 /0 information security strategy

0 of respondents have no threat intelligence
(0 programin place
0 of respondents do not ensure that external
17 /0 partner, vendors or contracts are protecting
their organization's information

0 of respondents do not assess the efficiency or
0 effectiveness of their information security program
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. :Vyuiitl' cloudu — dychtivost i nejistota

Zpracovani a ukladani dat v cloudovych resenich se rychle stava
preferovanym reSenim pro podporu iniciativ jako je inovace
dodavatelskych retézcl, aktivnéjsi zapojeni zakaznik( nebo
zvyseni zameéstnaneckych inovaci. Pohotové, rychlé a levné —
vetSina organizaci si uvedomuje, Zze se musi adaptovat, nebo
ustoupit konkurenci

V roce 2010, jen 30% of organizaci
uvadélo, Ze (planuji) vyuzit cloudovych
sluzeb. Tento podil vzrostl na 44% v roce
2011 a dalsi rok na 59% - témér

dvojnasobek.
of respondents say they have
not take any measures to Ale mnoho jich priznava: usili vyporadat
mitigate the risks of using L. . e,
cloud computing services se s riziky cloudu je minimalni, nebo
zadné.

of respondents say they are
currently using or planned to use
cloud computing services

of respondents say they are
currently using or planned to use
cloud computing services

of respondents say they are
currently using or planned to use
cloud computing services
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" *Socialni meédia: sanci i rizik co hrdlo raci

Vsudypritomnd a nevyhnutelna, socidlni média méni drasticky zplsoby podnikani mnoha
organizaci. Ale 38% organizaci nema koordinovany pristup k vyuzivani socialnich médii,
coz vede k promarnéni mnoha Sanci, Ci

potencidlnim bezpecnostnim incidentim, které mohou znicit znacku/dobré jméno takrka
pres noc. Nejcastéjsi taktikou respondent( je jednoduse omezit pristup na stranky
socialnich médii — coz je pravdépodobné neefektivni, kdyz vétSina zaméstnanctl ma k
dispozici vlastni zarizeni a ma pristup ke korporatnim sitim témér kdykoliv a odkudkoliv.

How does your organization address social media?

® ¢
. “
We have a coordinated We do not have a We have a coordinated
approach led by a coordinated approach approach led by the
department other to address social media information security
than the information department

security department
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Lo Mobily + tablety = rizika v pohybu

Analytici predpokladaji, ze v roce 2016 bude na svété10 mld. mobilnich zarizeni s pfistupem

na internet — vice nez jedno zarizeni na kazdého obyvatele planety.

Mnozstvi tablet( vyuzivané pro podnikani se béhem roku 2012 zdvojndasobilo. 44%

organizaci umoznuje pouzivat firemni, ¢i soukromy tablet.

Which of the following controls have you implemented to mitigate the new
or increased risks related to the use of mobile computing including tablets

and smartphones?

Policy adjustments
Increased security awareness activities
Encryption techniques

New maobile device management software
Allow the use of company-owned devices, but
disallow use of personal devices

Governance process to manage
the use of mobile applications

Architectural changes

52%

40%

40%

36%

34%

31%

24%
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Otazky do publika

Myslite si, Ze bezpecnostni mezera (rozdil mezi tim, co délate a tim,
co byste méli délat) se zvétsuje nebo zmensuje?

Jak vite, ze jsou vase limitované zdroje zameérené na oblasti
a iniciativy kritické pro uspésné rizeni informacni bezpecnosti?

Jaka zlepSeni jste provedli v oblasti procest a funkci
v informacni bezpecnosti; a jaka zlepseni jsou stale potreba?

Charakterizovali byste tyto zmeény jako evolucni, nebo revolucni? Do
jaké miry vas tyto zmény do budoucna pripravily na fizeni novych
rizik?

Jste v oblasti informacni bezpecnosti vice nebo méné sebejisti ve

srovnani s dobou pred jednim rokem? A ve srovnani se dvéma, tremi
lety nazpatek?
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Lo Priloha: O pruzkumu
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Ernst & Young’s 2012 Global Information Security Survey

1,863 respondents
from 64 countries

Survey participants by geography

20%

11%

23%

EMEIA

Americas

Asia-Pacific
® Japan

46%
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Ernst & Young’s 2012 Global Information Security Survey

Survey participants by industry sector

Banking and capital markets 358
Insurance 154

Technology 148
Government and public sector I 130
Diversified industrial products 121
Consumer products I————— 121
Retail and wholesale 96
Telecommunications I 79
Media and entertainment | 64
Real estate I 57
Professional firms and services | 56
Power and utilities N 56
Automotive 49
Oil and gas — 41
Health care | 41
Asset management N 38
Chemicals | 37
Life sciences N 33
Transportation 32
Mining and metals N 29
Provider care | 15
Aerospace and defense 15
Airlines 12

Private households | 2
Private equity | 2
Other 50
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Ernst & Young’s 2012 Global Information Security Survey

Survey participants by total annual company revenue

Less than $50 million 326

$50 million to $100 million I 167

$100 million to $250 million 169

$250 million to $500 million I 172

$500 million to $1 billion 178

$1 billion to $2 billion I 170

$2 billion to $3 billion 86
$3 billion to $4 billion N 50
$4 billion to $5 billion 42

$5 billion to $7.5 bilion I s1
$7.5 billion to $10 billion 48

$10 billion to $15 billion I 65
$15 billion to $20 billion 30

$20 billion to $50 billion NN 0
More than $50 billion 66

Not applicable (e.g., government, nonprofit) _ 126

$ = US dollars
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Ernst & Young’s 2012 Global Information Security Survey

Survey participants by position

Information technology executive 347
Information security executive | 271
Chief information security officer __ 249
Chief information officer | 226
Chief security officer __ 70
Internal audit director/manager | 63
Chief technology officer __ 55
Network/system administrator | 40

Business unit executivel/vice. ._- 30
Chief operating officer | 21
Chief risk officer [l 9
Chief financial officer | 8
Chief compliance officer _l 6
General counsel/legal department | 1

Other I 440
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Dékuji za pozornost.

PROSTOR

s PRO OTAZKY

Lukas Mikeska
Ernst & Young
lukas.mikeska@-cz.ey.com




