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Zpracovani pokrocilych utoku
(Behavioralni analyza aneb Co se nam to tu vlastné déje?)

Michal Drozd
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Néeco z tisku ...

Hacking & Malware business

= Medialni kauzy
RSA, Sony, Shady Rat, LM, ... SRS -
OTE, Leti$té Brno, MPSV, ... IT Securi

SECURITY EDUCATION

ACTA A helping hand in the battle against cyber crime

Toronto SecTor conference aims to help IT professionals protect their companies from latest in computer security threats
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APT a nové techniky.
Zero-day exploits, personalizace.
Signature resistant.
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Uroven zabezpeéeni.
Uroveni utoénika.
Specifikace aktiv.

= Banking
Telco

Industry

Logistika
Government

Citat: ,Celé valecnictvi stoji na podvodech”,
Sun Tzu, 500 pr.n.l
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Vektory utoku

Vektory napadeni

= Vnegjsi perimetr
= Sluzby
- Web
- VPN

= Vnitrni sit

= Uzivatelé
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Efektivni zpusoby napadeni

Vnéjsi perimetr. Usivatelé
Intranet. = Trojanizace
= Web Web.
Data Injection. Medialni soubory.
Zero-day exploits. Socialing.
Passwords.
= B&2né sluzby
Passwords. i -

15% -

16%
1% ,
Zero-day exploits. ™ , % = f - l
0% I N I . . I |

Spyware Botnet  Clickjacking Existing ~ Existing SQLinjection Zero day
attacks software  software attacks

vulnerability vulnerability
<3months >3 months
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Signatures based 9 @ peticls meates K g

o k KAIPIRJICY 4 m = ‘
u Ant|V|r (rO 1988) ‘AVG GGA H‘\NDI: jiAhnLab Av%z @ "\"af.'&” v
= |IDS & IPS (rok 1985) e N 1M s’y 2y
. @webroot WG WM @ppdender T VICAfEC ’Symantec"
Signatures free

= SIEM, DLP, Web security.

= Firewall

= Behavioral analysis based
NBA - Network Behavioral Analysis (2002)
ADS - Anomaly Detection System (1998)

Nedostatky

MMMMM
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Zpusoby obrany

= Rozdéleni detekce utoku pro jednotlivé technologie

Security as
a Service

/H/ APT, Zero-Day attacks &

Network polymorphic malware, etc.

Behavior Analysis

» Attack Patterns

<X
€~ malware, etc.

NN A Filtering, XXS
N B2' SQL Inj, etc.
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IDS &IPS
Web Security



NBA - popis technologie

Detekce na zakladé statistickych metod

Designoveé cile
Chranit klienty Predikovanim a Diagndzou
utokt/anomalii
Zbavit se zavislosti na signaturach
Zalozeno na analyze sitovych dat (netflow, dump)
Nabidnout inteligentni pohled na velké mnozstvi dat
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Princip detekce — komunikace malware

Vysledné spojeni obou grafu
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AdvalCT — FlowMon ADS

Arbor Networks — PeakFlow X
Cognitive Security - Cognitive Analyst
LanCope - StealthWatch

McAfee — NUBA & NTBA

Plixer — Scrutinizer & Flowalyzer

Q1 Labs (IBM) - QRadar

RSA - NetWitness

15. Unora 2012 SECURITY 2012 :::



AdvalCT

FlowMon ADS
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Coginitive Security

Cognitive Analyst
Ocenéni Ceska hlava 2010 za pfinos v Al
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NetWitness
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Dulezité vlastnosti

Detekcni metody

= Zalozené na pravidlech

= Zalozené na umeélé inteligenci
Klasifikace provozu

= Klasifikace pouze anomalii

= Klasifikace celého provozu
Moznosti nasazeni

= Dodany HW

= Vlastni zdroje
Ostatni aspekty

= Prehlednost GUI

= Jednoduchost nasazeni

= Cena licence a doplnkd (HW sondy
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Zaverem

S NBA jsme zacali v roce 2010

Velké mnozstvi zkusenosti
= Bryle do vnitrni sit
= Relativné jednoduché rozhrani, nutny skill (puska)
Velmi pozitivni vysledky
= Detekce
APT
Rada kompromitovanych zafizeni
Utoky ve vnitini siti
Dohled nad uzivateli, outsourcingem a procesy

NBA je nutnou soucasti kvalitniho monitoringu
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Cisco 2Q11 Global Threat Report

“[lf] you’re not seeing APT attacks in your
organization, it is probably not that they are
not occurring or that you’re safe. It’s more
likely that you may need to rethink your
detection capabilities”

= [Cisco 2Q11 Global Threat Report]
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20. rocnik konference o bezpecnosti v ICT

Dékujeme za pozornost.

PROSTOR

s PRO OTAZKY

Michal Drozd
AEC, spol. sr. o.
michal.drozd@aec.cz




