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Top current trends

1N malware

1. Advanced Persistent
Threats

2. Proliferation of
advanced attacks

3. Professional black
markets for higher
malware efficiency

4. Polymorphic malware

5. Mobile malware
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Top Securitv Breaches

Malware (i.e., viruses, worms, botnets)

I 75
I, 567
Phishing

I 6%
i

Operating system vulnerabilities attacked

I 3 1%
I 31 Mobile applications intrusion
+ I 10%
Theft of computers or storage devices 0
I 0" ————
I 33 Website vandalized or site content manipulated

I 0

Web/software applications exploited

I ¢ I 15%
I 3 5% Physical break-in

. . | B
Denial of service - I 0

I 23 %

Database/content/data management system compromise
I 197
I 26 = 2011

M 2010

Trafficking in illicit materials/illegal data
| B
I 15
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= %*Given enough time
any single organization™ - Verizon

Average Web attacks per day

criminals can breach virtuallye
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Advanced persistent threats

“In looking at computer systems of consequence — 1in
government.: (Congress. at the Department of Defense-
gerospace, companies with valuable trade secrets —

we've not examined one yet that has not been infected
by an advanced persistent threat.”

Mike McConnell. (NY Times. Feb 11l. 201l2)
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Advanced Persistent

“"The key to these

intrusions 1s that the
adversary 1s motivated
by a massive hunger for

AﬁéMb%@nd intellectual

property"

“"LIfl] you're not seeilng
APT attacks 1in your
organizationa 1t 1s
probably not that they
are not occurring or
tHatipgu’re safe. It's
e mlkely that you may
ﬂ%ﬁ%c§% rethink your
detection capabilities.™
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All TITndustry Sectors at Risk

U.S. Federal
Government

Ll.5. State
Government

U.5. County
Government

Canadian
Government

south Korean

Government

Vietnam
Government

Taiwan
Government

=3

—

Construction/

Heavy
Industry

Steel
Industry

Energy

Solar Power

Ll.5.
Government
Contractor

United
Mations

Indian
Government
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Electronics
Industry

Computer
Security

Information
Technology

Satellite

Communica-
tions

News Media

Information
Services

Communica-
tions

3 Defense 13 Real Estate 2 International 5
Contractor Sports
Accounting 2
2 Industry Economics/ 2
Trade
Agriculture 1
2 Think Tanks 2
Insurance 1
International 1
LL ] Government/
...ever‘y Company iNg| Economics/
every conceilvable Trade
industry with Political 1
Non-profit

significant size &

valuable intellectual Us-National 1

Security
property & trade Non-profit
secrets has been
compromised (or will
be shortly)..m - SECURITY 2012 :
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Advanced Persistent Threats

Strategically motivated

= Compromise of specific
info & processes

* Confidentiality -
Intellectual Property
(IPR) compromise

" Integrity
e ITndustry processes
 Trading systems

Targeted
= Single/few targets

= Original
malware/exploit/attack
techniques

* Unique proxy/com-.
channels

" Professional infiltration
(social engineering. web-

emfslbﬂor%%’té‘ess partners) SECURITY 2012 :
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Modern malware operation

Infector Sites

: Dropper 5ite Update Site CnC Site #1 CnC Site #2
al _,‘]I
le _." &
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APT Impact: JSF

“.Before the intrusions were discovered nearly three
years aqgo: Chinese hackers actually sat in on what
were supposed to have been secure. online program-
progress conferences. the officials say..”

"Defense analysts note that the JSF's information
system was not designed with cyberespionage: now
called advanced persistent threat. in mind. Lockheed
Martin officials now admit that subcontractors (L-48
in 2009 alone. according to company officials) were
hacked and *“totally compromised.-"” In fact. the
stealth fighter program probably has the biggest
“gttack surface’” or points that can be attacked owing
to the vast number of international subcontractors-’”

15. Gnora 2012 Aviation Week: via- LR(RA9%0959;



Getting there:

March

“11L: RSA

Compromise

“Our investigation also
revealed that the attack
resulted in certain
Information being extracted
from RSA’s systems. Some of
that information is
specifically related to RSA’s
SecurI) two-factor
duthentication products..’”
“.this information could
potentially be used to reduce
the effectiveness of a current
two-factor authentication
implementation as part of a
broader attack-.-"” RSA/EMC SEC
filling

April: L3 compromise
discovered:

ol W ol

RSA (Case Study

Lockheed Martin:

“Unknown hackers have broken
Into the security networks of
Lockheed Martin Corp & several
other U-S. military
contractors’”

“They breached security systems
designed to keep out intruders
by creating duplicates to
"SecurID” electronic keys from
ENC Corp’s (ENMNC-N) (Reutersa
May 27)

Raytheon/Boeing:

= _Immediate companywide

dactions in March .. "As a
result of these actions-
prevented a widespread
disruption of our network."
he said-

Boeing [..J had a "wide
range” of systemCURITOIATE)

r~ A tFAaA~F oS~ PP AIAN

we


http://www.reuters.com/finance/stocks/overview?symbol=EMC.N

RSA: Conclusion

Together.: the attacks suggest the RSA
intruders obtained crucial information
— possibly the encryption seeds for
SecurI) tokens — that they’re using 1in
targeted intelligence-gathering
missions 489ainst sensitive U-S-

targets-
Wired. May 2011
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US Chamber of Commerce

“.But the scope of the problem is illustrated by an
incident at the United States Chamber of Commerce in

2iil.

The chamber did not learn that it — and its member
organizations — were the victims of a cybertheft that
had lasted for months until the Federal Bureau of
Investigation told the group that servers in China
were stealing information from four of its Asia
policy experts. who fregquent China- By the time the
chamber secured its network.: hackers had pilfered at
least six weeks worth of e-mails with its member
organizations.: which include most of the nation’s
largest corporations. Later still. the chamber
discovered that its office printer and even a

thermostat_in one of its corporate apartme y
cri 1P W 2Ue g with an Internet addr'eggaf&?qsmz



APT Detection and Containment

« Select target, budget
« Operational & Tech planning

+ Deliver the exploit coddi =i

* Infiltrate targeted syste@NEEFAIaN Massive Virtualization-
remote execution of
suspicious fileshs
behavioral inspection

- FireEye

« Gather confidential data
o= * Integrity compromise

Network ¥ _

* Report the results Behavior | “IEUsm% NetF%ole.:. .

: I ERRVEEESEN security professionals

ability to spot
T intrusions and other

* Remove all traces potentially dangerous
e Remove itself activity. (Cisco)

' - Cognitive Securitya

RSA-. Damballa-..
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Line X

Farwell program

Line X - targeted
technology ‘“transfer”
program managed by KGB to
steal western technology

Closing approx. 10 years
gap in application of
research results
Analogous to current
Asian-country originated
threats

CIA/NATO activity
countering 19807s APT

Targeted disinformation
and deception

Biggest-ever non-nuclear
explosion credited to

ro r‘éarn https://www-cia.gov/library/center-for-the-study-
P 1%. unora 2012

of-intelligence/csi-publications/csi-
studies/studies/9kunclass/farewell.htm
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Trend:
" Increasing size of

network warfare units
non=-NATO militaries

Results in mass of
trained professionals

1 i "l""'{nﬁ CitadEITif . CP :: Summary statistics
EEA 3 Unlversal Spyware System ~ew~ §

rrrrrrrrrrrrrrr
GMT date: 27123011 Total reports in database
GMT time: 19:32:48 Time of first activity

Statistics:

Total active bots in 24 haurs:

Minimal | version of f bot
Maxima | version o if bat.

& Bots
[ Seripts Current hotnet:  [A] ~|  >>
Reports:
SSSSS
[ ] Seamh in etacase Actions:  Reset "New bots”

Malware frameworks:
From code libraries to

malware—-as—-a-service
model

= Support- ticketing-

charrmgeéemirackh2.

in

on

Widespread
sophisticate
d malware
used by
‘*common
criminals™

Improved
malware due
to better
revenues

Perimeter
defenses
less
effective

Antivirus is
ineffective

Coping with
increasiln
variety o
original
malware

A 4
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Malware Customization Over Time

60% 59%

50% 54%
40%
30% 28%
9
20% 21% 24
10%

0%
2005 2006 2007 2008 2009
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Top Attacks

Hacking 50% / 8%%
Misuse 17% 1/ 1%
Social 11%/ 1%
0% —
60% —
mmm Malware 50% —
Hacking 40% —
Social 0% —
Misuse —
109 —
= Physical 0% _l}l'-‘—-_—g | m— | :=H|_
_— Frror 2005 2006 2007 2008 2009 2010

@ Fryvironmental

% breaches / % records
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Ffficient Black Markets

Global technology base

" Exploits~ malware-
software frameworks and
resources are developed
and shared globally

* High technical qualitya
functional
specialization. global
competition

Local targeting &

exploitation

= Botnet operations
information harvesting
from exploited P('sh
information dissemination
1s performed locally

Monetization through
handssoff mapkets

E Risk minimization for kev

Impact

1.

Increasing technology
level defined by
global competition

- Specialized. local

command & control
structures for
specific exploits

- Increasing competition

between the attackers:
botnets attacking each
other. lawsuits...-

SECURITY 2012 ::



Black market example

Virus Writers Website Masters/Crackers

Trojans & End\ /

Detection Service $$% Website Traffic

Envelopes Stealers
SSS T ¢ Envelopes

Virtual Asset Stealers Underground
SSS _T_i\/mual Asscts Black Market

Players Public Virtual i
Asscrt Markct
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Polymorphic malware

Polymorphism: self-
modification of malware
during lifetime

Syntactic polymorphism
= Packers. obfuscation:

hiding from detection by
IDS/IPS and AV

Semantic

= Modification of the
malware behavior at
runtime

= Managed by (2. upgrades

= Result of environmental
conditions and local
decision
o Stuxnet
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Use of genetic

programming/algorithms

to:

= Learn the evasion
techniques from
individual IDS instances

= Tdentify novel exploits
by fuzzy testing-like
approaches

= Research & government
AACTAGL
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oplle Necurity urrent
S

Future Threat

Mobile devices hold a
rich set of personal
information:

= | ocation details

" browsing & call history

" contact lists & phone
numbers

= SMS. email & Facebook
= Calendar details

= Stored Passwords in clear E £ 2 &8 &= 3 2 £ 2

U oW w5 Ex 6 9= 2 9=

text Tz 3 3 B2: 8 3 8

= Premium-rate calling £ g & 8 Sp 2 3 g %

Internet Access remains 848 = E
a large vulnerability |2
hole £

Up-In-Coming Threats

" Micro-payment :
vullmetatiPities SECURITY 2012 ::



ecurity

enges

Recent Issues..

Policies that don't

iphone '-'-Root_kitting“ make business sense
e Bypassing device security Policies nat implemented propery
Theft of smartphones. & .
Policies not implemented
ta b 1 ets properly by data centers, operations
] 1 b f polici
e SenSItl\./e Eecor‘ds | (eq. onda?mn%;gcﬁng%gﬁ;
compromise
. . Device access into
Spoofed ActivelSync policy l corporate network
a p p S Unknown, unathorized, unmanaged
. Re Or‘tin h]_ her‘ Secur'it mobile devices accessing net
p g . g y Data loss due to theft of mobile device
than what 1s actually (other than laptop)
aval ]' d b ]' e Unautht}riz?d data dﬁri%ulipm
Llco_minglingn L rom mobile device
» Mixing private & [ Efasnse,
cor p ora t e d d t d Data loss due to inadvertant loss of
|V| a 1 ware mobile device (including laptop)
» Stealing data & bandwidth Data o due to
e Uncertified apps with
malware

e Capturing info &

f qEw@RstaD12
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Developer creates
"? a games called
Maonkey Jump.

lgl - Developer uploads
) | "
r, game to Android

Market

- Malicious Developer
&t | uploads game to 3rd
party app store.

A

Android

Markeat

= Malicious Developer takes
- E-!EIH imate garme and
repackages it with malware

Malicious
Developer
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IR0 FARTY AFFS.

[ i
3rd Party
App Store

E | User downloads game
- with mabwars.

End User

Send location

Send contact info

Send and read 5MS messages
place phong calls

Silently download files

Launch web browser

And more...

i

TicTacToe

@lookout
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APT and Mobile Security

“ITf a company has significant intellectual property
that the Chinese and Russians are interested in. and
you go over there with mobile devices: your devices
will get penetrated.” said Joel F. Brenner . formerly

the top counterintelligence officigl in the office of
the director of national intelligence-

NY Times. 11-2-201C
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Conclusions

Modern threats are
immune to reactive
defense posture:

= AV, IDS. anti-malware-
D _—

Protecting company’™s
business operations
instead of the network

15. unora 2012

Security teams need to
adopt to a more
proactive. forward
looking approach to

Based on i1nitiative and
business relevance
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