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Lo Od slavy ke zlocinu

Halloween.1376

Virus napsany specialne pro inzenyra ZAKA ze SPS
kkkkkkkkkkkkkkkkkkk
Nepodlehejte panice, mate nakazeno jen par souboru...
(c) 1993 11.A 1988
Tak a ted si vyzkousime treba: RESET
Kdyby kazdy nespokojeny student
napsal virus, tak v nasich skolach by
ani jiny software nekoloval a McAfee by se divil...

Nesedte porad u pocitace a zkuste jednou delat neco rozumneho!

kkkkkkkkkkkkkkkkkkk

Il Poslouchejte HELLOWEEN - nejlepsi metalovou skupinu !!

15. Unora 2012 SECURITY 2012




Od slavy ke zlocinu

Ransomware, falesné AV produkty

Threat found

OnacHocCTb!

1 yrpo3 HangeHo

dann:
C\WINDOWS\KB888113.log
Yrposa:
Backdoor.Win32.Smabo.rh

YpoBeHb pucka: Kputnyeckun
Twun yrposbl: Virus

3

BosmMoOXHbBII Bpen:
! Bawwu naponu U HoMepa KpeauToK ManyT BT YKpageHel 30
i Bawa nuuHaa MHpopmaura MoKeT BbITe YKpageHa, yaaneH

! Baw IP 1 Baw MK MonyT BeITe MCNONB30BAHLI XaKepamu 4na
{pacceiNka cnama, aTaku, ¥XpaHeHWe HeneraneHOro KOHTeHTa, pa

WrHopupoeate

@ Antimalware Doctor
@ Antimalware Doctor
Help protect your PC

\p:‘)l! Security status
/:) System scan

“ Check for updates

‘f} Setfings

UNLOCK
FULL VERSION|

easy one-click registration

ol

System scan

Scan & fix Your computer

Scan type: @ Quick € Deep € Select Folder € Memory Scan

l _I Pause Stop
Threat Name ] Type \ Description ‘ Threat Level |
Advertising.com Tracking coo... Iwon'tcallasavedIPin... Medium
Phonerdial Dialer The dialer connects to ex... Medium
WebEntrance Hijacker High
SpyCapture Keylogger Can't be found on websit... High
Process Guard Killer 2 Hijacker This program disables kn... High
Mansion.Casino.PT PUPS This online casino uses t...  Medium
InterFun Dialer Upon clicking 'enter’, a wi... Medium
Ad-Protect Malware Ad-Protect pretends to b...  Medium
Probot Keylogger Stealth, password protec...  High
CooliiWwSearch.WinRes Hijacker Part of the CoolWwW\Se...  High

rScan proce:

) ) Remove Threats
Currently scanning: File System

Current object:

C\MWINDOWSsysterm32ymsdtctm.dil
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Od slavy ke zlocinu

Malware pro mobilni zarizeni

il @ 8:04am

[Voice Changer Israel
(4. 7.V 4

ACALL

[192021 72W 0DN2NN DK Vay
7A1NY N¥IN 190N N'ND
(D] |12>0n 190N
T PR ——— 012 - izraelsky mobilni operator
TNONAI I YIp ‘ 40 - predcisli volané zemé
591 @ 900720674 - prémiove Cislo

PINNNI NI2A 21p o

NI INIY B I NINDAD 2PN NKNINY2 T 9YIN2Y N2 anein 2nna

localCbject = new Intent ("android.intent.action.CALL", Uri.parse ("tel:012409800720674%2C" + str + (5tring)locallbject)):
Toast.maketext (this, 2131034123,1).zhow():
startfctivicy((Intent)locallbject):
return;
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Od slavy ke zlocinu

Botnety, kradeze bankovnich uctu, loginu
Cilené utoky

zniku

Sony Hacked Again; 25 Million
at Risk

Malware Duqu napada tovarny. Jde o

vynosny business
25. 10. 2011 6:25 Pavel Cepskyj
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Hacktivism

15. Unora 2012

» ACTA

ACTA stavi zajmy vybranych medialnich korporaci ned prava ¢lovéka. Kvuli ochrané
dusevniho vlastnictvi vybiranych subjekti se my vSichni musime vzdat ¢asti svych

prav.

Pyviree

iCrypt = $50
iCrypt + NI Pat = $69
iCrypt + POE Stealer = $69
Pat+ o+ PNOE S+enler = $85
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STARTUP

Christo93’s

Youtube account shop

You Tuhe

v Starting from $8 per -
e é 100 accounts
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ANALYTIK - PROGRAMATOR

OTRQCI ZA JIDLO, SATY A VZDUCH

Koobface botnet master
Nikolaevich Korotchenko - http://ddanchev.blogspot.com
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Kdo ?

Script kiddies

= Minimum vlastniho kodu

= Recyklace hotovych reseni
= VB6, .NET

= Cena: radove desitky USD

Profesionalovée

= Robustni a sofistikovany malware

= Znalost kernelu OS, MBR, rootkit technik
= Botnety s C&C

= Cena: radove stovky az tisice USD
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Kdo ?

A co AV spolecnosti ?

= Strach jako marketingovy nastroj

= Konkurence

= Prevod a legalizace ziskanych prostredk

Globalni, decentralizovana distribuce malware
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= Jak ? Hack3r$ - |-]4(]{3°$

Chci psat malware, ale nevim jak...

. Where to start for making a crypter?
aloush5000

- Leave Start-up to the RAT or the Crypter? (12)
67-bit

Wanna start coding and make a crypter?
triangle.

How do I start making a crypter,booter.
IBluei
can i use the server start up instead of the crypter's startup?

x-daly-x

Can anyone help me to start making a Crypter?
GoldEden
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Nastroje

Star Crypter Public Yers S ScanWa tﬂh

To:

@ [hew) Copy and inject bo: ;| 32 + B4 bit ScanWatch is a brand new senvice offering
- you...

Online Crypting

Startup [Mow p

@ Uze Cropter Startup [Very Stable]

CRYPRISALEILE

B intivh and Sandboxie [l Hide File

B Custom Anki d

Crypting using 3rd Party Crypters!

Crypt
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Exploit Kits (Blackhole, Phoenix)

Victim Countries Host Countries

United States

United Kingdom

Italy

Germany

Russian Federation
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% of Detections by Country

17.75

1z.30

11.4

o
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% of Detections by Country

United States 21.57
Russian Federation 2145
Germany 1622
Metherlands ﬁ
Ukraine EE

1-5of 115 | » »
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Zakoupeni zdrojového kodu

Zakoupeni botnetu

Enderecoldtual := 0;
EnderecoMax := high (DNS) :

ChromeFile := GetAppDatalir + '%' 4+ 'SQLite3.dll':
1f RootKITBuffer <> '' then
begin

MyHideProcess;

WriteZReg (HKEY CURRENT_USER, 'SOFTVARE\ Microsofth', 'PIDprocess',
MainMutexRootKIT := CreateMutex(nil, False, pchar (MutexRoocKIT)):
StarctThread (#StarcRootKIT) ;

end;

StarcThread (StarcMailSend) ;
StartThread (RVerificarConexao) ;

f/ aqui eu 6 deixo algumas senhas prontas...
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Kde ?

Neanglicky mluvici zemé
= Brazilie
= Cina

= Zeme ruské federace

Anglicky mluvici zemé

15. Unora 2012 SECURITY 2012 :::



SECURITY 2012 :::

20. rocnik konference o bezpecnosti v ICT

Dékuji za pozornost.

PROSTOR

e PRO OTAZKY

Ondrej Novotny
AVG Technologies CZ, s.r.o.
ondrej.novotny@avg.com




