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SIEM a rizeni bezpecnosti

LOG — MS Event

SIEM

LOG - Syslog
Log _
management QQ Parsing
LOG - Text file
LOG - String stream Taxonomy
Correlation
Zakladni problémy: ) p—
ontext data

=  Kazda udalost je identifikovana pouze IP adresou.
= Kazda dopliujiciinformace k této IP adrese musi pochazet z
a5 . - Escalation
davéryhodného zdroje. Problem
*  Neexistuje dlivéryhodné propojeni mezi virtualnim a redlnym
svétem, ve kterém je provozovan informacni systém.

Incident

=  Pfipojena zafizeni mohou mit vice sitovych rozhrani nez jednu. Evaluation

Otazkou je:
= Jak rychle a spravné identifikovat problém v informacnim systému
s jeho korektnim prifazenim k prisluSnému spravci pro efektivni
reSeni?
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SIEM a jeho provoz

Kontextova Provozni
data monitoring

Log Manhagement

SIEM ‘

15. Unora 2012 SECURITY 2012 :::



Nasazeni SIEMu
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.-+ 2006 — bezpeénost v PPFB

Audit CNB v
roce 2005 Security v PPFB
e Zavedeni IT Security e Ridi, ale nevykonava
e Pozadavky na e Provozuje SIEM a
monitoring dle Log Management

ISO/IEC 27001 z
pohledu CNB
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Lo Pozadavky na SIEM

Pozadavky na SIEM

= funkce Log a Event Management

= korelace bezpecnostnich udalosti

= Monitoring change/config management

Kritéria pro vybér

= pristup dodavatele

= uzivatelsky konfigurovatelny produkt (3 lidé v BIS)

Vybrano
= Trustwave SIEM-OE ‘
= tym Petra Jankovského ‘
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e Analyza (1 mésic)

* Implementace (vstupy,
korelace, skoleni) (4
meésice)

e Annual Care (1 rok)

e Servisni podpora (OMD
pro rozvoj)

15. Unora 2012

e Trustwave SIEM-OE 5.2.1
(TCO)

e SIEM vs provozni
monitoring vs Log
management

e 80/15/5
e Maintenance 15%

e Cena: 3,5M K¢ (produkt
+ maintenance + prace)
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Zhodnoceni SIEM

e Prehled nad BISa IT

Vy:hody e Funkce SIEI\v/Iu jak pro BIS tak pro IT, ale i business
e Spokojené CNB©®©

e Metriky pro méreni bezpecnosti

e HW — 6GB RAM, 4x CORE

e SW — cena za licenci

e SIEM vs Log Management

e SIEM bez korelaci ,,out of the box” a alert managementu

Nevyhody

¢ Interni ¢lovék na 60%

Néklady e 3,5M KC za implementaci

e Pozadavky na interni zdroje nejen BIS ale i IT
e HW - 2ks server po 100k
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Disaster Recovery
&
Log Management
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2008/2009 — Zmény

e Nakup externich sil
e Support + Enhancement (60k K¢ mésicné)

SIEM-OE 5.7.0

e More tunning, less configuration

Nulovy rozpocet
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Lo Pozadavky

SIEM vs Log Management
= Upgrade SIEM
= Archivace 10let a opétovné zpracovani
= Jednoduchost, prehled, spolehlivost
= Minimalizace vypadkU sbéru

Disaster Recovery
= BIA pozadavek — 1h
= DR vs High Availability
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Dve lokality
Active/Active

15. Unora 2012

Analyza prostredi

SAN
mirroring

SIEM na dvou serverech
v jedné lokalité

Windows TXT
SNARE LogSender
agent agent
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Log Management

Syslog-ng PE (300k KC - HA, 150 IP adres)
Archivace ’
= syslog-ng filtry
= |ogrotate

" gzip

Relay — TCP, TLS

Licence - agent pro win/linux a relay (cache)

Jedinny agent pro sbér (txt, evt, multiline) logu
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Disaster Recovery

= SIEM - boot from SAN
“ High Availability syslog-ng PE relay

2X server pro 2X server pro
DR SIEMu RELAY SAN

(no HDD, (RAID1], LUN prostor —
8xCORE, 16GB 4xCORE, 4GB 400GB
RAM) — 180k K¢ RAM) — 50k K¢
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Upgrade SIEM

Verze 5.7.0

= Alert Management & notifikace
= Korelace

Jedna instance/server
= management

= moznost DR

= zaloha

Health Monitoring
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Zhodnoceni

Nova verze + support smlouva: interné 5—10%
Nezavisly log management

Licence: DR != High Availability

Syslog-ng Agent for Win — TCP, buffer, TXT

Bez supportni smlouvy nelze SIEM v 1 osobé rozvijet
Vyhledavani & linux knowledge (find, grep, cat, cut,...)
\[EAY1 (oo )Y o Expirace/Archivace zaloZend na skriptech

DR vypadek vyZzaduje manualni start druhé lokality
provozni monitoring je soucast SIEMu
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Zhodnoceni - naklady

¢ 5-10% interniho cloveka
e 50 - 60k KC mésicné support

e 15% - rocni maintenance

7 e HW SIEM: 2x server po 90k K¢ (soucast IT
Naklady R

e SAN diskovy prostor 400GB

e Syslog-ng PE v HA pro 150 adres: 300k Kc
e HW RELAY: 2x server po 50k Kc
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Log Management li
&
Provozni monitoring
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Pozadavky - 2011

Logy jak pro bezpecnost taki IT

= Weboveé rozhrani

Archivace
= Automaticka expirace bez skriptu
= Sifrovani logl

Indexace — rychlé vyhledavani

= Snadné nalezeni problémové situace
= Snadné DRILL-DOWN sledovani anomalie

Nezavisly provozni monitoring
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Log Management I

Upgrade syslog-ng PE -> Syslog Storage Box (SSB)

= HW appliance (16x core, 24GB RAM, 1TB RAID1,
redundant power)

= Licence: 150 na 250 IP adress/sources
= podpora AAA pres Radius/LDAP

PY S ol
s v sexaris

RELAY -> SSB

Technologicky je Log management uplné

nezavisly na SIEM
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Provozni monitoring

SNMP
HM pooling

sluzba

SIEMu skripty

pro N/C

SIEM Health
Monitoring — 2
urovne

Monitoring
SSB
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Zhodnoceni

e Nezavisly log management / robustni HA/DR
reseni

e N/C vs skripty

e Jednoduchost monitoringu pres SNMP (MIB)

Nevyhody e Cena za appliance vs skripty?

Upgrade PE to SSB: 500k K¢ (licence +
appliance)

Prace 250k K¢
100k K¢ ro¢ni support na SSB (NBD)

VEL(ETM
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Celkové Naklady
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Naklady SIEM

SIEM implementace

e 3,5M K¢(maintenance + licence + prace)
e 6 mésicl implementacéni doba
e HW — 200k K¢

SIEM provoz

e Interné — 40% Cloveka +5% externé pres support

e Externé — 10% interniho Clovéka + 50-60k K¢ mésicné
(outsourcing)

e Maintenance — 15% ceny
e HW 1x za 4roky — 80 az 90k K¢ jednorazova investice
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Naklady Log Management

DR a Log Management implementace

e 1M K¢ (licence + prace + maintenance/support)
e HW pro DR SIEMu — 90k K¢

Log Management provoz

e Interné — 2% cloveka
e Externé — 5% (soucast SIEM support)
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Naklady za 6 let

Maintenance/Support — 2,7M K¢

e Interné — 40% & 10%
e Externe —1,8M K¢
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