SECURITY 2011 :::

19. rocnik konference o bezpecnosti v ICT

Network Behavior Analysis
One Step Ahead of the Attackers

Michal Pechoucek and Martin Rehak,

/ Cognitive Security s.r.o.
. cognitivesecuriry



http://www.cognitivesecurity.cz/

Inside a modern NBA system...

...using advanced Al technologies to achieve
high sensitivity, low error rate, high robustness
and secure self-operation in
distributed network intrusion detection
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Motivation

NASDAQ: “Hackers have
repeatedly penetrated the
computer network of the
company that runs the Nasdaq
Stock Market during the past
year, and federal investigators
are trying to identify the
perpetrators and their purpose
[...] range of possible motives,
including unlawful financial
gain, theft of trade secrets and
a national-security threat
designed to damage the
exchange” WSJ, Feb 5, 2011
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Motivation

 OTE: “Zpusob provedeni a
rychlost problematickych
transakci pres jednotlivé ucty
ukazuji na promyslené jednani,
pri kterém ¢ast prevodu byla
realizovana pres ucty rtiznych
evropskych rejstrikl béhem
nékolika minut”
ceskapozice.cz, Leden 2011
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Threats

= Strategic, persistent approach to computer crime
Previously government-level techniques in common use

= Technological progress
Attackers getting increasingly sophisticated
Custom-written (customized) attacks are becoming a norm

= Conceptual progress
Old threats were IT oriented
New threats are business-specific
Non-trivial attack scenarios using financial markets (derivatives)
Difficult risk management/defense
= New targets: infrastructure, embedded control,
automation, trading systems (with derivatives),
ERP, CRM,...
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Positioning

SIEM - Security Event Management

Intrusion Detection
Prevention

CognitiveOne

E-mail security

Web Security

Firewall

Border router

NBA Solutions
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Network Behavior Analysis

Processes NetFlow data

— ho content

— source, destination IP
address/port + protocol

— bytes, packets, (flows)

— flags (TCP)

— Aggregation 1-15 min.
interval (typ. 5 min.)

— widely available, quality
varies, |IETF standard

Anomaly detection
methods

Broad decision rules

Statistical traffic
prediction and analysis
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Anomaly Detection vs. Signatures

Signature matching

Historically validated
Widely deployed
Verifiable & Stable
Number of patterns
Scaling

Management

New threats detection

Anomaly detection

No patterns

New threats detection
Scaling

Error Rate/Sensitivity
Verifiability

Stability
Management
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Why NBA ? Features ?

— Near-instant detection of simple problems vs.
— Reliable long-term detection of persistent advanced threats

* Large, Open Networks * Enterprise Networks
— Infrastructure targets — Critical business processes
— Extrusion control — Customized attacks
— Traditional threats — Strategic attackers
— Policy enforcement — Insider access
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Why NBA ? Features ?

— Near-instant detection of simple problems vs.
— Reliable long-term detection of persistent advanced threats

e Large, Open Networks * Enterprise Networks
— Infrastructure targets — Critical business processes
— Extrusion control — Customized attacks
— Traditional threats — Strategic attackers
— Policy enforcement — Insider access

— NBA regains the initiative if it provides:
— Multiple detection algorithms (low false alerts, better detection)
— Published, peer-reviewed algorithms (long-term effectiveness)
— Strategically randomized detection (against strategic attackers)
— Dynamic strategic adaptation (low management costs)
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NBA Deployment

'I Detect policy/firewall Monitor for malicious behavior 3 Protect your most waluable
* breaches from the outside «inside the network « assets and processes
Polymorphic malware Malware bypassing perimeter Insider attacks
Customized attacks Insider attacks Sophisticated. multi-stage attacks
Malware Command&Control Behavior anomalies (web. IM. VolP) Unauthorized access to data
Unauthorized applications Assel misuse (VolP, P2P) Security policy breaches
Main perimeter
routers, firewalls, proxies,...
Internet

Secondary perimeters

protect highly sensitive information

Finances
DMZ Dept. 1 Dept. 2 R&D &

HR

SECURITY 2011 :::



Inside Modern NBA System

- — Anomaly Detection: Predicting current
network behavior from the history
and looking for deviations

SECURITY 2011 :::



Multi-Algorithm Anomaly Detection:
Entropy modeling

Trend modeling

Volume modeling

Principal components analysis
Information-theoretical measures
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Anomaly Detection (Selection)

Malware Horlzontal Vertical Sc. DoS/DDoS
e su Fingerprint. | Flooding/Spoof.

MINDS % % % % % % % %
Xu % % % % % % % % % % % %
Xu-dst IP * * % % % %k %k % %
Lakhina - Volume * % * % % % % % % o %k
Lakhina - Entropy * & ok % % 3k * % % % %k
% % % % %k % k % % %k % k % % %

TAPS
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Inside Modern NBA System

Data Acquisition

Stage 1| ||| Stage 1| ||| Stage 1

— Trust Modeling: Synthesizing the
Anomaly detection data across the

Anomaly || Anomaly || Anomaly . .
Detection || Detection || Detection algorithms and over time

Stage 2 | | [ | Stage 2
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Date flow start

2009-03-20 01: .923
2009-03-20 01: .215
2009-03-20 01: .690
2009-03-20 01: . 467
2009-03-20 01: .886
2009-03-20 01: .525
2009-03-20 01: .400
2009-03-20 01: .653
2009-03-20 01: .343
2009-03-20 01: .699
Identity
= gsrclP =
= dstIP =
= gsrcPrt
= dstPrt
= proto =
" packets
" bytes =

Duration
.932
. 256
.352
.902
.372
.134
.943
.283
.639
.690

147.251.198.84
78.154.195.124
2430

47575
TCP
8699

, 100,000

Src IP Addr:
147.251.198.
92.240.244.

62.67.50.1

147.175.185.54:

27022

6:53858

64.15.156,212:

Context (Xu)
H(dstIP)=
H(srcPrt)=
H(dstPrt)

Dst IP Addr:
78.154.195,124:
147.251.211.107:
147.251.68.5:
7.251.215,168;:
147.251,146.27;
213.134,25
147.251.206.207:
147.251.4.40:

66.55.141.34:80
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Data Acquisition

Anomaly
Detection

Anomaly
Detection

Anomaly
Detection

— ———————

Knowledge Fusion

Alert Extraction

On-Line Procesing
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statistics into actionable output
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Simulated incidents

: Data Acquisition
Stage 1 Stage 1 Stage 1
Stage 2 Stage 2 -
Anomaly [| Anomaly || Anomaly
Detection || Detection || Detection

— ——————

Knowledge Fusion

Challenge
Agents

A
3
Partial
results
- -
<«— Reconfiguration

Alert Extraction

On-Line Procesing

..................................................................................................

. Self-Monitoring

— Self-Monitoring: Real-
time assessment of
system effectiveness in
unknown environment
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Monitoring: Challenge Insertion

e R
Challenge DB | | Threat Model
T 4 Monitoring

Output

Challenge -
Selection

,.--"""'ﬁéconﬁguraﬂon
Challenges y

Intrusion

Network ¥ Detection
System

Output

 Unlabeled background
input data

* Insertion of small set of (2) What challenges ?

challenges (3) How many ?
— Legitimate vs Malicious

(1) Response evaluation
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Inside Modern NBA System

ey
Traffic

Simulated incidents !I |

Challenge “

Agents

Data Acquisition

4
Stage 1| || Stage 1 ||| | Stage 1 Detection J
probabilities
—

System

Stage 2| || | Stage 2 - Model

Anomaly || Anomaly || Anomaly Partial
Detection || Detection || Detection L results . Optimal

:; > decision
. . . . . . <——Reconfiguration | «—— Adaptation

| EXnawledge Fusion | SelfMonitoring | Self-Adaptation
' Alert Extraction :

— Strategic Adaptation: Countering the
most sophisticated opponents

On-Line Procesing

..................................................................................................
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Inside Modern NBA System
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Inside Modern NBA System
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Inside Modern NBA System
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Inside Modern NBA System
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Inside Modern NBA System
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Conclusions

= NBA allows you to:

Assess the security of large (open) networks (ISP,
universities, corporations)

Detect the actions of strategic, persistent attackers in
enterprise/high-value networks

Cost-effectively cover the network together with SIEM

= NBA is the ultimate black-box solution

Confidence, verifiability and state-of-the-art methods
are essential

Multiple algorithms, strategic reconfiguration and self-
management
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NBA will not make you secure against
advanced persistent threats ...

...but will make the attackers insecure.
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ognitivesecuriry

Questions ?
Demo available !
...with pilot competition...

pechoucek@cognitive-security.com
rehak@cognitive-security.com
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