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Tomas Vobruba, Michal Drozd
AEC, spol. s r.o.




Prehled

DoS

DENIAL OF SERVICE

BRINGING ClVlLlZATION TO ITS KNEES

Typy utoku
Aplikacni utoky z pohledu OWASP

Priklady tahnou — electronic warfare

WikiLeaks
Cpost.cz
Twitter

DDoS

Vylepseny DoS
Fabulace moderniho typu utokd
Motivace

16. Unora 2011

\\\\\\

Van&als

SECURITY 2011 :



DoS - co rika Wiki?

Denial of Service nebo téz Distributed Denial
of Service je technika utoku na internetové
sluzby nebo stranky, pri niz dochazi k prehlceni
pozadavky a padu nebo minimalné
nefunkénosti a nedostupnosti pro ostatni

uzivatele. A

7 V4 /7 . /’ v H"
Cile takového utoku jsou v zasadé dva: Lng
= Vnuceni opakovaného resetu cilového pocitace

= Naruseni komunikace mezi serverem a obéti tak,
aby jejich komunikace byla bud’ zcela nemozn3,
nebo alespon velmi pomala.

Starting M3-DO3. .. Zdroj - http://cs.wikipedia.org/wiki/Denial_of Service
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Sitové

= SYN Flood

= UDP Flood
ICMP Flood

= Land Attack
= Teardrop Attack

Aplikacni

Cilem je obvykle vyCerpani zdroju
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Typy utoku

UDP Flood Attack
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ICMP Flood Attack

Echo Request

Echo Reply

Echo Request

Echo Reply

Echo Request

Echo Reply

4]




Teardrop a ping of death jsou cileny na programovou chybu v
operacnich systémech.

Ping of death vyuzival chyby, kdy systémy neumeély zpracovat
pakety vétsi nez 65 536 bajtl. V pripadé, Ze systém pfijal
paket o vétsi velikosti, doslo ke zhrouceni systému

Ping of Death Attack

IP ICMP
@ Header |Header ICMP Data
% 20 bytes 8 bytes >65,507 bytes

Original packet before fragmentation

/teardrop 10.10.10.10 192.168.1.2 —p 80 —n 10000
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Teardrop Attack

Fragment Offset=1400

M=1 means More fragments are expected
FO=1400 means this packet's data are to
be inserted starting at the 1400 byte
position

M=1

M=0 [Fragment Offset=1300

M=0 means no more fragments are expected
FO=1300 means this packet's data are to be
inserted starting at the 1300 byte position
which overlaps the previous fragment's
position
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SYN Flood

Sitové utoky

./hping -a 10.10.10.10 -p 80 -5 192.168.133.143 -j ul

= je prikladem DoS utoku na zdroje
serveru. Pri tomto utoku je poslano
velké mnozstvi paketl s priznakem

SYN a podvrzenou zdrojovou IP
adresou.

numerous SYNs sent

Attacker Attacker

A

Spoofed Spoofed
SYNs Address SYNs
and
SYN-ACKs
SYN-ACKs
Listener Listener
Direct Attack Spoofing Attack

Spoofed
Address

SYN-ACKs

Attacker

y\
Drone Drone

SYNs SYNs
and and
SYN-ACKs SYN-ACKs

Listener

Distributed Direct Attack
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Attacker Listener

Attack begins, Attack SYNs listen( )

Full backlog of TCBs
initialized to SYN-RECEIVED
state, and SYN-ACKs sent

SYN-ACKs / to various bogus destinations

Vi

connect( )

No room under backlog
SYN for new TCBs to be put
into SYN-RECEIVED,
. so incoming SYNs

Give up, are ignored
connect( ) fails i
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Aplikacni utoky

V podstate, cilem DoS utoku v prostredi
webovych aplikaci, mohou byt:

= systémové zdroje — chybou ve webové aplikaci muze
dojit k vyCerpdani systémovych zdroju (diskové misto,
RAM, strojovy cas, ...)

= samotna aplikace — chyby v implementaci nebo
navrhu mohou zanést chyby, které mohou zpusobit
napr. buffer overflow (jazyky, kde ma sam
programator na starosti spravu pameéti)

= uzivatel — utok na uzivatele zapfricini, ze opravnény
uzivatel se nemuze prihlasit do systému
= databaze — mnoho databazi je citlivych napr. na SQL

Injection, coz umozni modifikovat strukturu databaze
a sluzba na ni postavena je vyrazena z provozu
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Aplikacni utoky

Chyby velikosti sessionajejiuvolﬁovégiﬁ o
(OWASP-DS-008)

Chyby SQL (OWASP-DS-001) -

Response Time (ms)

mm

0000000015, Html 0000000016, html 0000000018.ktml 00000000 r
File Name

Bézny SQL dotaz vytvoreny v MS Visual Studio vypada takto:

SELECT * FROM [zipcode] WHERE ([city] LIKE '%' + @city + '%')

Wildchar SELECT dotazy:

* % [aaaaacccvbbaaaal! -z]@S! %
%_[aaaabbbbbbbbbbccaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaal! -z]@S! %
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Aplikacni utoky

Webova aplikace bez kontroly horni meze
alokovanych objektu v C# (OWASP-DS-004 )

- =17 X

3/ ) Untitled Page
€ C & @ localhost:49871/WebSite2/objectAllocation.aspx | N
Y DoS [] Hacker *§ HackiT:securit.. [B Sciencenewsan.. > (1 OstatnizaloZky

How many items:

protected void btnAllocate Click(object sender, EventArgs e)

{
if (txtNum.Text != string.Empty)

{
myGreatObij[] obj = new myGreatObj[Convert.ToUInt32(txtNum.Text)];

IbIResult.Text = "It was created " + Convert.ToUInt32(txtNum.Text) + "
object(s).";
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Aplikacni utoky

Zapisovani dat na pevny disk

(OWAS P_DS_OOG) - hrStorageTable - /var/cacti
067 [ [ [ [ [ [ [ [ |
try b e ERREEEEREN
{ g HEEEEEEEEEN
[=]

// Bad data format " 106G
}

H 0
catch (EXCEptIOﬂ EX) Thu Fri Sat sun Mon Tue
{ B Total 5ize (Bytes) Current: 26.42 G Average: 26.42 G Maximum: 26.42 G
IogToFiIe(ex.Message + ||;|| +txtlnput.VaIue, W Used 5ize (Units) Current: 9.87 G Average: 9.86 G Maximum: 9.89 G
IogFiIe); Weekly (30 Minute Average)
}

Servlet failed with Exception
org.apache.wicket.protocol.http.PageExpiredException: Invalid URL
at org.apache.wicket.protocol.http.request.CryptedUrlWebRequestCodingStrategy.onError(CryptedUrIWebRequestCodingStrategy.java:308)
at org.apache.wicket.protocol.http.request.CryptedUrlWebRequestCodingStrategy.onError(CryptedUrIWebRequestCodingStrategy.java:321)
at org.apache.wicket.protocol.http.request.CryptedUrlWebRequestCodingStrategy.decodeURL(CryptedUrIWebRequestCodingStrategy.java:293)
at org.apache.wicket.protocol.http.request.CryptedUrIWebRequestCodingStrategy.decode(CryptedUrIWebRequestCodingStrategy.java:118)
weblogic.servlet.internal. WebAppServletContext$ServletinvocationAction.run(WebAppServletContext.java:3496)
at weblogic.security.acl.internal.AuthenticatedSubject.doAs(AuthenticatedSubject.java:321)
at weblogic.security.service.SecurityManager.runAs(Unknown Source)
at weblogic.servlet.internal.WebAppServletContext.securedExecute(WebAppServietContext.java:2180)
at weblogic.servlet.internal.WebAppServletContext.execute(WebAppServletContext.java:2086)
at weblogic.servlet.internal.ServletRequestimpl.run(ServletRequestimpl.java:1406)
at weblogic.work.ExecuteThread.execute(ExecuteThread.java:201)
at weblogic.work.ExecuteThread.run(ExecuteThread.java:173)
org.apache.wicket.WicketRuntimeException: Unable to decrypt the text ' . ASMB ~*_p"M :AO'




Aplikacni utoky

Chybné uvolnovani prostredkt (OWASP-DS-007)

try
{
myConnection.Open();

reader = myCommand.ExecuteReader();
myDataGrid.DataSource = reader;
myDataGrid.DataBind();

}

catch(Exception ex)

{
// Catches and logs the exception
}
Frraly
{
reader.Close();
myConnection.
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class Worker implements Executor {

public void execute(Runnable r) {
try {

}
catch (InterruptedException ie) {

// postpone response
Thread.currentThread().interrupt();

}
}

public Worker(Channel ch, int nworkers) {

}
protected void activate() {
Runnable loop = new Runnable() {
public void run() {

try {

for (;;) {

Runnabler =..,;

r.run();

}

}

catch (InterruptedException ie) {
1
2
new Thread(loop).start();

i

Nejsou nastaveny limity.
Utoénik je schopen vy&erpat
zdroje velmi rychle.




Specialnim pripadem DoS je DDoS.
DDoS (Distributed DoS) ma stejny
cil jako obycejny DoS, ale je veden
prostrednictvim velkého poctu
utocicich stanic, které zpravidla
byvaji soucasti botnetu a jsou
oznacovany jako zombie

Zdroj - http://cs.wikipedia.org/wiki/Denial_of Service
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Stachledraht DDoS Attack

Internet

[
<
b | -

Targeted Server(s)
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Client

v

Control messages

Master

Master

Master

Attack

messages

|Zombler||Zomble||Zomble||Zomble||Zomble|

N

Flood packets

Struktura DoS uUtoku pomoci botnetu
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V soucasné dobé je termin nejvice spojovan s malware, kdy botnet oznacuje
sit pocitacl infikovanych specidlnim software, ktery je centralné fizen z
jednoho centra. Botnet pak provadi nezadouci Cinnost, jako je rozesilani
spamu, DDoS utoky a podobné.

Prikladem posledni doby je ¢erv Conflicker
(http://spectregroup.wordpress.com/2010/04/15/dark-clouds-for-rent/)
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Priklady tahnou
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Wikileaks down

Wikileak Xerxes Dos Attack

1 f ’ Want to have a look at the tools which Jester (the one who did a Ddos distributed denial of service) attack ag
Klasicky DDoS utok. e

Xerxes in Action

RyChIOSt utoku byla S500M bpS The tool used to Ddos Wikileak
Utok el proti DNS serverdm

» WIKILEAKS.COM HIT BY DDOS ATTACK AND DNS SERVER FIRE

DDoS Attack Quickly Rocketed Traffic to 500Mbps

February 2008 - Wikileaks.com, a Web site that leaked "ancnymous, untracea W| k| I (15! ks D DOS
experiencing hard times. The Weh site suffered a Distributed Denial of Service
restraining order, All ofthese strikes came after the Web site had |leaked som

trust structures in the Cayman islands.

Wikilaalks ~omwace 3 nowerd

[

», Operation Payback 22 minutes ago

ety | FPAYBACK #WIKILEAKS

., Operation Payback 27 minutes ago
. HIVE MIND LOIC: server loic.anonops.net Backup server

dusstiss | jre.anonops-irc.com IRC port 6667 Channel #loic FAQ:
http:/ /bit.ly/fGHDib #ddos

., Operation Payback 40 minutes ago Attock begins 10:05

. Next Target: www.paypal.com ETA: 20 minutes! Get
suam it | ready! #ddos #wikileaks #payback




Wikileaks - Xerxes

Xerxes DOS Attack
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Twitter down

Posledni vina utoku je spojovana s Wikileaks
Denial-of-Service Attack Knocks Twitter Offline (Updated)

By Eliat Van Buskirk, evaolver.fm August 6, 2009 | 10:06 am '- i Ub%ﬁ Qﬂ‘\v\f

- Lagin Join Twit

Twitter was shut down for hours Thursday morning by
what it described as an “ongoing” denial-of-service

attack, silencing millions of Tweeters. It was the first DDOS attack now exceeding 10 Gigabits
major outage the service has suffered in menths and
possibly the first ever due to sabotage. The outage a second.

appeared to begin mid-morning, EST, and affected §:06 AN Nov 30th, 2010
users around the world. After about three hours. the Retweeted by 100+ people
service was coming back online in fits and starts

(updated). : =g =2

£ ) wikileaks
The first official word about the outage came in a memos  V/KILeaks
terse statement on Twitter's status blog: “Site is down

— We are determlmng the cause and will prowde an up|_

Twﬂ:ter Servuoe Status Visit site » Check other services »

ouroes AF| Business Help Jobs
Current Status @ sHeRRe om0 ar.. Having trouble with Twitter? Wi 1 e o aed v oo Rt o Yo ot s s e o
@ Up - bwitter =

) Wlleeaks

@wuu‘eaks
m

O resom Y

Thoolie  Fu

| ” ;s uﬂvﬂmlﬁ_ :
Downi 1 Down Vit w cumertly
24 hours ago 12 hours ago 6 hours ago 3 hours ago Now




10. 2. 2011, 15:35
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PirateL.eaks Wikil.eaks HogoFogo Udalosti Zpravicka Jednou vétou Horoske
'mni pfedani utajovanych a cenzurovanych

& sdilet | €3 6028 oo

Aktualizovano | Je to tak, 1 serv
probihajicich boji. Ve ¢tvrtek

opakované nedostupné. coz vy
fungovaly, na to, co se déje).
utoku, ktery nam jako pravdép
technického odboru.
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No need to download, install or setup anything - just click the button, sit and enjoy the show.

ME S ILNI

ROZHLAS

, korupce a organizovanému zlotinu v Ceské

Piratska strana pod DDoS utokem - Upfesnéni

—Step 1. Select your target: — Step 2. Ready?
URL:
https://www.paypal.com:443/ IMMA CHARGING MAH LAZER
For current target see: http-//anonops.net/
— Optional. Options — Attack status:
Regquests per second:
Append message: Requested:

22

We need your help in support of wikileaks leave this page firing as long as you can. Don't worry if requests show as failed.



Ceska Posta

Ceska posta ¢eli ttoku hackerd. V oh
jsou baliky s vano¢nimi darky

Q. prosince 2010 19:10, aktualizovanc 10.12. Q:08
PRAHA - Rozsahly utok hackeru postihl vnitfni systém C
posty. Internetovi pirati podle informaci Lidovych novin
na cast internetovych stranek firmy, jejimz prostrednict
podavaji on-line hromadné objednavky.

Desitky specialistt posty i jejich dodavatelskych IT firem se v
dobé horefné snazi utok, trvajici od ¢tvrtefniho rana, zastavit
Hromadna podani on-line, na které hackefi Utogi, vyuzivaiji sto

Utok nasledoval v laviné DoS utokd vici
Wikileaks, PayPal a Ceské piratskeé
strane.

Jednalo se o jednoduchy SYN Flood utok

Sluzba je nyni mimo provoz a zatim neni

jasné, kdy bude obnovena. Kvili pracem

na zastaveni hackerského Gtoku jsou obCas

mimo provoz celé internetove stranky Ceske

posty. Tiskovy miuvéi Ceské posty Ivo &
Mravinac problémy posty potvrdil. "Na

webovou adresu aplikace podani on-line

pfichazeji tisice fiktivnich poZadavki z 7 ,
dynamicky se ménicich adres, které v f@“ @
dusledku zapfic¢ini nedostupnost —n
systému. Zpusobuje to potiZze nasim

firemnim zakaznikdm. je to velmi nepfijemné i g
pro postu, prosinec je standardné obdobim =
nejvétsino rastu balikovych podani " uvedl 2 -

SYN

W

SYN-ACK

SYN

/
/

Mravinac. s
Fiktivni pfikazy shazuijici systém posty, je jich

i Sest tisic za minutu, generuji roboti

nasazeni pravé hackery. "ProtoZe zatim viechny okolnosti nasvédZuji tomu, Ze by se |
jednat o utok hackeru, pravdépodobné podame trestni oznameni na neznameé
pachatele,” dodal miuvEi posty.

Podle informaci Lidovych novin pracovnici posty zkoumaji i moznost, Ze by se mohlo j¢
Gtok zorganizovany nékterou konkurencni pfepravni firmou. Ceska posta totiZ v uplyn
mésicich navysila sv(j podil na trhu balikové prepravy. jejich sluZzeb napfiklad v dalek
mife, neZ dfiv. vyuZivaji internetové obchody. "Prof k tomu dochazi nevime, pokud se
potvrdi, Ze se jedna o hackersky Utok, musi jeho plivod zjistit policie," dodal Mravinac.

napfiklad internetovych obchodu, které postou v soucasné pfe - ... ..

nakupni horecce posilaii tisice balik( denné.



Motivace ??? .. !l #&@

Son of GhostNet China-based hacking targets India government

By John Timmer | L updated 10 months ago

. ) U.S. Military's Elite Hacker Crew
e people who uncovered Ghostilet, an extensive

cyber espionage network that targeted the Tibetan John Laskerfd  04.18.05
exile community, are back with a|

: ¢ 120000 |- sse: -
an infected machine that was fou dable hacker posse: a super-secret,

v to launch bloodless cyberwar against ene:

investigation, an international teal £ 150000
uncovered a completely separate| £
targeted the Indian government, a| « 80000 : . ;
classified documents that had be é 2 Armed Ser\dc.es Committee beanng last
hackers. By reconstructing the ni @ 60000 ’ or Stratcom, disclosed the existence of a u:
able to trace things back to the h § etwork Warfare, or JECCNW.
Chengdu, China. & 40000 :
3 buld best be described as the world's most
e 20000
D D g DDOY
0
Price ($) | Duration (h) | B B (5 R m ot el dl S5 28 i o2 B 55 20 of Defense networks. The unit is also
20 2 ! f Computer Network Attack, or as some
30 6 Percentage of victims that pay
50 12 45
= z = Chinese cyberesplonage network runs across 103 nations
75 24 100 By Joel Hruska | Last updated cl 2
250 24 1000 The existence and operation of massive, coordinated, government-
100 24 1000 affiliated online espionage networks is typically the province of
television or the silver screen, rather than the subject of research
600 168 1000
In the real world, even a direct link between online and offline action
900 24 4730 (Russia's invasion of Georgia and the simultaneous online attacks
5500 168 4750 against that country are a good example) is not enough to
1000 24 4750 automatically prove that the government behind the one is
automatically behind the other. We've covered the rise of
6000 168 4750
400 5 5000 hacktivism previously on Ars; as more citizens come online, we'll
undoubtedly see more of this type of crowdsourced aggression in the future.




Nastroje verejne dostupné

Bpema cepaepa: 20.04.2000 21:09:16
-!

3
CeobogHuix BoToe: A A
E dd1=http://test.com/index.php... < b 0 S S > ! r

e I i 2
. :
<xknb> evilbot 0.4c ready for attack...

FT— <oep> evilbot 0.4c ready for attack...
<kvmadj> evilbot 0.4c ready for attack...

<yqve> eVllbOt 0.4c ready for attack...
2009-03-28 00:30:00 A - o N/ g attack -

& Pextagal Google [ [ Jeidal Pronlizedi Go.. » — T
€ 1 C# ©192168133131 X ttack...
! T4 Science news an.. S Oviby Noka-T.. I Sicuniky on-line 3 Seridl Blender 3. ) blenderswebcz. *
tack...
ttack...

attack...

3 Ostated zalodky | B8

Jejda! Prohlize¢i Google Chrome se nepodatilo pfipojit k serveru 192.168.133.131 Goc >S[C
sty

o Dcate sydnkynalist Dnow 142 M 13 Tt
o Hledat na sednkich Geogle

FProtledt Googhm

URL Inkpck 13*115“ 11
Cockio

User Ageal Moodbad 0 (oimestishe W91 7 06 Windsws NT S D)

wss | B QSlowloris v0.1

Header

A Theads [1000 | levscnmTheand D00 | Saflee Snpolll 128 | = | Modod (GIT :' Amount of threads 20
Swop Ciear
Bhon. 5| |slenc | Amount of sockets per thread

" Qutng ™t

Target URL, must begin with http: /f

filﬂl Time: 53 Cct 36 1123 16 CEST 2070

frexdcas Per Thieadt 30
Mahod, GET
Page Langh &4

Target port 80

Timeout

Fage Content

nimis 3077 «h 1> 1 workslen { s oihzdy e rimits -
4] | »
AnpSadank com

Fire




“ Nastroje verejnée
Zname

“ Dostupné za peniz

The Vast Reach of ‘GhostNet’

Researchers have detected an intelligence gathering operation involving
computers. Below, the locations of 347 of the compromised machines,
diplomatic and econcmic government offices of South and Southeast As

b Circles are ts)calefd in propor{iog './/”;(_)::}:mputers ¢
¢ to th i \ . | I Y
sﬁ-‘i oo < con?pufe?sugus(fj (i)n (ggf? ?o%ﬁsy \"\/'/ S E c U R I 2 0 1 1

Source: Information Warfare Monitor THE NEW YORK TIMES



Ruska scéna

N Oxono 50 amepukadies ceRdac
| 3aXBILBAN0T Y HAC HA CARTE NEKAPOTRR

Vrername

Jamad: 10.08 2064

Postyr 2

Thanks O

Thanked 0 Torees in 0 Posts

Serviens DODOS

DS SERVICES - | |

CO0S SERVICES - | | - Servess DO0OS

We offer you » DDOS servce -
Crice & compatitar's site quickly and afficently, | | -

@ Dotrat of 3 huge nvker of DOt located sround the workd and,
uantly, In different tme zones

This heps keap the majority Of DOTSE N the anlins-mona

LASBIE 1o cse tha Bock DOOS A1ach on tha cauntry

Supports ol types af attacks (ICMP SYN / ACK UDP HTTF Flood, otc.)
AVarane price -
specific project)
Mo Order Valus - 8§ R

$ 100 per day (prce may count ***** are depmndng on the

spemc ard efficency, & laroe botniet, hegh guality

KTHEHbIE

30 gHel Hazag

30 gHel Hazag

" wr [ ow | oew |
wr [ om |

We wark with large rojects! Customars on ng-tam -~ dscmint

wi | ome | o |

Wa work for 1I0% prapayment
We previde a test for the servce within 10 mnutes (for free)

Accordng to the gragancabon DOOS contact

W

> W

COos Sarvices - fAelabity and quality:

e javicho (27/10/2008 923) -
PaGomaen co 6ceril RPOSKIMAMU HEFABLCUMO OM Mmermamiiki! hi
B oHaauH npaxmuvecku Kpy2aocymouto! javicho (27/10/2008 9:24):
. i am interestig 10 launch a 4,75 gb ddos attack during one da
OcHoaHuie munst amax: (http/icmp/syn/upd) 8 759 § 006 Gay
javicho (27/10/2008 324);
Hawtu yenut carute docmynnste Ha puihixke DDoS{a)
is posible???
Ijena cocmasanem om 80§ 8 cymuu! p .
Honeunas yena 3a8Ucunt O CAONCHOCITIU 3aKa3a U onpedeagemen MHO2UMU RApaMempamu javicho (27/10/2008 9:25):
{npedno.aazaenslii CPOK AMAKU, WIUPUHE KAHAAQ AMAKY er020 cepaepa, xumpute Adrmunnst w m.d.). how much will it cos1277?
Hndusudyassnsiit nodxod x xancdomy wauenmy (Z7/10,/2008 9:26):
1 day 10004, when you wank st ddos?
Hpu boavuiux 3axazax ckudxu %

Iair R E77 7107008 7Ty

TlocmoaHHLIM KAtlermanrt ckudxu
Mogheor mds: ..
IMpedocmasasen mecm 10 MUuH (TOALKO CEPLEIHBIM KAUEHI M)

Toauro 8 Hawenrt cepeepe But noaywuwme BOHYC ayd rmobuibHozo,0mayuonapo2o meaedona 8 Cerrar
nodapox. Ecau HyHcHA Yoay 2a omodeabiozo Payda 2100020 meaedoHa M0 MONCHO 3aKAIAML
CMOUMOCTIL 002080PHAR NUWIUIME CEPEUC HA SLILOM Ypoate!




Ruska scéna

SERVER DEDICATED RAM | HARD DISK BANDWIDTH PRICL/ORDER
P v/ k | d . t b t t SPECIFICATION NOW
Atom Server IGA 160GY UNLAITED S58/manth
L] L]
Atom D510 100M port
= game4.exe — Denial of Service tool
° P Server 2GH 2160GbSATA UNLSAITED S7%/manth
Pa-2.8GM 10004 port
Core2Uuwo 4G 8 RAM DOR2 2215060 UNLIWAITED S100/month
Serven 10004 port
;- - Core 20ua E7500
s o AN 286H: | :
. i3Servers | 4GB RAM 0GLSSD UNLBITED $165/month
v ‘ 3-540 3,060 100M part
iSServen 1 AG B RAM W0GHSSD UNILDATTD $175/month
B-740 26Gh 1000 part
17 Servers 4GB RAM 30Gh SSD UNLAITED S185/month
7800 23 Ghe 100M port
Xeon £5504 TaGoram ZAGIGBSAS | UNIMAITID 250/ month
1 maman ¢ npam—ys 2ES5M Ghe 100M port
N e Intel 1530SH C2D | AGHRAM 23500Gb UNLWITED 75/month
. R - o e — P - e . - 3,0Hz 1000 port
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Coby kdyby...

Metoda KISS (Keep It Simple, Stupid)
Zakladem je generovat polymorfisticky kod

Kéd Siteny formou sitového cerva s Sirenim pomoci metody puleni intervalu.
(metoda nanobot()

= Kazdy zdroj infekce si drzi databazi napadenych cil( a predava ji dal
Generovani skodlivého malware na mensi pocet stroju — zadna globalni infekce
= Toto je pak velmi tézko zachytitelné AV spoleCnostmi
= Vyuziti pouze téch stroju, které maji dostatecny vykon a rychlou linku
= Z4adné komeréni prostfedi - pouze broadbandy
Kombinovani typu utokd
= Nejzdkladnéjsi vyuziti klasického GET /index.htm!| HTTP/1.0

CRUM Cryptor Polymorphic v. 2.6 ...

AvmAas) sng 4 vt pman
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Coby kdyby...

Pokud se zjisti, ze se jeden vypne, preda tuto informaci
dalsSimu
Rizeno http reverzni proxy s dynamickym redirektorem.

Neexistuje master botnetové skupiny — kazdy muze délat
mastera

= Forma rizeni podobna multicast skupinam, pouze na urovni

HTTPS
IRE Server
O Controller
O C{/ 5
> °®
Bots —
Centralized C&C Super Node C&C A Possible RDP C&C \‘ |

.’
|
b
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http://www.computersecurityconference.com/2008/CSC2008-Norman.pdf



Velmi tezky ukol

Zakladni sitové utoky jsou popsany a vétsina
firewallu se jim umi branit

Aplikacni utoky dokazou predejit metodologie
vyvoje jako je:

= performance testing

= spravny sizing

Presto proti botnetim a DDoS neni mozné se
branit. Je mozné se v podstaté jenom vyplatit
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Obrana?

Existuji i hw prostfedky a
obchodni nabidky globalnich
poskytovatel(l
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19. rocnik konference o bezpecnosti v ICT

Déekujeme za pozornost.

PROSTOR

s PRO OTAZKY

Tomas Vobruba
AEC, spol. s r.o.

tomas.vobruba@cleverlance.com




