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19. rocnik konference o bezpecnosti v ICT

Internetovy podvod v praxi

Skutocny pribeh so zmenenymi menami

Boris Mutina

@zone:h o) TERER




WHOIS boris.mutina

[vyberte si] vinformacnej bezpecnosti
= Lektor hackingu

* Pentester/auditor

= Badatel na poli internetového zloCinu

= Designer extreme security rieseni

...urcite je toho viac, len si neviem spomentt;)))
som aj byvaly admin, takze chapem obidve strany
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Zaciatok je jednoduchy...

Bola raz obyc€ajna investicna banka, peniaze
poziCiavala a investovala, skratka uplne bezny
biznis. Aby sla s dobou, mala aj jednoduchu
webstranku, bez beznych retailovych sluzieb to
bola len staticka prezentécia. Az jedného dna...
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...CO sa to deje???
Nahnevany a podvedeny klient kontaktoval
banku
FAKT1 — niekto vystupoval ako zastupca banky
FAKT2 — niekto vytvoril
kdpiu stranky banky, mal
funkéné mailové adresy
FAKT3 — podvedeny nebol
jedinym poskodenym
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...a Co teraz?

AKO SATO ) [ PRECO NEMOZEME

STALO??? NAKUPIT VSETKY TIE

DOMENY?
KOLKO???

~
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Sumar zakladnych informacii

Meno banky: JosephBank
Bezna doména: josephbank.com
Podvodna doména: groupjoseph.com

= WHOIS groupjoseph.com

Registered through WildWest Domains
[cybersquatting]

Administrative contact:
David Stein, 33 Small Lane, LONDON
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Zastavenie #1

Databaza Artists Against 419 obsahuje viac ako
55 tisic zaznamov falosnych stranok

Kvalita stranok je vacsinou pochybna, ale
najdu sa aj (takmer) dokonalé

Metody sa uz davno neobmedzuju len na
klasicky phishing

Podvodné weby byvaju sucastou vacse;
kriminalnej kampane
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Hosting #1

Podvodna webstranka bola hostovana na
systémoch Agava Software

Spoloc¢nost je znama aj programami Antispam,
Antispam for Bat, Antispyware...

A Virus Was Found!

File name: http: //softdownload. ifolder.u/download/antispy/aas.exe
Malware name:  'Win32:Trojan-gen {Other}

Malware type:  Vius/\Worm

VPS version; 080925-0, 09/25/2008
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Hosting #1

Agava hostovala aj dalsSie iné podvodné stranky
http://db.aa419.org/fakebankslist.php?x_Web Host=agava

Servery Agava sa zapojili aj do tzv. Microsoft
Update hijacku

http://www.bluetack.co.uk/forums/index.php?showtopic=13436

Agava hostovala aj tzv. [ et G

Feverse DMS: cp40.agava.net
Russian Carder Clan

netname:; AiEANS,
http://news.netcraft.com/archives/ descr: e Software Ltd Network

COLINErY Rl
2004/03/01/fraud_hosting_services admin-c;  WWP44-RIPE

. tech-c: [A3Z27-RIPE

_widely_promoted.html tech-c:  AK30S-RIPE

status: ASSIGHED P&

rmnt-by: A58342-MMNT

' oThnE & CilkArad
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Ako sa zbavit stranky?

KedZe stranka bola hostovana v Rusku ->
RuCERT, vysledok za 2 dni...

Xouews kaua

AGAVA

B CalT BpeMeHHO 3a6N10oOKHpOBaH.

CalT BpeMeHHo 3a6n1o0KHpOBaH.

: [ns yTouHeHws npuunH — obpaTuTecs B ciyx6Oy nogaepxku no TenedoHy call
: (KpyrnocyToYHO) WK NO 3NEKTPOHHOM NOYTE NUCEMOM Ha support @agava.com.
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O 20 dni...

Je tu nova doména aj webstranka

= joseph-fin-group.com

Registrovana AIT Domains (alebo THE NAME IT
CORPORATION DBA NAMESERVICES.NET)

2007 ICAMM Registrar Statistics ﬁ |

o Lis, 1o Sy T D LI frog LU, 0.0 Ul FlIAdIELLUTTTII

64 166,592 468 2,912 -151 411 3,660 Easyspace Ltd,
65 162,702 13,456 23,231 6,681 5,644 49,012 Active 24

66 158,531 12 1,654 812 2,348 4,802 StarGate

67 157,669 3,480 14,232 -3,350 -2,465 11,897 AitDomains.com
68 148,679 -3,025 10,220 3,346 1,612 12,353 PSI Japan

69 143,717 ~660 -2,588 257 -1,356 4,861 Gabia, Inc

70 137,519 7,863 4,002 7,790 5,253 24,908 Reaister.it SPA
71 12E 280 1 7B >R > TFTOar 188 > Loy T oAnn hlardblat
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O com je AIT Domains?

Registrovanie domén vo velkych mnozstvach
pre potreby spamu

http://www.scamfraudalert.com/f42/name-corporation-dba-nameservices-net-
5508/

Sponzoring spamu a botnetov

http://www.spamhaus.org/rokso/evidence.lasso?rokso_id=ROK7235
Spoloc¢nost podporuje rozne iné formy
podvodov a kriminalnych aktivit, napriklad

dating scam

http://news.netcraft.com/archives/2004/03/01/fraud_hosting_services_widely
promoted.html
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Kto zaregistroval domeénu?

CSMIBS Enterprises, 412 Lavender Ct.,
N. Las Vegas, Nevada
Spoloc¢nost registrovala viac ako 15 tisic domén

E# Location: [{H http:/fcommunity.ca.com/blogs/securityadvisorfarchive/2007/10/23foperation-greendot-following-the-spam.aspx

Hmmm, very interesting. I went to domain from the support email, top-esupport.com, and the domain is not loanger
resalving. Through the Whois database, the top-esupport.com site is registered to a group called CSMIBES
Enterprise, located in Las Vegas, NV. So I decided to conduct a Google search on CSMIBS Enterprise to see what I
could find. The first site returned in my search was referencing Fake Sites Database, with a WARNING: "Please be
aware that the fake banks, lotteries and companies on the list are used by dangerous criminals. We don't
encourage anyone to engage in any form of communication with them. If vou chose to communicate them for
whatever reason, you will be doing so at vour own risk™. I decided to do a little poking around. I called the City of
Morth Las Wegas and inquired about CSMIBS Enterprise. First of all the address that was listed in the Whaois
database was false. The company went into default in April of 2007 . Jeremy Stamper, the head of the company
resides in Seattle, Washington and has recently been accused by the Department of Financial Institutions
Securities Division as running several fraudulent financial websites that has tricked numerous numbers of people
into sending in money. Over $2 million dollars have been seized by Las Vegas police.
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Kto je za CSMJBS?

Podla dostupnych informacii je hlavou CSMJBS
Enterprises Mr. Jeremy M. Stamper

16. Unora 2011

Povodne zbohatol udajne predajom svojej The
Delaware Company LLC (1 milién dolarov)

V roku 2002 a 2003 zaregistroval domény a vyrobil
niekolko stranok, ktoré spajali politikov s rasizmom a
inymi absurdnostami

Bol prezidentom The Progressive Homesellers

Zaregistroval niekolko domén podobnych ako svetové
znacky (jediny sudny spor s Estée Lauder vyhral)

Prevadzkoval niekolkych neuspesnych projektov
(Topic5.com, PersonRatings.com, AskAmerica)

Bol zapojeny do job-scamu — TooSpoiled.com
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Paul is a highly regarded personal plaintiffs attorney who graduated with
honors from Boston University. Mr. Thebaud earned his JD from Boston
College and has been a practicing attorney for 10 years.

more »
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Jeremy Stamper

= Prevadzkoval spolo¢nosti Federal Savings LLC, JMA
Northwest Investment a First Bancshares
Ponukal urok od 6,25 do 8,85% - bez financného krytia

Urady prikdzali vratit vklady a zastavit ¢innost
http://www.dfi.wa.gov/sd/orders/S-07-054-07-CO01.pdf

STATE OF WASHINGTON
DEPARTMENT OF FINANCIAL INSTITUTIONS
SECURITIES DIVISION

IN THE MATTER OF DETERMINING
whether there has been a violation
of the Securities Act of Washington by:

Federal Savings, LLC; First Bancshares
Inc.; IMA Northwest Investments, LLC:

Jeremy M. Stamper

Respondents.

16. Unora 2011

Order Number S-07-054-07-CO01

CONSENT ORDER
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Stranka migruje

Stranka joseph-fin-group.com bola hostovana na
serveroch spolocnosti

= Mochahost

= FastDomain (BlueHost)
= Promohosting

= Starline.ee

= ISP System UUNet...

Vsetky tieto spoloCnosti aspon raz hostovali
nejaky e-podvod

Kooperovali sme s CERT teamami, APWG a inymi
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Zastavenie #2

BlueHost vobec nie je neznamym menom...

= Statistika hosterov inych podvodnych stranok
neexistuje

Phishiest Hosters

Hoster Phishing Sites % of phishing sites hosted
Softlayer Inc 18544 23.9
UK2 Group 7867 10.1
Nsentry 3681 4.7
inmotionhosting.com 2895 3.7
Lunarpages 2500 3.2
Bluehost 2347 3.0
iWeb Technologies inc 2260 2.9
VPLS, Inc. 2012 2.6
Synergetic AG 1842 2.4
NedZone Internet 1794 2.3
kinghost.com.br 1723 2.2
almouroltec.com 1488 1.9
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Velky den

Webstranka zmigrovala 21.septembra 2008 na
servery spolocnosti Intercage Inc.

V ten den Pacific Internet Exchange odpojil ,,z
racku” siete Atrivo/Intercage

'‘Malware-friendly' Intercage gets PIE in the face
Net provider goes dark after all

Sy Dan Goodin in San Francisco » Get more from this author
Posted in Secunty, 22nd September 2003 19.08 GWMT

Updated Califomia-based network provider Intercage has gone completety offline rolicwing
weeks of scathing criicism that it nosts an Inordinate number of sites engaged In phishing,
mahvare propagation, and other illegal actribes.

Pacific Internet Exchange, which only began provicing upstream service 1o Intercage in the
iast week or s0, pulled the plug on Saturday night, sccording to someone who answerad
PIE's phone and would identfy himseif onty by the first name of Srian. He refused to say why
PIE had terminated service

it's a safe bet thal PIE's move was in response te recent efforts to isolate Intercage following
a report that it enabies a rogue's galiery of customers to punt sparn, matware, and online
(egal) pharmaceuticals The report so tarnished Intercage's already struggiing reputation
that both of it longterm praviders canceled senvice. Intercage would have gone dark then
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Atrivo/Intercage?

Jart Armin/HostExploit.com vo svojej sprave v
roku 2008 o cyber-zlocCine v USA hovori o

Atrivo/Intercage ako o pravej ruke RBN
SPANVIHAUS

SBL Live and Historic for Atrivo/fIntercage

Date Record IF Involved Host Reason

2005-08-25 23:49: 36 SBLET3TI |69.50.181.122/32 atrivo.com | Spamdoybercrirne support: ANTI-CAPTCHA . COMSSUPERGENA,COM
2008-08-05 17:13:57 SBLEGEG4D | 85.255.115.42/32 atrivo.com | Mare hijack malware on Cernel/inhoster/Intercage
2008-07-30 07:47: 24 SBLEGS1S | 85.255.113.226/32 | atrivo.com | Malware dropper cybercrimne gang

2008-07-30 0&:35:02 SBLEA408 | 85.255.117.163/32 | atrivo.com | Wirus writers, malware spreaders, C&C servers
2008-08-08 21:27:23 SBLEA40S | 85.255.117.205/32 | atrivo.com | Wirus writers, malware spreaders, CRC servers
Z005-08-08 21:07:21 SBLER404 | 85.255.117.202/32 |atrivo.com | Virus writers, malware spreaders, CRC servers
Z005-08-08 21:27:24 SBLAE401 | 85.255.115.171/32 | atrivo.com | Wirus writers, malware spreaders, CRC servers
Z008-07-26 21:10:23 SBLEAR400 | §5.255.120.0/24 atrivo.com | Wirus writers, malware spreaders, C&C servers
2008-07-02 16:20:35 SBLES349 | 85.255.120.234/32 | atrivo.comn | Myspace spambot malware

2008-07-05 19:06:08 SBLES30S (69.50.160.212/32 atrivo.com | Malware installer - "video codec”

2008-06-03 22:21:02 SBLES091 | 69.50.173.43/32 atrivo.com | Russian Cybercrime: rootdns.ru / swerjraws
2008-05-20 22:53:05 SBLE4850 | 85.255.118.180/32 | atrivo.com | "wideo codec” malware installer

Z005-06-25 20:15:19 SBLE4779 |85.255.115.219/32 | atrivo.com | Malware installer - "video codec” {atrivo.com)
2008-05-11 08:45:49 SBLE46T6 | 216,255.190,26/32 | atrivo.com | Storm worm installer host

2008-05-11 08:47:30 SBLE46TS | 216,255,189,210/32 | atrivo.comn | Storm worm installer host

FNNR-NS-11 NfA? 07 SRl AAAT? | 6O BN AR 734037 atrivn marm | Starmn waren installer hasck

16. unora 2011 SECURITY 2011 :::



Q
(o7
(O
&)
—
Q
e
c
~
o
2
Far
<

remeiaaacmeeisesamEEes ceer e sate ceEeTeees aes e

sRUIWLD JagAY pue siaxpey 10)
s@opuas snowAuoue pue uo|elsidal uewog

Contract Servers

Internet

Influence

SECURITY 2011 :::

apdwexy palepPossy

sponsorship

UEMILULD pUB ‘SPOJAND ‘DISM[BLU O SIIINOS -SIS0Y PUR SIINIDS

L ——

16. Gnora 2011



Co alebo kto je RBN?

RBN=Russian Business Network

Najvacsia a najaktivnejsia zloCinna organizacia
na internete

= Udajna podpora ruskej vlady

= V pozadi utokov na Estonsko a Gruzinsko

= Obrovsky obrat z r6znych aktivit
Spam, podvody, phishing
Virusy, botnety, malware, rootkity
Pornografia, pedofilia
Carding...
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Zaver #1

Jeremy Stamper zmizol v auguste 2010 z
internetu, pred tym zanechal tuto spravu na
svojom blogu

Since then, my name has been linked to spammers, phishers, boiler rooms, threatened
lawsuits, and more. Not only has my name been used, but my home address and phone

numbers as well. The worst part: | can’t really complain about it. | didn’t have my identity
stolen; | rented it out.

Jeho sestra Meaghan Stamper McKaige zasa
takuto...

Within a few months of offering the service, 'Meaghan McKaige' was listed as ‘director’ or
‘President’ of dozens of companies. Unfortunately, a number of these companies ended up
being nothing more than scams. Since then, my formerly good name is a lot worse for wear.
So, what does this have to do with my mail being stolen? Since then, not only has my name
been used, but my home address, phone numbers and (I believe) my social security
number. The police have been...well, totally uninterested.
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Zaver #2

Podvodnici nakoniec narazili...

= David Stein kontaktoval financného analytika v
Istanbule, ktory pozna predstavitelov Joseph Bank

= Poskytol falosné doklady o sebe a spoloCnosti

Given at Companies House, Cardiff the 15th March 1982
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Zaver #3

Zastupcovia banky a analytik aj pomocou nasich
dbékazov presvedcili turecku policiu

Analytik zorganizoval stretnutie, na ktorom mal
predat peniaze na ,,investovanie”

Policia zatkla styri osoby, medzi inymi aj Davida
Steina...

= september 2008 bol najuspesnejSim mesiacom
Turecka v boji proti cyber-zloCinu (nas pripad, Chao...)

Kopia stranky sa uz nikdy neobjavila online...

16. unora 2011 SECURITY 2011 :::



A co bude dalej?

Jediny pripad svojho druhu (pretoze bol
vysetrovany a zverejneny) poukazuje na
komplexnu strukturu kriminalnej siete
Denne pribudaju stovky novych podvodnych
stranok — kto je za nimi?

Aka je trestna zodpovednost zlocincov?

= A schopnosti vysetrovatelov?
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19. rocnik konference o bezpecnosti v ICT

Dakujem za pozornost.

PROSTOR

s PRO OTAZKY

Boris Mutina
Security Lab SAGL
boris.mutina@sec-lab.com




