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19. rocnik konference o bezpecnosti v ICT

Kam smeéruji SIEM systemy,
aneb od logu pres SOC po eGRC

David Matéju
RSA, The Security Division of EMC




Agenda

Bezpecnostni monitoring

= Utoky na infrastrukturu

= Utoky na data a informace

= Poruseni bezpecnostnich politik

DnesSni moznosti monitoringu a analyzy udalosti
= Krok 1: Log Collection

= Krok 2: SIEM a SOC — Security Information and Event
Management a Security Operations Center

= Krok 3: Integrace s eGRC — Governance, Risk,
Compliance

Shrnuti a vyhled
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Blue Coat - Activity Category by User (Forensic Data) | E5 Investigation (Forensic Data) [ 50C - Attack Investigation (Forensic Data) 53 l Excessive Web Surfing Activity (Forensic Data)

MessageTime DeviceClassName DeviceTypeMName F EventCategory Addressl Address2 VID DeviceAddr... MessagelD
:2008-03-23 21:02:170 VPN MNaortel VPM Contivity Attacks.Denial of Service 89.128.08.68 00269
2008-03-23 21:02:420 VPN MNertel VPN Contivity Attacks.Denial of Service 192.168.2249 89.128.98.68  00257:04
2008-03-23 21:02:45.0 VPN Mortel VPN Contivity Attacks.Access.Medification. Network Based HTTP http header... 891289868 00175
2008-03-23 21:02:46.0 VPN Mortel VPN Contivity Attacks.Access.Modification 89.12898.668 00309
2008-03-23 21:02:46.0 VPN Mortel VPN Contivity Attacks.Access.Modification 80.12898.68  00152:00
2006-04-11 08:12:45.0 DS 155 Realsecure Attacks.Access.Modification.Network Based HTTP 19487582 1010.50.220 352... 10105061 HTTP_GetAccess_login
2006-04-11 08:12:45.0 D5 155 Realsecure Attacks.Denial of Service 194,87 .5.82 1010.50.220 231.. 10.10.50.61 Cisco_Syslog_Do5
2006-04-11 08:12:47.0 FIREWALL Metscreen Attacks.Denial of Service.Bandwidth consumption 194.87.5.82 1010.5012 1010501 00007:14
2006-04-11 08:12:48.0 FIREWALL Metscreen Attacks.Malicious Code 1010501 20.20.20.2 executable p... 1010501 00400
2006-04-11 08:12:33.0 FIREWALL MNetscreen Attacks.Access.Modification 209.67.1010 1010.5012 1010501 00026
2006-04-11 08:12:33.0 FIREWALL MNetscreen Attacks.Access.Modification 209.67.10.10 10.10.5012 1010501 00026
2006-04-11 08:12:49.0 FIREWALL MNetscreen Attacks.Access 209671010 10.10.50.10 1010501 00004:04
2006-04-11 08:12:49.0 FIREWALL MNetscreen Attacks.Access 209.,67.1010 10.10.50.12 1010501 00004:035
2006-04-11 08:12:50.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209671011 10.10.5012 1010501 00005:02
2006-04-11 08:12:50.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209671010 10.10.5012 1010501 00005:02
2006-04-11 08:12:530.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209671012 10.10.50.12 1010501 00005:04
2006-04-11 08:12:50.0 FIREWALL MNetscreen Attacks.Denial of Service 209.67.10.100 10.10.5012 1010501 00008
2006-04-11 08:12:50.0 FIREWALL MNetscreen Attacks.Denial of Service 2096710111 10.10.5012 1010501 00006
2006-04-11 08:12:51.0 FIREWALL Metscreen Attacks.Denial of Service.Bandwidth consumption 209.67.10.30 1010.50.10 1010501 00007:46
2006-04-11 08:12:51.0 FIREWALL Metscreen Attacks.Denial of Service.Bandwidth consumption 209.67.10.10 1010.50.10 1010501 00007:46
2006-04-11 08:12:51.0 FIREWALL MNetscreen Attacks.Access.Modification 209.67.1010 10.10.5012 1010501 00008
2006-04-11 08:12:51.0 FIREWALL MNetscreen Attacks.Access.Modification 209.67.10.40 10.10.50.22 1010501 00008
2006-04-11 08:12:51.0 FIREWALL MNetscreen Attacks.Access.Modification 209.67.10.30 10.10.5012 1010501 00008:01
2006-04-11 08:12:52.0 FIREWALL MNetscreen Attacks.Access.Modification 209671011 10.10.5012 1010501 00003:05
2006-04-11 08:12:52.0 FIREWALL MNetscreen Attacks.Access.Modification 209.67.10.30 10.10.5012 1010501 00003:05
2006-04-11 08:12:52.0 FIREWALL MNetscreen Attacks.Denial of Service 209671010 10.10.5012 1010501 00010
2006-04-11 08:12:52.0 FIREWALL MNetscreen Attacks.Denial of Service 209.67.1010 10.10.5012 1010501 00010
2006-04-11 08:12:52.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209.67.10.10 10.10.5012 1010501 00011
2006-04-11 08:12:52.0 FIREWALL Netscreen Attacks.Access.Modification, TCP/IP 209.67.1010 10.10.5012 1010501 00011
2006-04-11 08:12:53.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209.67.1010 10.10.50.10 1010501 00011:02
2006-04-11 08:12:53.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209.67.10.10 10.10.5012 1010501 00012:05
2006-04-11 08:12:53.0 FIREWALL Netscreen Attacks.Access.Modification, TCP/IP 209.67.1010 10.10.5012 1010501 00012:08
2006-04-11 08:12:53.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209.67.1010 1010.5012 1010501 00012:06
2006-04-11 08:12:53.0 FIREWALL MNetscreen Attacks.Access.Modification, TCP/IP 209.67.10.10 10.10.5012 1010501 00012:05
2006-04-11 08:12:57.0 FIREWALL Netscreen Attacks.Access.Modification 209.67.1010 10.10.5012 1010501 00028
2006-04-11 08:12:57.0 FIREWALL MNetscreen Attacks.Access.Modification 209.67.1010 1010.5012 1010501 00026
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Muze ale IT travit 20% casu nad logy?
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Kdyz ano, umi pak odpovedet?

Jsme zabezpeceni?

Jsme ve shodé s predpisy?

Kde mame jesté mezery?

Jak prioritizovat ukoly?
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SIEM supports 3 key aspects of Security Operations

Turn real time
events, e.g.
threats, into
actionable data

Dozens of high priority events
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Moznosti soucasnych SIEM
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eGRC umi zodpovedet ...

Je celé moje snazeni efektivni?

Podporuji klicové procesy podniku?
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Pouhy sbér logu (log collection) zdaleka
nestaci na smysluplny monitoring.

SIEM s moznostmi SOC je pro vetsinu
strednich instituci dostacujici.

Velké firmy vyuziji navic eGRC pro integraci
SOC do celkového obchodniho a procesniho
pohledu.

SIEM, SOC a eGRC se budou stale vice
integrovat -> balikova reseni.
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19. rocnik konference o bezpecnosti v ICT

Dékuji za pozornost.

PROSTOR

s PRO OTAZKY

David Mateju
RSA, The Security Division of EMC
david.mateju@rsa.com




