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Zastoupeni aplikaci

OBSAHUIJE
Internetové bankovnictvi

Celkem 29 aplikaci ... 62%

Ostatni aplikace
* financni management
* pojistné aplikace

38%

H B

M QOstatni

NEOBSAHUJE

* e-shopy

*Statni zpravy

*Bézné www portaly
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Hodnoceni rizika nalezu

- kriticky zdvazna chyba (KRITICKA) — CRITICAL c]

Jako kritické chyby jsou oznaceny nedostatky, které byly pfi testech zneuzity a vedly (ptipadn
mohou vést) k pfimé kompromitaci testovaného systému.

- zdvazné chyby (VYSOKA) — HIGH H

Jako zdvainé klasifikujeme chyby, které bezprostfedné umozniuji kompromitaci systému, Ci
jeho nedostupnost. U téchto chyb existuje velmi vysokd pravdépodobnost zneuziti. Jejich
okamzitd ndprava je nutna.

- stredne zavazne chyby (STREDNI) — MEDIUM

vevys

nékolika urutych navzajem souwsejluch podmmek JEJICh zdvaznost nelze podcenovat
s ohledem na potencialné hrozici zneuziti.

- méné zavaziné chyby (NIZKA) — LOW L
Tato kategorie zahrnuje méné zdvazné chyby, které napomahaji napadeni systému. Napt.
poskytuji potencialnimu utoc¢nikovi informace, jez Ize uplatnit v rdmci Gtoku na IS - organizace

o svém IS prozrazuje vice, nez je nezbytné nutné. Ve vétsiné pripadud se jedna pouze o
konfiguraéni opomenuti apod.

- (INFORMATIVNI) — INFO 1]

Informativni kategorie oznacuje vse, co lze zjistit o systémech a sitich, aniz by bylo mozné
jakymkoliv zpisobem zabranit Uniku téchto informaci. Tyto Udaje nejsou vétsinou pfilis
dllezité pro vedeni vlastniho Utoku, ale mnohdy mohou napomoci Utocnikovi pfi dokresleni
doplnéni celkového obrazu o cili potencidlniho napadeni.
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OWASP Testing Guide v3

Metodologie pro penetracni testovani
Information Gathering
Configuration Management Testing
Authentication Testing

Session Management Testing
Authorization testing

Business logic testing

Data Validation Testing

Denial of Servis (DoS) Testing

O 0 N O Uk WDNRE

Web Services Testing
10. AJAX Testing
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Information Gathering 1/10

OWASP-IG-001 - Spiders, Robots and Crawlers

OWASP-IG-002 - Search Engine
Discovery/Reconnaissance

OWASP-IG-003 - Identify application entry points.

OWASP-IG-004 - Testing for Web Application
Fingerprint

OWASP-IG-005 - Application Discovery

OWASP-IG-006 - Analysis of Error Codes -
Information Disclosure

Information Gathering

INFO
LOW
MEDILUM

HIGH
B CRITICAL

*Unik informaci z HTTP
hlavicek

Unik informaci z
vystavenych dokument(

*Pfitomnost
zapomenutych aplikaci

*Kriticka zranitelnost
aplikacniho serveru

*Email addresses readable
for bots

*Information leakage
about used technologies



Configuration Management Testing 2/10

OWASP-CM-001 - SSL/TLS Testing (SSL Version,
Algorithms, Key length, Digital Cert. Validity) - SSL
Weakness

OWASP-CM-002 - DB Listener Testing - DB Listener weak

OWASP-CM-003 - Infrastructure Configuration
Management Testing

OWASP-CM-004 - Application Configuration Management
Testing

OWASP-CM-005 - Testing for File Extensions Handling

OWASP-CM-006 - Old, backup and unreferenced files

OWASP-CM-007 - Infrastructure and Application Admin
Interfaces - Access to Admin interfaces

OWASP-CM-008 - Testing for HTTP Methods and XST -
HTTP Methods enabled, XST permitted, HTTP Verb

Configuration Management Testing

INFO
Low
NEDIUM
HIGH

W CRITICAL

*Akceptace slabych
Sifer SSL

*Prozrazeni internich IP
adres

*Nekorektni chovani
aplikace

*Kontrola nahravanych
soubord

*Unik informaci —
podporovana metoda
OPTIONS



Authentication Testing 3/10

OWASP-AT-001 - Credentials transport over an encrypted
channel

OWASP-AT-002 - Testing for user enumeration - User
enumeration

OWASP-AT-003 - Testing for Guessable (Dictionary) User
Account

OWASP-AT-004 - Brute Force Testing - Credentials Brute
forcing

OWASP-AT-005 - Testing for bypassing authentication
schema

OWASP-AT-006 - Testing for vulnerable remember
password and pwd reset

OWASP-AT-007 - Testing for Logout and Browser Cache
Management

OWASP-AT-008 - Testing for CAPTCHA - Weak Captcha
implementation

OWASP-AT-009 - Testing Multiple Factors Authentication -
Weak Multiple Factors Authentication

OWASP-AT-010 - Testing for Race Conditions

Authentication Testing

INFO
LOW
NEDIUM
HIGH

W CRITICAL

*Pristupna NTLM
autentizace k serveru v
doméné

*Moznost
automatizované
enumerace uzivatelu

*Replay Attack
*Chyba v autorizaci —
verejné dostupna data

uzivatele

*Povolend vlastnost
AUTOCOMPLETE



Session Management 4/10

OWASP-SM-001 - Testing for Session Management
Schema - Bypassing Session Management Schema,
Weak Session Token

OWASP-SM-002 - Testing for Cookies attributes -
Cookies are set not ‘HTTP Only’, ‘Secure’, and no
time validity

OWASP-SM-003 - Testing for Session Fixation

OWASP-SM-004 - Testing for Exposed Session
Variables

OWASP-SM-005 - Testing for CSRF - CSRF

Session Management Testing

INFO
LOW

NEDIUM
HIGH

W CRITICAL

*Session Stealing
*Session Fixation

*Slabé session ID -
moznost uneseni relace

*Session ID soucasti URL
*Slabé Session ID

*CSRF vulnerability



Authorization Testing

Authorization Testing 5/10

INFO

OWASP-AZ-001 - Testing for Path Traversal

LOW

MEDILIM

HIGH

OWASP-AZ-002 - Testing for bypassing authorization B CRITICAL
schema
OWASP-AZ-003 - Testing for Privilege Escalation *Moznost

podvrzeni

klicového paru

*Obejiti druhé faze
autentizace

*Obejiti autorizace

*Viditelné soubory
ostatnich uzivatel(



Business Logic Testing

Business logic testing 6/10

INFO

Low

OWASP-BL-001 - Testing for Business Logic - DM
Bypassable business logic

W CRITICAL

*User can modify
foreign cID

*No limits for SMS
messages

*Missing countdown
timer

*Moznost deaktivace
paralelniho kanalu
oveérovani plateb



Data Validation Testing 7/10

Improper Input/Output Validation

OWASP-DV-001 - Testing for Reflected Cross Site Scripting -
Reflected XSS

OWASP-DV-002 - Testing for Stored Cross Site Scripting - Stored
XSS

OWASP-DV-003 - Testing for DOM based Cross Site Scripting -
DOM XSS

OWASP-DV-004 - Testing for Cross Site Flashing - Cross Site
Flashing

OWASP-DV-005 - SQL Injection

OWASP-DV-006 - LDAP Injection

OWASP-DV-007 - ORM Injection

OWASP-DV-008 - XML Injection

OWASP-DV-009 - SSI Injection

OWASP-DV-010 - XPath Injection

OWASP-DV-011 - IMAP/SMTP Injection

OWASP-DV-012 - Code Injection

OWASP-DV-013 - OS Commanding

OWASP-DV-014 - Buffer overflow

OWASP-DV-015 - Incubated vulnerability

OWASP-DV-016 - Testing for HTTP Splitting/Smuggling - HTTP
Splitting, Smuggling

Data Validation Testing

INFO
LOW
NEDIUM
HIGH

W CRITICAL

*Nekorektni validace
parametru

*Podvrzeni
modifikovanych dat

*Obejiti kontroly
vkladanych dat pfi
modifikaci uzivatele
*XSS non-persistant

*XSF

*SQL Injection



Denial of Service Testing 8/10

Instable application

OWASP-DS-001 - Testing for SQL Wildcard Attacks

OWASP-DS-002 - Locking Customer Accounts

OWASP-DS-003 - Testing for DoS Buffer Overflows

OWASP-DS-004 - User Specified Object Allocation

OWASP-DS-005 - User Input as a Loop Counter

OWASP-DS-006 - Writing User Provided Data to Disk

OWASP-DS-007 - Failure to Release Resources

OWASP-DS-008 - Storing too Much Data in Session

Denial of Service Testing

INFO
LOW
MEDIUM
HIGH

B CRITICAL

*DoS — automatizované
zablokovani
uzZivatelskych uctu

eInstability of the
application

*Looping the
application

*The possibility of DoS
attack



Web Services Testing 9/10

OWASP-WS-001 - WS Information Gathering

OWASP-WS-002 - Testing WSDL

OWASP-WS-003 - XML Structural Testing

OWASP-WS-004 - XML Content-level Testing

OWASP-WS-005 - HTTP GET parameters/REST
Testing

OWASP-WS-006 - Naughty SOAP attachments

OWASP-WS-007 - Replay Testing
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Ajax Testing 10/10

OWASP-AJ-001 - AJAX Vulnerabilities

OWASP-AJ-002 - Testing for AJAX
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B INFO

B CRITICAL
¥ HIGH
B NEDIUM
LOW
I I
P
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Nejcastéjsi identifikované vazné
nedostatky

Autentizace

DoS

XSS

Session management

SQL Injection

A A

DATA SECURITY
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Autentizace — 34%

B Autentizace 34%

ostatni

Autentizace operace vs. autentizace uzivatele

Spojeno se session mng. a configuration mng.

*Obejiti faze
autentizace

*Slaba autentizace

*Nedostatecné
zabezpeceni uctd

*MozZnost enumerace
uctu

*Prostredi pristupné
bez autentizace

*Opomenuta
konfigurace (formular
+ NTLM)



DoS - Denial of service — 24%

H DoS 24%

ostatni

VycCerpani paméeti
Uzké hrdlo mezi app a db
Zamykani uctu

DATA SECURITY




XSS — Cross Site Scripting — 21%

WX5521%

ostatni

Non-Persistent (reflected)
Persisten (stored)
DOM Based
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Session management — 14%

M Session mng. 14%

ostatni

Session ID neni vazano na uzivatele
Jednoduché SID (v URL)
Paralelni relace
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SQL Injection —10%

B SAL Injection 10%

ostatni
Blind Obtizné
Nejobtiznéjsi detekce, nasleduje outband
Out-band Tézsi
Vystup je generovan prostrednictvim sitové funkce
In-band Lehké

Generuje primé chybové hlaseni - nejtrivialnéjsi zneuziti
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Zaverem

Vysledky penetracnich testt 29 financnich
aplikaci auditovanych spolecnosti AEC

Nejcastejsi zranitelnosti v oblasti
configuration managementu

Nejvazneéjsi zranitelnosti v oblasti

autentizace a validace dat

Cil:
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