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Google Hacking



Example of stolen credentials extracted from a phishing site

by RSA AFCC team:

Phishing, Keyloggers, Trojans



Want to be a fraudster? Buy Trojan!



Don‘t want to be detected? Buy undetection service!



Cannot distribute? Buy Trojan distribution service!



Zeus Trojan as an example outcome…

Tracking one variant of a very popular tool-kit

In first two weeks infected 32,000 computers

• Roughly  4,000 infections a day

No effective anti-virus update available

• Highly polymorphic, no consistent binary signature

To Q2/2009 we have recovered 60,000 compromised 
users and their credentials from this tool-kit alone

Are YOU sure you don’t have one in your PC?



How to fight? Strong multifactor authentication!

Two-factor Authentication via One-time Password

• Username

• PIN + OTP

Two-factor Authentication via PKI

• Username

• Password + Certificate

Adaptive Authentication

• Username

• Password

• Only in case of high risk

• Step-up Authentication



OTP and PKI Authentication

Advantages

• Much more secure than static passwords

• Easy to use for users

• Users “own” something, they feel more secure – psychology

Challenges

• Distribution process of hardware/software tokens
and certificates

• Managing tokens’ and certificates’ life-cycle
(expiration, renewals)

• Can be vulnerable to on-line financial fraud

• Man-in-the-middle, Trojans
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Multi-factor Adaptive Authentication



Adaptive Authentication Concept

Factor #1:

Something 

You KNOW

Factor #4:

Something 

You KNOW

or HAVE

Factor #2: 

Something 

You HAVE

Factor #3:

Something 

You DO



Adaptive Authentication Concept

Multi-Factor User Authentication

Strong Authentication for access to sensitive resources

Analyze Access Risk
Create risk score for access to sensitive resources

Adaptive Authentication

Resource(s)

(logins, URLs, web services, etc.)

Low Risk

Username/

Password

Higher Risk

OTP HW/SW/SMS KBA OOB

Trusted External Users

Manage Trust Relationships
Establish and control trust between organizations

Federated Identity

SAML

Assertion

Multi-Access Control
Control access to multiple resources 

Authorization



Adaptive Authentication Process



The Risk Engine Details



Step-up Authentication Options
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Everything Only trx data Only IP & device data Only dev profile

Adaptive Authentication – Identity Theft Detection

1% flag rate

>80% detection !

3% flag rate

>95% detection !!



Why Adaptive Authentication?

More secure than OTP and PKI alone

• Can be (as is frequently) used with SMS code

No impact to user experience

No HW, SW or Certificate distribution process

No token/certificate life-cycle management

Much less vulnerable to online identity fraud

Integration with SSL VPN, etc.

Already protecting more than

200.000.000 identities! P




