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Phishing, Keyloggers, Trojans

Example of stolen credentials extracted from a phishing site

by RSAAFCC team:

Username
[fable19xx
joellxx
JmuyyerSxx
sebljbfaaxx
endeverafterix
igorngrExxdsy
Elenablxx

wiy e L F R
rmonteverded 2 xx
insanity? }xx
JeryEExxx
adarn9xxx
F1027 1 mx
tirmorxxx
Pedro Gxx
krispixx
Fai e XK

B2 rivxx

Passworil
HHHHK
HHHHHH
HHHHHHX
HHHHHH
HHHK
HHHHHH
HHHHHH
HHHK
HHHHHH
HHHHKHHHHK
HHHHHH
HHHHHH
HHHHHH
HHX
HHHHHH
HHHHHHX
HHHHHH
HHHHHH

CC number

MMM K028
HHHHMHHH MM HH 547
MMM HZ2015
HHEHHMHHHNMHHTO1E
MHMMMHNH NN HO025
MHHHMHHHNMHHSO14
HHMHE NN HI0Z2T
OO M S0 2
HEHMEHHNHHHHI0T3
OO MM M X307 2
HHHHMHHH MM HHBERES
MMM HZ2018
HHEHHMHHHNMHHSO10
MHMMM MM NN N HB022
HHHHMHHH MM XHE013
MMMMXHNHHHHxHO0010
AN MR T1027
HHMMEHH NN HO0T7

Exp. Date PIN

127200% HHHH
117200% MHHH
03/200% MM
12200% MHHH
12/200% MHMX
OE200% MHHH
10/200% HHMX
11/7200% HHHH
02/200% HHMH
01/7200% HHHH
10200% HHHH
10200 % WM
09200 MHHH
12/200% MHMX
117200% MHHH
09/200% MHMX
03/200% HHHH
11/200% HHMH

C\2
®30
w26
¥/ 4
H 2
®03
H22
®a5
%10
w2
®x03
w37
40
51
piala]
®39
®99
=02
A atd

IP address
adsl-067-035xxx-032. sip. bet. bellsouth. net
adsl-158-43xxx. asm. bhellsouth. net
adsl-070-Kxx-243-005. sip. asm.bellsouth.net
out. XX com

c-24-7-wWx-97 client. comcast. net
adsl-146-61-xxx. mia. bellsouth. net
adsl-0E5-012-xxx-216. sip. mia. bellsouth. net
adsl-065-Kxx-178-207 . sip. bet. bellsouth. net
158 xxx. 107 B4

b5 172 xxx. 135
user-¥xxx1t5 dsl. mindspring. com
adsl-223-wxx-233 . mia. bellsouth. net
atl-28-c-xxx. atl dsl cerfhet. com
ads-055-007-xxx-030. sip. bet. bellsouth. net
BA 201 xxx.130

RS 120 xxx. BR

rnail. dexoowarld. com

17074 wxx 9



Want to be a fraudster? Buy Trojan!

Manager's trojan
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Don‘t want to be detected? Buy undetection service!
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Cannot distribute? Buy Trojan distribution service!

¥ View First Unread Thread Tools ¥ Search this Thread ¥ Rate Thread ¥ Display Modes ¥

B Vesterday, 10:19 AM *

Join Date:
Posts:

is offline

I Load your sg

Load your trojan,DDoS-bot, Spam-bot, etc. to thousand computers, Very simple, like ABC,
Fresh, clean and oy

1) MI¥. Top countries - US, TR, x-USSR, Minimum order - 1000 loads.
till Sk - 234 per 1k

5-10k - 21% per 1k

10k+ - 20% per 1k

2) Clean countries, Minimum order - 500 loads.

USA - from 130% per 1k

DE - from 200% per 1k

UK - from 270% per 1k

Without free test, With MIX we load our adware (adware dont conflict with ur software, fully tested). When you ordered clean countries, we dont load anything
instead your exe.

1CQ -

e accept only.,
We can wotk thru escrow service without any problems.

Always




Zeus Trojan as an example outcome...

© Tracking one variant of a very popular tool-kit

O In first two weeks infected 32,000 computers
® Roughly 4,000 infections a day

© No effective anti-virus update available
® Highly polymorphic, no consistent binary signature

© To Q2/2009 we have recovered 60,000 compromised
users and their credentials from this tool-kit alone

O Are YOU sure you don’t have one in your PC?

RS/
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How to fight? Strong multifactor authentication!

© Two-factor Authentication via One-time Password

¢ Username | g
®* PIN+OTP

O Two-factor Authentication via PKI
® Username

® Password + Certificate

O Adaptive Authentication
¢ Username

® Password

® Only in case of high risk
« Step-up Authentication

N
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OTP and PKI Authentication

© Advantages
® Much more secure than static passwords /

® Easy to use for users

® Users “own” something, they feel more secure — psychology

© Challenges

® Distribution process of hardware/software tokens
and certificates

® Managing tokens’ and certificates’ life-cycle
(expiration, renewals)

® (Can be vulnerable to on-line financial fraud
- Man-in-the-middle, Trojans

RS/
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Multi-factor Adaptive Authentication




Adaptive Authentication Concept

Factor #1.
Something

Username & Password \YOU KNOW
S

“\I J

Unique Device Identification

. ]
%
it
L& e
il

Statistical Device Identification

N —
N

“Step-up” Authentication

Behavioral Profiling

Risk Engine

Factor #2:
Something
You HAVE

Factor #3:

Something

You DO

e

N\
/ Factor #4.

— Something ‘
.\ You KNOW



Adaptive Authentication Concept

Username/ Analyze Access Risk
P assword Create risk score for access to sensitive resources
— Adaptive Authentication
Higher Risk ‘

Multi-Factor User Authentication
Strong Authentication for access to sensitive resources

OTP HW/SW/SMS KBA OOB

|

Multi-Access Control

Control access to multiple resources

Low Risk

Authorization

SAML f

Assertion Manage Trust Relationships
— Establish and control trust between organizations

Federated Identity
Trusted External Users
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Adaptive Authentication Process

2o

RSA®
eFraudNetwork™ Input

-.com User Behavior
Employees .gov Profile
.org ‘
.edu
Protection

Device
Profile

Do

e )
Customers -
Activity
Detail ;
SSL VPN el - | Continue
Protection RSA RSA Policy . 5
Risk Engine Manager Invisibly Authenticated
b 7
Contractors
v Step-up Authentication
1 Flagged _—— 3
Web Access 1 Activity %
Management .
[ Out-of-Band Challenge
Partners (WAM) 1 Authentication Questions
Protection ; : > I .
: ( . Case Created
2\ in Case
1 Knowledge- Others via Management
1 based Multi-Credential
Administrators : A”thfé'é',_c\?t'on Fra(ﬂecvz;"k
| .
|

Case Management: Feedback Results
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The Security Division of EMC



The Risk Engine Detalls

Channel
information

IP information

case management
feedback

Device profile Fraud intelligence

N
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Step-up Authentication Options

Out-of-band

Phone Call

Site-to-user

Personal security
image and caption

Challenge Questions

Knowledge-based  Shared
Authentication Secrets

Others with
Multi-Credential
Framework (MCF)

RSAJ
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Adaptive Authentication — Identity Theft Detection
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| | | | | / \
— 30%
1% flag rate )4 b\
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Why Adaptive Authentication?

© More secure than OTP and PKI alone
® Can be (as is frequently) used with SMS code

© No impact to user experience
© No HW, SW or Certificate distribution process
© No token/certificate life-cycle management

© Much less vulnerable to online identity fraud
O Integration with SSL VPN, etc.

© Already protecting more than
200.000.000 identities!

RS/
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