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+SACA

Trust in, and value from, informa

ISACA

» Certifications: IS Audit (CISA®) & Security (CISM™)
»|S Audit, Control & Security - Specific Environments
»|S Audit, Control & Security — Tools

»>1S Auditing

»Net Centric (Intranet/Extranet/Internet) Control & Security

»|S Security
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»|S Security Management

»|S Control

»|T Governance & Business Management
»eBusiness

» Telecommunications

»Project Management

»Professional Development

' Oblasti vyzkumu

Information System Audit And Control Association

IT podporuje, umoziuje plnit obchodni cile a maximalizuje pfinosy

Zdroje IT jsou vyuzivany efektivné a odpovédné
Rizika IT jsou vhodnym a optimalnim zptsobem fizena

IT navazuje, plni, rozviji pozadavky obchodu
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O COBIT Mapping: Mapping NI

ISACA

server, publikace....

ST SP800-53 Rev 1 With COBIT4.1

O COBIT Mapping: Mapping ISO/IEC 17799:2005 With COBIT 4.0
0 COBIT Mapping: Mapping of ITIL V3 With COBIT 4.1
0 COBIT Mapping: Mapping SElI's CMM for Software With COBIT 4.0

=\Windows

= NT/2000
=\Windows 2003 Server
"OpenVMS
sSMF

CGl

sMVS
*RACF
"Websphere
sUNIX
=Linux
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=Netscape =|nternet Explorer
“EDI *SAP R/3
=0S/390 =Novell NetWare
»SYS1.PARMLIB »Directory Services
=JAVA »PeopleSoft

"HP Openview »[_otus Notes
=|SA Server =Tivoli TME10
»SQL Servers »Desktop

=Active X

=Oracle Database

= AS/400

—+SACA

eLibrary

=Apple

=CICS
=Oracle Financials
=\Windows XP
=\/ista
=Informix
=DB2

=||S
=\Windows ME
»Sybase
"ERP
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ISACA
Klicova témata

s Security, Control and Assurance
“*Accounting, finance and Economics
“*Business, Management and Governance
“*Contingency Planning, Disaster Recovery
oIT

‘*Risk Management
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~ISACA

Trust in, and value from, information systems

— 1998

— Sjednoceni norem a standardu v oblastsi
kontroly, rizeni a smerovani IT
— Sjednoceni pojmu

IT Governance Institute
3701 Algonquin Road, Suite 1010
Rolling Meadows, IL 60008 USA

' Phone: +1.847.590.7491
= Fax: +1.847.253.1443

GOVERNANCE E-mail: infowitgi.org
INSTITUTE® Web site: www.itgi.ore
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ITGI

Figure 4—Interrelationships of ComiT Components
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ITGI

HSACA Cobit 4.1

Trust in, and value from, information Systems

K zajisténi potfebnych informaci a
dat, ktera jsou vyZzadovana k Figure 5—Basic CosiT Principle
dosazeni obchodnich cild,

organizace investuje, fidi a e

kontroluje zdroje IT, pricemz which rspands Requirements di he
pouziva celou mnozinu procesu. fo imvestments in
Prostfednictvim Ci s pomoci téchto

procesu se realizuji a nastavuiji /—

sluzby, navody, standardy, Enterprise | [ oot IT Resources
smérnice...... , jejichz cilem je Information

zpracovat, uchovat, poskytnout,
tfidit informace potrebné

pro splnéni obchodnich cild. to deliver hat are
- d I:l'lu'
CI-P IT Processes e
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on Systems

- Strategie ISACA

— Nova strategie predstavena v poloviné lonskeho roku
— Zalozena na pruzkumech trhu, hodnoceni stavajicich prostredi IS a

budoucich pozadavcich

— Mise a vize
Vision
Trust in, and value from,
information systems Mission
For professionals and organizations be the leading global
provider of knowledge, certifications, community,
| advocacy and education on information systems
CI-P assurance and security, enterprise governance of IT, and
. = o IT-related risk and compliance
GOVERNANCE
INSTITUTE®
LEADING THE [T GOVERNANCE COMMUNIT]
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ﬂSACA Rok 2010

Trust in, and value from, information systems Ente rp rise-wide Value
- Given the growing complexities of global competition, ever-

Context : increasing risk and the need to demonstrate compliance,

Information systems environments are continuing to enterprises must take a systemic approach to governing their

increase in complexity and impact, bringing unprecedented information systems. ISACA certifications, education, research,

value opportunities along with significant risk. While standards, frameworks and professional communities help

enterprises need to manage the risk, they also need to enterprises balance the risks and rewards from their information

maximize value. This requires active governance and systems.

management of internal and external information systems. \

Key Message
As an independent, nonprofit, global \?Vl?hbal Value ding X
membership association, ISACA engages in the 10';‘) men:pers Irse/i'cg‘g n ;noret’F an”

Member Value development, adoption and use of globally coun (r;es, v 'S"_? ernationally
Members rely on ISACA for resources accepted, industry-leading knowledge and recogplzi atshat |%d-pe ormlln% |
that enhance their skills, expand their practices for information systems. ISACA helps orq{gn|zle1 '03 I a Ia' fressis g0 at,
professional knowledge and connect its members achieve individual and nadlot? e e ogmsl |0T sys;tems
them with a vibrant community of peers. organizational success, resulting in greater trust an rtjs:cness 'Ssueg"th u Jecldma (tar'b t
Many professionals worldwide consider in, and value from, information systems. Its ’?X?he 3 rorln arount f IeS)’/\ng’ iﬁn f r:jte
membership in ISACA essential to their members and certification holders are qualified |° d? ‘i"e o?rr(]en 0 gt § thougnt-
ongoing education, career progression and skilled professionals who make a difference. :;uéggo:ggderfszaiihl ications,

and value delivery to their enterprises.
Industry Value /

(,(_}1: RNANCE ISACA provides practical guidance, benchmarks and other effective tools for all
Py o enterprises that use information systems. Through its comprehensive guidance ;
INSTITUTE and services, ISACA defines the roles of information systems governance, WWW. /saca.org/strategy
LEADING THE IT GOVERNANCE COMMUNIT security, audit and assurance professionals worldwide. The COBIT, Val IT and
Risk IT governance frameworks and the CISA, CISM and CGEIT certifications x )
ISACA, Bezpe&nost a audit are ISACA brands respected and used by these professionals for the benefit of CEsKAs
28. 12. 2015 — strana 11 their enterprises. EHEQEJIELNA




Information Security
Governance

~+SACA

Trust in, and value from, information Systems

Senior Management > Business Strategy > "ﬂﬁ‘ﬁﬂ“
v h 4 w
Security

Steering Committee and
Executive Management

T : '

||  Risk Management/Information Security Strategy o e

cIso/ Security
Stﬂﬂ'.'lg Committee " Samrlt]r Action Plan, Policies, Standarnds ™ Pﬂmmmﬁ
|
k. 4
Implementation

|
k.

Security Objectives

Monitor/Metrics

Reporting
Trend Analysis
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Information Security
Governance

~+SACA

Trust in, and value from, informatior

Ramec fizeni a organizace informac€ni bezpecénosti:

»Metodologie fizeni rizik

»Komplexni bezpecnostni strategie — propojena s obchodnimi i IT cili

» Efektivni organizacni struktura bezpecCnosti

» Strategie bezpecnosti zpracovavajici informace, jej hodnotu a zpUlsoby
ochrany informace

»Bezpecnostni politiky — strategie, kontrolni a ridici mechanismy a regulace

»Bezpecnostni standardy, vychazejici a podporujici kazdou z politik

»Proces, ktery zajisti prubézné hodnoceni a obménu bezpecnostnich politik,
standardu, procedur arizik...... :
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Neco o rizicich

ENTERPRISE RISK:

IDENTIFY, GOVERN AND
MANAGE 'l RISK

The Risk IT Framework
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~ISACA

Trust in, and value from, information systems

Www.isaca.org
Www.isaca.cz
Www.itgi.org
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Otazky??

Lubos Klec¢ka

lklecka@csas.cz
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