Historie hackingu ve svéetovéem
kontextu

Tomas Vobruba, AEC




THEIR CRIME (S CURIOSITY

DATA SECURITY
COMPANY



Slavni hackef¥i

Kevin Mitnick

Nepochybné nejznaméjsi a nejvice
nadany hacker historie vubec.
Vybudoval si svoji povést v roce 1981
kdy v pouhych 17letech vlamanim se do
telefonni Ustredny, kterd mu umoznila
presmérovat jakvkoliv telefonni hovor
kamkoliv chtél.

ONLLINENOD ALIMOORE HOUMLIM ASILHNO0)

Kevin Poulsen

SoucCasny vedoucil casopisu Wired, ktery Jje
spisSe znamy pres své Uplneé Jjiné aktivity. V
roce 1983, wve svych pouhych 17letech, provedl
své prvni vlamani do cizich siti, které méli
za vysledek, problémy se systémem US..
Pokracoval v ilegalnich aktivitach aZz do doby,
nez byl zatcen FBI v roce 1991. V roce 1994
byl odsouzen k pobytu ve vézeni.
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Slavni Hackeri

John Draper

Lépe znamy Jjako ,Cap’n Crunch“. Byl to vubec
jeden z prvnich hackerd v historii. Tato
prezdivka vzesla z cerealiil se stejnym
nazvem uvnittr kterych jednou objevil
hracku - pistalku.

Adrian Lamo

Lamo se zcela jisté stal nejvét$i noc¢ni mlGrou sitovych
administrdtorti. Od Microsoftu pres Sun, MacDonald’s,
Cingular, AOL, New York Times az po Yahoo. Provedl snad
vSechny mozZné a zndme typy prunika do korporatnich siti.
Obesel vesSkeré bezpecnostni procesy a ochrany s
jednoduchosti a gracii.
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John Draper

Jak JiZz bylo treceno. Draper ziskal

svojil slavu a stal se jednim z
prvnich hackert tim, Ze vyuzil
détské hracky. To se stalo
mnohem drive, nez existoval
hacking ve smyslu hackovani

siti nebo poc¢itacovych systému.

Magicka pistalka

Ke konci 60. let 20. stoleti, po
objeveni pistalky uvnitt
krabice s cerealiemi Cap'n
Crunch zacal provadét prvni
pokusy s exploitovanim
telefonnich siti. Uvédomil si
totiZz, Ze pistalka je schopna
vydavat tén o 2600 Hz.
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Phreaking, Prvni kracky
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Steve Wozniak a

Blue Box, Phreaking pro kazdého

Steve Jobs
(zakladatelé Apple) dotahli
Draperovu techniku do konce
a vytvorili p¥istroj zvany
BlueBox. Zatrizeni bylo
schopno vytvaret zvuky na
frekvencich nutnych ke
telefonnich

zmateni
systémua.

Bell phone formula cracked

NEW YORK (LN3) -
Self-styled “‘people’s operators
have leaked the alleged credit card
formulas for 1972. They claim
that the following numbers and
letters correspond with each
other:

1-Z 21 3—Q 4-8 5-D 6-H
7—U 8-M 9—A 0-X. These code
numbers are now matched with
the fourth digit of the telephone
number, not with the sixth digit.
Other than that the procedure is
the same as last year.

A credit card consists of eleven
digits and looks like this:
XXX-XXXX YYY 'A. The first
seven digits are a telephone
number. The first three numbers
are called the prefix. If you are
using a number with a local
prefix, be sure to call the number
to make sure no one answers
there. (The operator may check it
while you're calling).

The next three digits of the

credit card are called the RAO.
Any number from 001-599 can be

used. These RAO’s stand for
cities, so if you are using a
number with a local prefix you
have the correct RAO, IF an
operator says, ““What city are you
calling frem?” and looks up the
RAO, hang up and try again from
another phone. (Some RAQ’s are:
157—Berkeley-Oakland, 158—San
Francisco, 072-074021—New
York, 035~-Atlanta,
032—Washington D.C., 105—New
Mexico.)

The last digit of the credit card
is the letter that matches the
fourth number of the phone
number., 834-1656 087 Z is an
example of a 1972 credit card
formula.

The operators handle real
credit card calls all day, and can
tell if you are nervous. Don't
hesitate, read your number like
it’s memorized and have all
information handy _Sa iz fas
834-1656 087 Z -
In the daytime opg
busy to check uj

ey

night, they may. You don't have
to say who the call is being billed
to or the number you are calling

from.
In any case, keep your phone

calls brief, use a public phone and
don’t use the same booth twice.




Unosy linek: Mitnick na scéné

= PACIFICE3BELL
WANTED A Pacific Telesis Company

BY US. MARSHALS

NOTICE T ARRESTING AGENCY: Bafvas smest, wiliate warmd Usrough Natizaal Coiss babormalion Ceater (NCIC),
Ulaitee! Seated Maribals Servis NCIC sty sustes: (NIC/, k

Stejné jako jeho predchudci,
zaCal Mitnick s hackingem tim,
Zze modifikoval telefonni linky v
jeho okoli. V roce 1981, 17lety
Kevin a jeho kamarad se vlamali
do Ustredny COSMOS (Computer
System for Mainframe
Aﬁﬁﬁwwdmmmﬁﬁ;mmmm«mmmm OperationS), ktera pattrila

o spolec¢nosti Pacific Bell v Los
S R R s s o Angeles.

DATE WARRANT ISSUED. ROVENEER 10, 1992

BAME: cccccniatccsinasnases HITHICK, EEVIS DAVID

AKE(EY wvsavmnnnrsransnssns MUINIE, KEVIN DAWTD
HMEREILL, BRIAM ALLEK

MISCELLANEGAUS INPORMATION: SUBJECT SUFFERS FROM A WEIGHT PROZELEM AND MAY RAVE EXPERIENCED
SELGHT GALN 08 WEIGHT LOSS

VEHICLE/TAG INFORMATION:  WONE KNOMNM  OFTEN USES PURLIC TRANSPORTATION \ . o L, Pl it
i 2 et i o 2 Jakmile byly uvnitr systému, F

m“m_mnmmwwhm maiin ~ « ' ~ ' B P
Nowsbe 1993 zachycené hovory smérované pres

tuto Ustrednu.
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Kevin Mitnick a Pentagon

o I P
Arpanet
¢

V roce 1983 Kevin Mitnick dosahl svého
nejveétsiho uspéchu.
Ziskal pristup do vladni vojenské site
Arpanet (predchtidce dnesniho Internetu).
Tato sit byla sdilena pouze vladou,

armadou, velkymi korporacemi a
univerzitami.

TSR-80, Zilog 1.77MHz

(D AMES
STANFORD

UCLA
soc

T

THE PENTAGON
- WASHINGTONDC. = o

MAP 4  September 1971




Objev zmatecné a nahodné komunikace

e Kamaraddova zrada
dostala Mitnicka
do vézeni

I NFORMATION
SOURCE  TRARY MY RECEIVER  DESTIKATIO

* KradezZ zdrojovych kdédu
operac¢niho systému S0 §E

* Zmatenili Utoc¢nikem ke
skryti stop
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Vytvoreni prvniho sitového ¢erva

An Drwanst 0221 Wi

The Morris Internet Worm
source code

Thas dink corvtasns the omplete somce Code of the Morris Internet
wistmn pecagrans. This tiny, W0 Hine program boought Large paeces of
e Dobernet b 8 andetil) on Novembes 2md, 1958

The wimto was (e flewt OF 1Raty INITIive pragiinms il se the

Lttt Vi spremd
Pl @ cnmaguates Py Musesn




¢ 293847

~ _ LOSANGELES POLICE=

030890
JAIL- ) wmm

Herni soutéz odstartovana Los Ageleskym
radiem KIIS-FM. Soutéz vyzvala
posluchace, Ze ten kdo zavola jako 102 v
potradi vyhraje auto Porsche 944 S2. Kevin
nelenil: prevzal kontrolu nad vsemi
prepinaci telefonnich linek a efektivné
vyblokoval vsechny prichozi hovory, tak
aby mél jistotu, Ze on bude prave 102.
volajici a vyhraje cenu.
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Velka bankovni loupez

V roce 1994 se Levin
vldmal do interni
sité americké banky
CitiBank.

Jakmile byl uvnitry,
prevedl 10.7 miliont
dolartli na ucty ve
Spojenych stéatech,
Finsku, Némecku,
Izraelli a
Nizozemsku. Prevody
provedl s pomoci tri
kolegli, kteri mu
méli pomoci vratit
virtualné ukradené
penize zpét.
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na kocku a mys - noveé techniky

prichazeji
VS.

.
by U.S. Depertmmenit of Justice
/ @ Vaited States Murshals Service

BY U.S. MARSHALS N .

WNOTICE TO ARKESTING AGENCY: Befras uvest, valkdite warmsd through Nationsl Crisse balormalion Cester (NCIC),
Uzited) Stuten Mamhals Sarwice NCIC entry sumber: (NICH, =

< MITHLCE, EEVIN DAVID

MITNLE, KEVIN DANID
MERETLL, BRIAN ALLEX i
=

TAN KUTS, CALIFOSNIA
-« 0BIO66N; 10/18070

Tsutomu Shimomura

DOFMIOPM1 D LRI §FN0S
ADCRASS AND LOCALE: KNOWS TO RESIDE IE THE 3AN FIOONANDO VALLET AREA OF CALIFORNLA AND
LAS VEGAS, REVADAL

WANTED FOR: ¥ 7108 CF FW&WI

ORIGINAL ESSI0E UKA| ACCESE DEWES COMPUTER. FRAUD
Hanuat e BISTRICT OF CALTRORELA e
Wt Membar: §312=1112-0154=C

DATE WARRANT ISSUED.  ROVEMBER 10, 1992

MISCELLANEOUS INFORMATION: SUBJECT SUFFERE FROM A WETCHT PROELEM AND MAY HAVE ENPERTENCED
WEIGHT UAIN 0E WEIGHT LOSS

VEHICLE/[TAG INFORMATION:  RONE KNOWN  OFTEN DSES PUELIC TRAMSFORTATION
 arresind or whevesboats own, soilfy ihe lotad Usived States Marshali Oflor. (Telephone: 2134942485 ).
wum.ﬂmmmmcmmam—vr

Telephane (RU0OMDI0T (24 hoss telephans contest) NLETS scti code i VAUSHOOOG, N



Utok na NASA

16lety hacker Jonathan
James, znamy Jjako cOmrade

Zcizeni zdrojovych koéda ke
stanici ISS

,Kod sadm o sobé je Spatny..
nestoji za 1.7milionu
dolart.™
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Zveédavost, UFO a Gary McKinnon

Stopy jeho ¢inu byly
objeveny v pocitacich
patticich armade,
namornictvu, Ministerstwvu
obrany, letectvu a
Pentagonu. Celkem ziskal
pristup k 97 serverum.
Pokazdé hledal informace o
létajicich talirich.

Sheffield, England, 4 March 1962
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VSechny myslitelné
odvétvi jiz padli za

obét hackerlm.
Vcéetné médii a
novin.
priklad je Gtok na
noviny New York
Times, ktery byl
proveden jednim z
nejznamejsich
hackera -
Lamem.

Nejvic znamy

Adrianem

Utoci se i na média,
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Cely svet proti DRM, DVD Joe na koni

DRM IS
KILLING MUSIC

QTFairUse program byl

- schopen ziskat RAW data =ze

souboru koupeném na iTunes

<:> extrahovat je a obejit tak
ochranou metodu DRM.

L

AND IT’S A RIP OFF!

M QTFairlses 2.5 L]@E]
Cpiores
(i Process all protected files in Tunes lbeary
(%) Process just thes fikss (drag Fles from Explorsr onta this et Lo sdd them):
CAQTRLAencrypladi] Ses the Word.mdp A Fibes...,
Remove selected |

[¥] Decrypt protected fies

Do decryption even  decryphed version sirsady sodets

(] rutomatically raplace protected Fles with the rew decrypted files in the iTunes Brary and sl plavists
(] Bachun your current Tunes Bbwary index files before starting

[¥] After decryption, move criginal prokected Files ba the backup folder

Backup folder: | THQTFLRbadups
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Kradez zdrojovych kodi Windows

Statement from Microsoft Regarding lllegal Posting of Windows 2000 Source Code

Last updated: Feb. 20, 2004, 12:00 p.m. PST

REDMOND, Wash., Updated, Feb. 20, 2004 — On Thursday, February 12, Microsoft became aware that portions of the Microsoft Windows 2000 and Windows NT 4.0 source code were illegally made
Internet. Subsequent investigation has shown this was not the result of any breach of Microsofts corporate network or internal security, nor is it related to Microsofts Shared Source Initiative or its Gov
Program, which enable our customers and partners, as well as governments, to legally access Microsoft source code. Microsoft reaffirms its support for both the Shared Source Initiative and the Gover
Program.

Microsoft continues to work closely with the U.S. Federal Bureau of Investigation and other law enforcement authorities on this matter. Microsoft source code is both copyrighted and protected as a trac
is illegal to post it, make it available to others, download it or use it. Microsoft will take all appropriate legal actions to protect its intellectual property. These actions include cormnmunicating both directly
those who possess or seek to possess, post, download or share the illegally disclosed source code.

Specifically, Microsoft is sending letters explaining to individuals who have already downloaded the source code that such actions are in violation of the law. Additionally, Microsoft has instituted the use
such illegal sharing of the source code has taken place. These alerts are designed to inform any user who conducts specific searches on these networks to locate and download the source code that sus

Questions about the ongoing investigation should be referred to the FBI.

ly discovered by an individual studying the leaked source code. This exploit is a knowr
Windows 98, Windows Millennium, Windows NT 4.0, Windows 2000, and Windows XP sl
rs running Windows XP Service Pack 1 or Windows Server 2003 who have installed all

Wleat| |7 E T ||
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Hacking
dnes

Fenomén evoluce
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