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Jak chranit data?



Jak chranit data?

Softwarova cesta je...

pojdme to zrychlit!
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[o00] Procesory: |1A-32

|IA-32 rodina — kdo z nas ji nemel v pocitaci?
(Duron/Athlon *.*, Celeron/Pentium *.* apod.)

Drtiva vétsina procesoru IA-32 neumi Sifrovat

Vyjimkami jsou:
- AMD Geode LX
- Intel EP80579 with Intel QuickAssist Techno.

-VIA C3, VIA C7 (a prumyslove obdoby)



ntel EP80o579 with QAT

Acceleration Services Unit' ok MDIO (x1
Local CAN G2 ot GbE
) il | erfece MAC #0
Security Services Unit! Bus 1ee€ 1588+ [ IEARIZD))
(3DES, AES, [A]RC4,
MDS, SHA-x, PKE, TRNG)
Acceleration and I/0 Complex
Intel® Architecture Complex Integrated Memory

Controller Hub

€DMA Bridge Memory Controller
- y > 64-bit with ECC

IA-32 core

FSB

Memory Controller Hub

PCl Express* root
complex interface in

L2 Cache (256 KB) | confrurations

Integrated 1/0
Controller Hub {  ti er,RTC.HF;E‘[(xB)

UART (x2),
SPI boot SATA 2.0

Block Diagram for the Intel® EP80579 Integrated Processor and Intel® EP80579 Integrated Processor
with Intel® QuickAssist Technology

APIC, DMA, timers,

[C] Features only included
in the Intel® EP80579
Integrated Processor
with Intel® QuickAssist
Technology



[o00] Procesory: ,x64"

Rodina ,x64" — kdo z nas ji ted nema v pocitaci?
(Athlon 64/Phenom *.*, * Celeron/Core *.%)

Drtiva vétsina procesoru ,x64" neumi sifrovat

Vyjimkami jsou:
-VIA Nano (a prumyslové obdoby)

...tot vse, pratele!



[o00] Procesory: ,x64"

Rodina ,x64" se rozsiri o prikazovou sadu iAVX
(SIMD jako MMX/SSE*.*[3DNow!/AltiVec...)

Pripravuji se sifrovaci instrukce (v ramci AVX):
AES-NI (6 prikazU pro AES128/192/256)
PCLMULQDAQ (zrychli elipticke krivky)



[000] Procesory: SPARC

Rodina SPARC —kdo z nas ji vibec zna?
(Super/Hyper/UltraSPARC *.*, SPARC64 *.*)

Vsechny procesory Sun Microsystems sifruji!

Jsou to:
- Sun UltraSPARCT1 ,Niagara"
- Sun UltraSPARC T2 ,Niagara 2"
- Sun UltraSPARC T2+ ,Victoria Falls"
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[001] Urychlovace vypoctu

Kdo z nas si nepral je mit v pocitaci?
Nesifruji... zato dabelsky rychle!

IBM Cell, IBM PowerXCell 8i
Toshiba SpursEngine
ClearSpeed

NVIDIA akceleratory
AH/AMD akceleratory



[001] IBM Cell, PowerXCell 8i

IBM Cell
IBM PowerXCell 8i

Sony PlayStation 3
IBM BladeCenter QS20, QS21, QS22
IBM Roadrunner

FixStars GigaAccel 180 (PCl Express x16)
vykon az 180 GFLOPS (jednoducha presnost)



[001] FixStars GigaAccel 180
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[001] Toshiba SpursEngine

SpursEngine SE1000 je ,orezany" IBM Cell:
- chybi 4x SPE, chybi PowerPC
- zUstaly 4x SPE
- pribyl kodek videa

Toshiba Qosmio Ggo-10T (a dalsi notebooky)
Leadtek WinFast PxVCa1100 (PCl Express x1)
Thomson-Canopus Firecoder Blu (PCle xa)



[o01] WinFast PxVCa100
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[001] ClearSpeed

Specializovane karty s brutalnim vypocetnim
vykonem

karty PCI-X nebo PCl Express x8
modul pro blade server Hewlett Packard



[001] ClearSpeed Advance e710
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[001] GPU NVIDIA/AMD/S3...

GPU ma obrovsky vypocetni vykon.
Jak na néej?

Nejdale se dostala NVIDIA CUDA.
Vytvoril se ,NVIDIAcentrismus"

Je zapotrebi spolecne prostredi



[001] Urychlovace vypoctu

Kdo z nas si nepral je mit v pocitaci?

IBM Cell, IBM PowerXCell 8i

Toshiba SpursEngine

ClearSpeed

NVIDIA akceleratory + NVIDIA CUDA (?)
AMD akceleratory (Stream)

cokoli z predchoziho + OpenCL (!)
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[010] Mainframe

Stale existuji!
Spolehlivost, vykon, bezpecnost

Hardwarove sSifrovani?
jiz v IBM System/370 (od Cervna 1970)
compatibilita dodnes!
(IBM eServer zSeries, IBM System z)




[o10] Procesor IBM z6

IBM z6 (viz IBM System zg) sifruje hardwarove!

Algoritmy:

DES (DEA, TDEA2, TDEA3)
SHA-1 (160 bitU)

SHA-2 (256, 384 Ci 512 bitU)
AES (128, 192 nebo 256 bitu)

Sifrovani rychlosti 290 aZ 960 MBJ/s



[o10] Procesor IBM z6




[010] IBM System z10
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[011] Sifrovaci doplnky

Sifrovani je mozné zrychlit i samostatnymi
soucastkami.

Discretix (DxAES a dalsi)
IBM PCI/PCI-X Cryptographic Accelerator
Sun Crypro Accelerator 6ooo PCI-E Adapter
- pro PCI Express x8
- 2z 13 000 RSA za vterinu
- low profile (pro servery)



[011] Sun Crypto Acc. 6000 PCI-E

0500096.2.10S

LA AT
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[100] Pevne disky s sifrovanim

Klasicke rotacni disky mohou sifrovat! Ktere?
Fujitsu:
- MHZ2xxxCJ (pro notebooky)
- MJA2xxxCH (pro notebooky)
Hitachi BDE
Seagate FDE/SED:
- Momentus (2,5" pro notebooky)
- Sawvio (2,5" pro servery)
- Cheetah (3,5" pro servery)
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[101] Streamery a jejich media

Ukladani dat na pasky obnasi 2 problematiky:
- Sifrovani
- komprese
Tradicni proces:
- sifrovani (pocitac, hardwarove)
- komprese (streamerova mechanika)

Problem! Objem dat se nezmensi, protoze jsou
Sifrovana ®

34



[101] Sifrujici streamery

Mohou streamerove mechaniky sifrovat?
ANO!

Komprese + sifrovani probéhne v mechanice v
realnem cCase (napfr. az 350 MB/s).

IBM System Storage TS1120 model Eos a dalsi
Sun Storagetek Crypto Ready T10000
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[101] IBM System Stor. TS1130
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[110] Likvidace dat a jejich medii

Stav media?
- provozuschopne

- nejsou provozuschopne
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[110] Prepisovani dat

Existuji programy, prepisujici data tolikrat, aby
se sance obnovit data minimalizovala

Algoritmy jsou schvaleny mnoha urady:
- ministerstva (obrany apod.)
- armady
- rozvedky a jine bezpecnostni Utvary
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[110] Vymaz dat

Magneticke nosice je mozne mazat
magnetickym polem.

Pozor! Jedna se o likvidaci dat na Urovni
obchodni bezpecnosti (nikoli vojenskeé atd.)

viz demagnetizator Fujitsu MagSURE ME-P3



[110] Likvidace media

datoveho media (pevne disky, streamerove
pasky, opticka meédia apod.).

Specialni stroje:
- skartatory (samotna media)
- likvidace pevnych disku (plotny jsou ze skla)



[1120] BOW Industries MHDD



http://www.degaussers.net/degaussers.asp?sub_category=hard drive destroyer
http://www.degaussers.net/degaussers.asp?sub_category=hard drive destroyer
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[111] Bezpecnost bez sifrovani

Obvykle se problemy vrsi:
- firmware
- (virtualizace)
- operacni system + ovladace
- systemovy software
- aplikace
Jak se problemy obvykle resi? Dalsi vrstvou
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[111] Bezpecnost bez sifrovani

Proc se neuvadi 100 %, nybrz Cislo blizici se?

Proc nechtit opravdovych 100 %?
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[111] Bezpecnost bez sifrovani

Spojeni dvou pocitact dohromady bez
datoveho propojeni, pripadné pouze
jednosmerne

Klicova myslenka?

Reseni je POD existujicim hardwarem. Proto
neni mozne jej ovlivnit zadnym softwarovym
prostredkem.
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[111] Bezpecnost bez sifrovani

Presné na to se soustredi spolecnost
PositronLabs.

Datova dioda (data tecCou jen jednim smérem)

MLA (Multi Level Architecture)
MLW (Multi Level Workstation)
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[111] Bezpecnost bez sifrovani

Vn&j&i sit

Internet

o
labs
Positron



ZAVER

Bezpecnost je dulezita. Software se pouziva.

..ale jen s hardwarem ruku v ruce budeme rychli
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Dekuji za pozornost!

Patrik Veselik

pveselik@muzeumpocitacu.cz
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