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. Co je ldentity Management?

Inspirovano wikipedii

Rizeni Zivotniho cyklu identity:
* Workflow
« Uzivatelska samoobsluha
» Password reset
 Provisioning a de-provisioning identit ze
systemu

... zavedenim elektronickych — automatizovanych
procesu
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Potrebujeme Identity Management?

ORACLE



Q: Kdo ma ve vasi organizaci
nejvice pristupovych prav?

STUDENT IDENTIFICATION
BART SIMPSON

a — Spravce bezpecnosti LR
b — Finanéni feditel ==

¢ — Brigadnik, ktery pres leto zapojoval
nasi novou sit
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Q: Jak pridelujete pristupova
prava? f

a — Dejte Alici to co ma Wallly
b — Na zaklade business role
c — To co rekne jeji manager

ORACLE



Q: Co je napsano na nalepkach,
prilepenych k monitoru?

a — Hesla
b — Vzkazy
c — Ukoly
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. A co CR/SK?

« 2008, CR, finané&ni instituce, vnitfni Utok, pokus o
ukradeni cca 270 milionu

« 1999 - 2002, CR, finanéni instituce, 200 miliond
ukradeno zamestnancem (a veétsinou vraceno)

« SK, telekomunikace, root heslo na serverech
pripojenych k internetu, zadna password policy,
zneuzito byvalym zamestnancem
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. Dlivody nasazeni - audit, compliance

« SOX — podléhaji mu firmy obchodované na US burze
« PCI
» Bezpecnostni audit — cyklus audit, nalez, naprava, ...
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. Uspora nakladu

 Self service, password reset
* Pripad ,pondeélni amnézie®

* Nastup, zmena pracovni pozice

» Sprava kontraktoru

« Sprava externistu — hypotecni a pojiStovaci agenti,
obchodni partneri
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. Oracle Identity Manager

« J2EE aplikace — aplikacni server + Oracle DB
« SoD podporovano a doporuceno

* Webove rozhrani pro uzivatele
« Design console pro vyvojare

» Workflow engine

* Formulare

« Konektory
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Zapojeni

\ il

E Oracle Identit Zpristupnéné
g racle fdentity aplikace
) Qﬁ — gl € Manager AD, OID, ERP
Zameéstnanec o
Konektor Reconciliation
l Engine
— 1
= — — —
HR sveté Ulozisteé Uzivatelska Pristupova Workflow
sc)/:vem, identit skupina politika
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. Pristupoveé politiky - RBAC

fmetelka,Franta,Metelka,Full-Time,...
Skupina ,Full-Time Employee”®

B Full-Tirme Employee

—,

Fale == Full-Time

 Definice pristupové politiky
« AD, DB pfistup
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DEMO
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. DEMO

* Oracle IdM
 Active Directory
* Oracle Bl Publisher

« Reporty — disabled users, partially disabled, rogue
accounts, entitlement exception
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Reconciliation

Usmireni

Active Directory

ldentity Manager

Pocateéni recon
(Trusted)
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IdM Architektura

Lzer or (3)
Reconciliation Response and
control returmed
) ]
Initiates Oracle IdM / J2EE Container
action
that has
off-lining
support
(2)
After initial processing, Consumer reads the queue,
producer creates ﬂ and processes messages
messages
— T
_—
Messzage Queue Message Perzistence
Data Store
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Pripadova studie
Ministerstvo Zemedelstvi
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. Motivace

* Portal access
pro zamestnance

» Blokovani pristupu

 Konsolidace hesel

ORACLE



. Zadani

* Vstup SAP HR

» Vystup AD, OID, SAP CUA
 Incremental a full recon

* HA infastruktura
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. Navrh implementace

 Dev, test, produkce

* RozSireni data modelu v OIM

« Konektor na SAP HR, SAP CUA, AD, OID
* Workflow

* Dodatecna BAPI
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. Implementace — SAP HR

« Konektor + Upravy
1 x tydne full reconciliace, 1 x denne inkrementalni

* Volani custom BAPI
* Vyvoj BAPIletu, unit testy...

PERNR, VORNA, NACHN, USRID_LONG, ORGEH, STEXT, ...
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. SAP CUA

« Spravovane systémy, profily a role do

ciselniku OIM
- BNAME « ROOMNUMBER
- NAME_LAST * FLOOR

 BUILDING

* NAME_FIRST
B - TEL NUMBER

. TITLE ACA1
TITLE ACA2 » SMTP_ADDR
— . CODVN

- DEPARTMENT LOCL
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. Implementace — AD, OID

* OID — objectclasses pro portal
» Department change -> AD moddn
« AD generuje mall
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. MS AD jako zdroj pro emailové adresy

e

Get Email from MS AD Add prepopulated Group

i
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. Deployment Management

‘73 MZE_OIM_Migration_v02.doc - Microsoft Word

File Edit View Insert Format Tools Table Window Help

DR &RV

Title Bar

TR
v TimesMewRoman + 18 v B 7

Data v Insert v Preview » Tools v Help ~

Oracle BI Publisher

Migrace OIM

racle Identity Manager - Microsoft Internet Explorer

Deployment Manager - Import
Click Add File to add more files.
Showy Information Rese Legend
Summary v
AL 40 Current Selections Objects Removed From Import
. : /7 Lookup.SAP.CUA.LockUser /@ ~
JJIT Resource Definition: 1 >
X pes Look%.snp.cun.c‘:mmrype p ]
“’Reswma 1 7 Lookup.SAP.CUA.Profiles J
Ry fracess. 1 /7 Lookup.SAP.CUAUserTitle S
$E|Process Form: 3 /7 Lookup.SAP.CUA.TimeZone S8
4| User Defined Fields: 2 (1) SAPCUA User Recon /8 =
’gf Data Object Definttion: 5 4 Lookup.SAP.CUA.LangComm ’
2% Task Adapter: 10 (2 ‘com.thortech.xl.dataobj.tcUD_SAPCUA /3
45 Lookup: 13 /7 Lookup.SAP.CUA.User Type /@
G Resource: 1 4% Lookup.SAP.CUA Roles b ] )
(2) Scheduled Task: 2 ’g‘ com.thortech.xl.dataobj.tcOBJ /i Missing Dependencies To Create m.
AP CUA IT Resource Definition &
54 Prepopulate Adapter: 1 5
£ com.thortech.xl.dataobj.tcUD_SAPCUAPR S
(2) SAPCUA Lookup Recon /@
pmpoxtibilce, ¥ 7 Lookup.SAP.CUA.ChildSystem JB
SCRCAResoueaobiect Xl £ com.thortech.xl.dataobj.tcUSR /).
& Add... JETTIYN
Substitutions o, /7 Lookup.SAP.CUA.UserGroups [l
& Add... Eusr A
IT Resources v =] & SAP CUA Resource Object &
SAP CUA IT Resource (SAP CUA ~ & SAP CIA Pracese il 4
— i >
< 11 >
New Groups X sddFie || Import |
& Add,

Dokument detailng popisuje postup migrace konfiguraci a customizaci na OIM prostfec
V ramci migrace se provadi dva typy operaci:
= pfenos custom jar soubort

®  exporta import xml souborli pomoci OIM Admin Console

Kompletni ,release” OIM Yedeni je tedy zachycen sestavou jar souborli a xml soubori.
Dokument popisuje

= prehled migrovanych objekt

= postup migrace (zohledfinjici zavislosti)

Poradi importu xml objektu je dano poradim xml souboru v tabulce !
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. Infrastruktura

D

E

are ><)racle DB / RAC

&

)

m . Load Midd

Balancer

e

—=

&

Oracle Identity Manager
/
IAS cluster

ORACLE



. Projekt

 Cca 2,5 mésice
e 2-51idi
* Analyza, dokumentace, testy, akceptace
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Analytici
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Gartner

User Provisioning
(Oracle Identity Manager)
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http://gartner.com/silentlocalechooser.jsp?locale=wcw
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. Forrester Wave 2006 - 2008

Risky Strong

Risky strong Bets Contenders Performers Leaders

Bets  Contenders Parformers Leaders Strong
Strong sun Microsystems :‘/-_:: A

A
Novell
Thor Technologies [=) l Lo JIBM
= Q CA BMC\S;ftw S M N Dral:Ie E
Hewlett-Packard « Courion are un vic rosyf’temf: : '
Novell (s b
CA (s .+ IBM
cument Current
offering (») Microsoft offeri ng
« BMC Software

Market presence

—_—
wesk | @ (=) |‘:| Weak

Weak Strategy = Strong Weak Strategy » Strong

by Andras Cser

with Jonathan Penn, Paul Stamp, and Allison
Herald

by Jonathan Penn

with Laura Koetzle, Paul Stamp, Simon Yates,
and Adele Sage

ORACLE



. Zaver

* Co a k cemu je identity management
* Demo

« Studie

* Analytic
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